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1. "1I85 ?>;>65=8O 

1.1. !0AB>OI0O  5B>48:0 2KO2;5=8O CO728<>AB59 8 =545:;0@8@>20==KE 
2>7<>6=>AB59 2 ?@>3@0<<=>< >15A?5G5=88 (40;55 3  5B>48:0) @07@01>B0=0 
2 A>>B25BAB288 A ?>4?C=:B>< 4 ?C=:B0 8 #>;>65=8O > (545@0;L=>9 A;C615 
?> B5E=8G5A:><C 8 M:A?>@B=><C :>=B@>;N, CB25@645==>3> ':07>< #@57845=B0 
$>AA89A:>9 (545@0F88 >B 16 023CAB0 2004 3. № 1085. 

1.2.  5B>48:0 >?@545;O5B ?>@O4>: ?@>2545=8O 8AA;54>20=89 

?> 2KO2;5=8N CO728<>AB59 8 =545:;0@8@>20==KE 2>7<>6=>AB59 (40;55 3 !��) 
2 A>>B25BAB288 A &@51>20=8O<8 ?> 157>?0A=>AB8 8=D>@<0F88, 
CAB0=02;820NI8<8 C@>2=8 4>25@8O : A@54AB20< B5E=8G5A:>9 70I8BK 
8=D>@<0F88 8 A@54AB20< >15A?5G5=8O 157>?0A=>AB8 8=D>@<0F8>==KE 
B5E=>;>389, CB25@645==K<8 ?@8:07>< (%&-� $>AA88 >B 2 8N=O 2020 3. № 76 
(70@538AB@8@>20=  8=NAB>< $>AA88 11 A5=BO1@O 2020 3., @538AB@0F8>==K9 
№ 59772) (40;55 3 &@51>20=8O 4>25@8O) 2 ?@>3@0<<=>< >15A?5G5=88 A@54AB2 
70I8BK 8=D>@<0F88 (40;55 3 >1J5:B >F5=:8, ""), 70 8A:;NG5=85< 8AE>4=>3> 
?@>3@0<<=>3> :>40 ?@>3@0<<8@C5<KE ;>38G5A:8E 8=B53@0;L=KE <8:@>AE5<. 

1.3.  5B>48:0 >@85=B8@>20=0 =0 ?@>2545=85 8AA;54>20=89, ?@>2>48<KE 
8A?KB0B5;L=K<8 ;01>@0B>@8O<8 8 @07@01>BG8:0<8 2 @0<:0E A5@B8D8:0F8>==KE 
8A?KB0=89 ?@>3@0<<=KE, ?@>3@0<<=>-0??0@0B=KE A@54AB2 70I8BK 8=D>@<0F88 
8 70I8I5==KE ?@>3@0<<=KE, ?@>3@0<<=>-B5E=8G5A:8E A@54AB2, 0 B0:65 ?@8 
2=5A5=88 87<5=5=89 2 @0=55 A5@B8D8F8@>20==K5 A@54AB20. $07@01>BG8:0< "" 
@5:><5=4C5BAO 8A?>;L7>20BL ?>;>65=8O  5B>48:8 4;O >@30=870F88 2=CB@5==8E 
?@>F5AA>2 687=5==>3> F8:;0 ?@>3@0<<=>3> >15A?5G5=8O 2 A>>B25BAB288 A �"%& 
$ 56939-2024 «�0I8B0 8=D>@<0F88. $07@01>B:0 157>?0A=>3> ?@>3@0<<=>3> 
>15A?5G5=8O. "1I85 B@51>20=8O» (40;55 3 �"%& $ 56939-2024). 

1.4. �  5B>48:5 ?@8<5=ONBAO B5@<8=K 8 >?@545;5=8O, CAB0=>2;5==K5 
=0F8>=0;L=K<8 AB0=40@B0<8 2 >1;0AB8 70I8BK 8=D>@<0F88 

8 >15A?5G5=8O 8=D>@<0F8>==>9 157>?0A=>AB8. 
1.5. � A2O78 A CB25@645=85< =0AB>OI53> <5B>48G5A:>3> 4>:C<5=B0 =5 

?@8<5=ONBAO ?>;>65=8O <5B>48G5A:>3> 4>:C<5=B0 « 5B>48:0 2KO2;5=8O 
CO728<>AB59 8 =545:;0@8@>20==KE 2>7<>6=>AB59 2 ?@>3@0<<=>< >15A?5G5=88», 
CB25@645==>3> (%&-� $>AA88 25 45:01@O 2020 3. 



3 

2. "1I85 B@51>20=8O : ?@>2545=8N 8AA;54>20=89 ?> 2KO2;5=8N 

CO728<>AB59 8 =545:;0@8@>20==KE 2>7<>6=>AB59 

2.1. �AA;54>20=8O "" ?@>2>4OBAO 2 F5;OE 2KO2;5=8O =54>AB0B:>2 
157>?0A=>AB8 "": CO728<>AB59 0@E8B5:BC@K, :>40 8 :>=D83C@0F88 "", 
=545:;0@8@>20==KE 2>7<>6=>AB59, 0 B0:65 ?>B5=F80;L=> >?0A=KE 
45:;0@8@>20==KE 2>7<>6=>AB59 "" (871KB>G=KE 2=5H=8E 8=B5@D59A>2 8;8 
DC=:F89). 

2.2. �AA;54>20=8O "" ?@>2>4OBAO 2 A>>B25BAB288 A C@>2=O<8 :>=B@>;O, 
:>B>@K5 >?@545;ONB A>AB02 8 A>45@60=85 ?@>2>48<KE 8AA;54>20=89, <5B>4K 
8AA;54>20=89 8 B@51>20=8O : ?@8<5=O5<K< ?@8 ?@>2545=88 8AA;54>20=89 
8=AB@C<5=B0;L=K< A@54AB20< 0=0;870 8 :>=B@>;O. 

'AB0=02;8205BAO 6 C@>2=59 :>=B@>;O. %0<K9 =87:89 C@>25=L 3 H5AB>9, 
A0<K9 2KA>:89 3 ?5@2K9. 

&@51>20=8O : C@>2=N :>=B@>;O "" ?@54JO2;ONBAO 2 A>>B25BAB288 

A &@51>20=8O<8 4>25@8O. 
2.3. #@8 ?@>2545=88 8AA;54>20=89 "" 8A?>;L7CNBAO: 
0) 4>:C<5=B0F8O =0 "", ?@54CA<>B@5==0O &@51>20=8O<8 4>25@8O; 
1) 8AE>4=K9 :>4 ""; 
2) A1>@>G=0O A@540 8 A8AB5<0 A1>@:8 "", 2:;NG0O 8E 4>:C<5=B0F8N; 
3) 48AB@81CB82 ""; 

4) @57C;LB0BK 2K?>;=5=8O ?@>F5AA>2 @07@01>B:8 "" 2 A>>B25BAB288 

A �"%& $ 56939-2024, 2:;NG0NI85 @57C;LB0BK 0=0;870 157>?0A=>AB8 
0@E8B5:BC@K 8 >?@545;5=8O ?>25@E=>AB8 0B0:8, :><?>78F8>==>3> 0=0;870, 
0=0;870 157>?0A=>AB8 :>=D83C@0F89, AB0B8G5A:>3> 0=0;870 8AE>4=>3> :>40, 
D0778=3-B5AB8@>20=8O, B5AB8@>20=8O =0 ?@>=8:=>25=85, @57C;LB0BK @50;870F88 
?@>3@0<< ?> ?>8A:C CO728<>AB59 "" (Bug Bounty), 5A;8 B0:>2K5 ?@>2>48;8AL, 
@57C;LB0BK 8=B53@0F8>==>3>, DC=:F8>=0;L=>3>, <>4C;L=>3> B5AB8@>20=8O, 2 
B>< G8A;5 45<>=AB@8@CNI53> 2K?>;=5=85 70O2;5==KE DC=:F88 157>?0A=>AB8 
(40;55 3 (�); 

5) ?5@5G5=L ?@>3@0<<=KE :><?>=5=B>2 8 >1@07>2 :>=B59=5@>2 "" (>1J5< 
8 D>@<0 ?@54AB02;5=8O ?5@5G=59 ?@82545=K 2 #@8;>65=88 1 
: =0AB>OI59  5B>48:5); 

6) A8AB5<=K5 (8=B53@0F8>==K5), DC=:F8>=0;L=K5, @53@5AA8>==K5, 
<>4C;L=K5 B5ABK, D0778=3-B5ABK, 2:;NG0O A?5F80;L=> AD>@<8@>20==K5 
A8=B5B8G5A:85, B5ABK, 45<>=AB@8@CNI85 2K?>;=5=85 70O2;5==KE (� "", 
0 B0:65 >?8A0=85 :>=D83C@0F89 8=AB@C<5=B0;L=KE A@54AB2 0=0;870 
8 :>=B@>;O 8 8=CN B5AB>2CN 4>:C<5=B0F8N (?@54>AB02;5==0O B5AB>20O 
4>:C<5=B0F8O 4>;6=0 45<>=AB@8@>20BL ?@>A;568205<>ABL 70O2;5==KE (� 

8 DC=:F8>=0;L=KE B5AB>2 8 A>45@60BL >?8A0=85 F5;59 B5AB8@>20=8O, B5AB>2KE 
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?@>F54C@ 8 >68405<KE @57C;LB0B>2, 0 B0:65 D0:B8G5A:85 @57C;LB0BK 
B5AB8@>20=8O (=0?@8<5@, 6C@=0;K @538AB@0F88 A>1KB89 8;8 A:@8=H>BK); 

7) ?;0= ?>445@6:8 157>?0A=>AB8 708<AB2>20==KE :><?>=5=B>2 
A5@B8D8F8@>20==>3> "" (2 A;CG05 2=5A5=8O 87<5=5=8O 2 A5@B8D8F8@>20==K9 
""); 

8) 7040==K5 8 >?8A0==K5 2 M:A?;C0B0F8>==>9 4>:C<5=B0F88 
@07@01>BG8:>< "" 2 :>=B59=5@=>< 8A?>;=5=88 A?8A:8 459AB289 (?@028;0), 
@07@5H5==K5 ?@8 2708<>459AB288 :><?>=5=B>2 "" (:>=B59=5@>2, 
<8:@>A5@28A>2, 8=KE @5AC@A>2, E0@0:B5@=KE 4;O 2K1@0==>3> B8?0 >@:5AB@0B>@0) 
<564C A>1>9, A :><?>=5=B0<8 A@54K DC=:F8>=8@>20=8O 
A 2=5H=8<8 ?> >B=>H5=8N : "" :><?>=5=B0<8; 

:) <5B>48:8 0=0;870 ?>25@E=>AB8 0B0:8 708<AB2>20==KE :><?>=5=B>2 A 
>B:@KBK< 8AE>4=K< :>4><, >?C1;8:>20==K5 =0 A09B5 *5=B@0 8AA;54>20=89 
157>?0A=>AB8 A8AB5<=>3> ?@>3@0<<=>3> >15A?5G5=8O (40;55 3 *5=B@ 
8AA;54>20=89) 2 @0745;5 « 5B>48:8 0=0;870 ?>25@E=>AB8 0B0:8» 
(portal.linuxtesting.ru); 

;) <5B>48:8 AB0B8G5A:>3> 0=0;870 708<AB2>20==KE :><?>=5=B>2 
A >B:@KBK< 8AE>4=K< :>4><, >?C1;8:>20==K5 =0 A09B5 *5=B@0 8AA;54>20=89 2 
@0745;5 « 5B>48:8 ?@>2545=8O AB0B8G5A:>3> 0=0;870» (portal.linuxtesting.ru); 

<) <5B>48:8 B5AB8@>20=8O 708<AB2>20==KE :><?>=5=B>2 A >B:@KBK< 
8AE>4=K< :>4><, >?C1;8:>20==K5 =0 A09B5 *5=B@0 8AA;54>20=89 2 @0745;5 
« 5B>48:8 ?@>2545=8O B5AB8@>20=8O» (portal.linuxtesting.ru); 

=) <5B>48:8 D0778=3-B5AB8@>20=8O 708<AB2>20==KE :><?>=5=B>2 
A >B:@KBK< 8AE>4=K< :>4><, >?C1;8:>20==K5 =0 A09B5 *5=B@0 8AA;54>20=89 2 
@0745;5 « 5B>48:8 ?@>2545=8O D0778=3-B5AB8@>20=8O» (portal.linuxtesting.ru). 

2.4. �AA;54>20=8O "" ?@54AB02;5=K =0 @8AC=:5 1 8 2:;NG0NB: 
0) ?>43>B>2:C : ?@>2545=8N 8AA;54>20=89 ""; 

1) ?@>2545=85 8AA;54>20=89 ""; 
2) >D>@<;5=85 @57C;LB0B>2 8AA;54>20=89 "". 

$8AC=>: 1 3 #>@O4>: ?@>2545=8O 8AA;54>20=89 

2.5. #@8 ?@>2545=88 8AA;54>20=89 ?@8<5=ONBAO 8=AB@C<5=B0;L=K5 
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A@54AB20 0=0;870 8 2KO2;5=8O >H81>:, CO728<>AB59 8 !��, DC=:F8>=0;L=K5 
2>7<>6=>AB8 :>B>@KE >15A?5G820NB @50;870F8N ?>;>65=89 =0AB>OI59 
 5B>48:8, =5 8<5NI85 :0:8E-;81> >3@0=8G5=89 ?> ?@8<5=5=8N 8 040?B0F88 
(4>@01>B:5) =0 B5@@8B>@88 $>AA89A:>9 (545@0F88. 

2.6. �AA;54>20=8O "" ?> 2KO2;5=8N CO728<>AB59 8 !�� 2 A>>B25BAB288 

A ?>;>65=8O<8 =0AB>OI59  5B>48:8 ?@>2>4OBAO A?5F80;8AB0<8 8A?KB0B5;L=>9 
;01>@0B>@88 (40;55 3 8A?KB0B5;L=0O ;01>@0B>@8O)1, 0 B0:65 A?5F80;8AB0<8 
>@30=870F88-@07@01>BG8:0, >B25BAB25==K<8 70 >15A?5G5=85 @07@01>B:8 
157>?0A=>3> ?@>3@0<<=>3> >15A?5G5=8O, A ?@82;5G5=85< A?5F80;8AB>2, 
=5?>A@54AB25==> CG0AB2CNI8E 2 @07@01>B:5 "" (40;55 3 @07@01>BG8: ""). 

2.7. �KO2;5==K5 CO728<>AB8 0@E8B5:BC@K, :>40 8 :>=D83C@0F88 "", !��, 
0 B0:65 ?>B5=F80;L=> >?0A=K5 45:;0@8@>20==K5 2>7<>6=>AB8 4>?CA:05BAO 
CAB@0=OBL 2 E>45 ?@>2545=8O 8AA;54>20=8O "". 

#> @57C;LB0B0< CAB@0=5=8O CO728<>AB59 8 !�� ?>2B>@=>5 8AA;54>20=85 
"" B@51C5BAO 2K?>;=OBL 2 >B=>H5=88 8=B5@D59A>2, :><?>=5=B>2, <>4C;59 

8 8AE>4=>3> :>40, ?@O<> 8;8 :>A25==> 70B@>=CBKE 2=5A5==K<8 87<5=5=8O<8, 
2 >1J5<5 B@51>20=89 =0AB>OI59  5B>48:8. 

 

 

 

                                                           

1 � A;CG05 5A;8 >@30=870F8O-@07@01>BG8: 8<55B A5@B8D8:0B A>>B25BAB28O ?@>F5AA>2 157>?0A=>9 
@07@01>B:8 ?@>3@0<<=>3> >15A?5G5=8O A@54AB2 70I8BK 8=D>@<0F88 B@51>20=8O< =0F8>=0;L=>3> 
AB0=40@B0 �"%& $ 56939-2024, 2 :0G5AB25 A?5F80;8AB>2 8A?KB0B5;L=>9 ;01>@0B>@88 @0AA<0B@820NBAO 
A?5F80;8ABK C:070==>9 >@30=870F88-@07@01>BG8:0, >B25BAB25==K5 70 >15A?5G5=85 @07@01>B:8 
157>?0A=>3> ?@>3@0<<=>3> >15A?5G5=8O. 
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3. #>43>B>2:0 : ?@>2545=8N 8AA;54>20=89 ?> 2KO2;5=8N CO728<>AB59 

8 =545:;0@8@>20==KE 2>7<>6=>AB59 (#"�) 

� E>45 ?>43>B>2:8 : ?@>2545=8N 8AA;54>20=89 ?> 2KO2;5=8N CO728<>AB59 
8 !�� >1J5:B0 >F5=:8 4>;6=K 2K?>;=OBLAO: 

0) 0=0;87 4>:C<5=B0F88 8 8=KE 8AE>4=KE 40==KE (#"�.1); 
1) ?>43>B>2:0 8AA;54>20B5;LA:>3> AB5=40 (#"�.2). 
#5@5G5=L 8AA;54>20=89 ?@8 ?>43>B>2:5 : ?@>2545=8N 8AA;54>20=89 

?> 2KO2;5=8N CO728<>AB59 8 !�� >1J5:B0 >F5=:8 ?@54AB02;5= 2 B01;8F5 1. 

&01;8F0 1 

,8D@ 
!08<5=>20=85 
8AA;54>20=89 

'@>25=L :>=B@>;O 
6 5 4 

#"�.1 �=0;87 4>:C<5=B0F88  
8 8=KE 8AE>4=KE 40==KE 

+ 1 1, 2, 3, 4, 5 

#"�.2 #>43>B>2:0 
8AA;54>20B5;LA:>3> AB5=40 

+ 1 1, 2 

#@8<5G0=85: 
«+» 3 8AA;54>20=8O ?>4;560B 2K?>;=5=8N 4;O A>>B25BAB2CNI53> C@>2=O 
:>=B@>;O; 
«F8D@0» 3 4>?>;=8B5;L=K5 B@51>20=8O : 8AA;54>20=8O< 4;O A>>B25BAB2CNI53> 
C@>2=O :>=B@>;O 

3.1. �=0;87 4>:C<5=B0F88 8 8=KE 8AE>4=KE 40==KE (#"�.1) 

�040G0<8 8AA;54>20=8O O2;ONBAO: 
0) D>@<8@>20=85 ?@54AB02;5=8O >: 
DC=:F8>=0;L=KE 2>7<>6=>ABOE 8 (� ""; 
CA;>28OE 157>?0A=>9 M:A?;C0B0F88, @568<0E 8 ?0@0<5B@0E 

DC=:F8>=8@>20=8O ""; 
AB@C:BC@5 "" =0 C@>2=5 8=B5@D59A>2, :><?>=5=B>2, <>4C;59, D09;>2, 

AB@C:BC@=KE M;5<5=B>2 :>40; 
AB>@>==8E ?@>3@0<<=KE :><?>=5=B0E ""; 
?0@0<5B@0E 8 >A>15==>ABOE DC=:F8>=8@>20=8O A1>@>G=>9 A@54K 

8 A8AB5<K A1>@:8 ""; 
1) >F5=:0 A>AB020 8 ?>;=>BK ?>;CG5==KE 4;O 8A?KBC5<>3> "" @57C;LB0B>2 

2K?>;=5=8O ?@>F5AA>2 @07@01>B:8 2 A>>B25BAB288 

A �"%& $ 56939-2024, 8=K<8 =0F8>=0;L=K<8 AB0=40@B0<8 2 >1;0AB8 
8=D>@<0F8>==>9 157>?0A=>AB8; 

2) @07@01>B:0 <5B>48:8 ?@>2545=8O 8AA;54>20=89. 
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�AE>4=K5 40==K5 4;O ?@>2545=8O 8AA;54>20=8O ?@54>AB02;ONBAO 
2 A>>B25BAB288 A B@51>20=8O<8 ?C=:B0 2.3 =0AB>OI59  5B>48:8. 

&@51>20=8O : ?@>2545=8N 8AA;54>20=8O: 
� E>45 0=0;870 4>:C<5=B0F88 8 8=KE 8AE>4=KE 40==KE ?@>25@ONBAO 

8AE>4=K5 40==K5 =0 A>>B25BAB285 B@51>20=8O< =0AB>OI59  5B>48:8 2 G0AB8 
4>AB>25@=>AB8, ?>;=>BK, 0:BC0;L=>AB8, A>3;0A>20==>AB8 (>BACBAB285 
?@>B82>@5G89). 

#@8 ?@>2545=88 8AA;54>20=89 >F5=820NBAO ?@54AB02;5==K5 
@07@01>BG8:>< "" @57C;LB0BK 0=0;870 "", ?@>2>48<>3> 2 A>>B25BAB288 

A �"%& $ 56939-2024, 8=K<8 =0F8>=0;L=K<8 AB0=40@B0<8 2 >1;0AB8 70I8BK 
8=D>@<0F88, A F5;LN 8A?>;L7>20=8O 2 :0G5AB25 <0B5@80;>2 8AA;54>20=89 

=0 ?@54<5B: 
0) ?@028;L=>AB8 2K1>@0 8 =0AB@>9:8 @07@01>BG8:>< A@54AB2 2KO2;5=8O 

CO728<>AB59 8 !��; 
1) A>>B25BAB28O ?>;=>BK ?@>2>48<KE 8AA;54>20=89 B@51>20=8O< C@>2=O 

:>=B@>;O, 2:;NG0O ?>;=>BC =01>@0 0=0;878@C5<KE DC=:F8>=0;L=KE 
2>7<>6=>AB59, 8=B5@D59A>2, <>4C;59 8 ?>4?@>3@0<< (DC=:F89); 

2) ?@028;L=>AB8 8=B5@?@5B0F88 @57C;LB0B>2, ?>;CG5==KE >B A@54AB2 
2KO2;5=8O CO728<>AB59 8 !��, ?>;=>BK 8 >4=>7=0G=>AB8 @07<5B:8 
?@54C?@5645=89. 

�A?KB0B5;L=>9 ;01>@0B>@859 >F5=8205BAO ?>;=>B0 ?>25@E=>AB8 0B0:82 

"", ?@54AB02;5==>9 @07@01>BG8:>< 2 8AE>4=KE 40==KE. �;O MB>3> 2K?>;=O5BAO 
0=0;87 ?>25@E=>AB8 0B0:8 "" A CG5B>< <5B>48: 0=0;870 ?>25@E=>AB8 0B0:8 
708<AB2>20==KE :><?>=5=B>2 A >B:@KBK< 8AE>4=K< :>4><, C:070==KE 2 ?C=:B5 
2.3 =0AB>OI59  5B>48:8, 8 ?@>2>48BAO A>?>AB02;5=85 ?>;CG5==KE @57C;LB0B>2. 

�E>4=K<8 40==K<8 4;O 0=0;870 ?>25@E=>AB8 0B0:8 O2;ONBAO 
45:;0@8@C5<K5 ?5@5G=8 0??0@0B=KE, ?@>3@0<<=KE 8 ?>;L7>20B5;LA:8E 
8=B5@D59A>2, 4>ABC?=KE 4;O 0B0:8 ?>B5=F80;L=K< =0@CH8B5;O<. 

�=0;87 ?>25@E=>AB8 0B0:8 ?@54AB02;O5B A>1>9 A;54CNI85 459AB28O: 
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&@51>20=8O : ?@>2545=8N 8AA;54>20=8O 
�A?KB0B5;L=>9 ;01>@0B>@859 D>@<8@C5BAO ?5@5G5=L A@54 2K?>;=5=8O 

8AA;54>20=89 "", >?@545;5==KE 2 @0<:0E ��".2, ��".1 =0AB>OI59  5B>48:8 
8 <5B>48:>9 DC=:F8>=0;L=>3> B5AB8@>20=8O "", 2:;NG0NI89 

=5 <5=55 >4=>9 A@54K 4;O :064>3> A5<59AB20 A@54 DC=:F8>=8@>20=8O. 
�0640O >?5@0F8>==0O A8AB5<0, A>AB02;ONI0O A@54C DC=:F8>=8@>20=8O, 

D>@<8@C5B A>1AB25==>5 A5<59AB2> A@54 DC=:F8>=8@>20=8O. "B=5A5=85 
: A5<59AB2C A@54K DC=:F8>=8@>20=8O 4;O A@54, @50;87>20==KE 2 D>@<0B5 
A@54AB20 :>=B59=5@870F88, >?@545;O5BAO ?0@>9 «107>20O B5E=>;>38O A@54AB20 
:>=B59=5@870F88 4 >?5@0F8>==0O A8AB5<0», 2 :>B>@>9 DC=:F8>=8@C5B A@54AB2> 
:>=B59=5@870F88. "B=5A5=85 : A5<59AB2C A@54K DC=:F8>=8@>20=8O 4;O A@54, 
@50;87>20==KE 2 D>@<0B5 A@54AB20 28@BC0;870F88, >?@545;O5BAO 107>2>9 
B5E=>;>3859 A@54AB20 28@BC0;870F88. 

#@8 2K1>@5 A@54K ?@>2545=8O 8AA;54>20=89 87 A5<59AB20 A;54C5B 
M:A?5@B=K< <5B>4>< >?@545;8BL A@54C, >1;040NICN =08<5=LH8< 70I8B=K< 
?>B5=F80;><. 

�A?KB0B5;L=>9 ;01>@0B>@859 2K?>;=O5BAO :>=B@>;8@C5<0O A1>@:0 
48AB@81CB82>2 "" A F5;LN 2KO2;5=8O: 

2708<>459AB289 A1>@>G=KE A@54 8 A8AB5< A1>@:8 A 0@B5D0:B0<8 A1>@:8, 
@07<5I5==K<8 70 ?@545;0<8 :>=B@>;8@C5<>3> @07@01>BG8:>< @5?>78B>@8O; 

8A?>;L7>20=8O 2 A1>@>G=>< ?@>F5AA5 ?@>3@0<<=>3> :>40, 2 >B=>H5=88 
:>B>@>3> 0=0;87 =5 1K; 2K?>;=5= 2 B@51C5<>< 2845 8 >1J5<5; 

2:;NG5=8O 2 A>AB02 48AB@81CB820 8A?>;=O5<KE D09;>2, =5 A>18@05<KE 
@07@01>BG8:>< 87 8AE>4=KE :>4>2. 

� A;CG05 2KO2;5=8O C:070==KE D0:B>2 8A?KB0B5;L=0O ;01>@0B>@8O 
@0AF5=8205B 8E 2 :0G5AB25 =54>AB0B:>2 157>?0A=>AB8 "" 8 ?@8=8<05B @5H5=85 
> =52>7<>6=>AB8 ?@>2545=8O 40;L=59H8E 8AA;54>20=89 "". 

#@8 ?>43>B>2:5 8AA;54>20B5;LA:>3> AB5=40 ?@>2>4OBAO ?@>25@:8 

2 >B=>H5=88 B>3>, GB>: 
2 8AA;54>20B5;LA:>< AB5=45 @50;87>20=K <5@K 70I8BK, =0?@02;5==K5 

=0 >15A?5G5=85 F5;>AB=>AB8 "" 8 A@54K DC=:F8>=8@>20=8O, 0 B0:65 
=0 8A:;NG5=85 2>7<>6=>AB8 =5A0=:F8>=8@>20==>3> 4>ABC?0 : @57C;LB0B0< 
?@>2545=8O 8AA;54>20=89; 
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2A5 2K1@0==K5 A@54K DC=:F8>=8@>20=8O, 0 B0:65 8=AB@C<5=B0;L=K5 
A@54AB20 0=0;870 8 :>=B@>;O, >15A?5G820NI85 ?@>2545=85 8AA;54>20=89 "", 
@0725@=CBK 8 =0AB@>5=K 2 A>>B25BAB288 A> A2>59 M:A?;C0B0F8>==>9 
4>:C<5=B0F859. �A?KB0B5;L=0O ;01>@0B>@8O 4>;6=0 C1548BLAO, GB> 2 E>45 
8AA;54>20=89 =5 =0@CH0NBAO CA;>28O M:A?;C0B0F88 A5@B8D8F8@>20==KE A@54 
DC=:F8>=8@>20=8O "", 2 B>< G8A;5 >?5@0F8>==KE A8AB5<; 

2 ?>43>B>2;5==KE A@540E DC=:F8>=8@>20=8O CAB0=>2;5= 8 =0AB@>5= 
48AB@81CB82 "" 2 A>>B25BAB288 A @C:>2>4AB2>< ?> 157>?0A=>9 CAB0=>2:5 
8 =0AB@>9:5 A@54AB20, ?@82545==>< 2 M:A?;C0B0F8>==>9 4>:C<5=B0F88. 

� E>45 CAB0=>2:8 "" 2 A@54C DC=:F8>=8@>20=8O 8 53> =0AB@>9:8 
?@>2>48BAO :>=B@>;L >BACBAB28O =545:;0@8@>20==KE 2708<>459AB289 "" 

A A5B52K<8 @5AC@A0<8 8 @5AC@A0<8 A@54K DC=:F8>=8@>20=8O. 
#> @57C;LB0B0< CAB0=>2:8 "" ?@>25@O5BAO, GB> 1K; 2K?>;=5= 

0=B828@CA=K9 :>=B@>;L "". �=B828@CA=K9 :>=B@>;L "" ?@54CA<0B@8205B 
0=0;87 48AB@81CB820 "", 2A5E D09;>2 CAB0=>2;5==>3> "", 0 B0:65 A@54K 
DC=:F8>=8@>20=8O A 8A?>;L7>20=85< =5 <5=55 42CE A5@B8D8F8@>20==KE A@54AB2 
0=B828@CA=>9 70I8BK >B @07;8G=KE @07@01>BG8:>2 A 0:BC0;L=K<8 

=0 <><5=B ?@>2545=8O :>=B@>;O 1070<8 40==KE ?@87=0:>2 2@54>=>A=KE 
:><?LNB5@=KE ?@>3@0<< (28@CA>2). � A;CG05 >BACBAB28O 4;O A@54K 
DC=:F8>=8@>20=8O "" A5@B8D8F8@>20==KE A@54AB2 0=B828@CA=>9 70I8BK, 
<>3CB ?@8<5=OBLAO 8=K5 A@54AB20 0=B828@CA=>9 70I8BK. 

�0B5< ?@>2>48BAO A@02=5=85 :>=B@>;L=KE AC<< 48AB@81CB820 "" 

8 8A?>;=O5<KE D09;>2 CAB0=>2;5==>3> "" A :>=B@>;L=K<8 AC<<0<8, 
70D8:A8@>20==K<8 2 4>:C<5=B0F88 "". �>=B@>;L=K5 AC<<K 4>;6=K 1KBL 
@0AAG8B0=K 2 A>>B25BAB288 A =0F8>=0;L=K< AB0=40@B>< $>AA89A:>9 (545@0F88 
�"%& 34.11-2012 «�=D>@<0F8>==0O B5E=>;>38O. �@8?B>3@0D8G5A:0O 70I8B0 
8=D>@<0F88. (C=:F88 EMH8@>20=8O» (0;3>@8B< «%B@81>3»). �>=B@>;L=>5 
AC<<8@>20=85 2K?>;=O5BAO A@54AB20<8 A5@B8D8F8@>20==>9 >?5@0F8>==>9 
A8AB5<K ;81> A5@B8D8F8@>20==K< A@54AB2>< :>=B@>;L=>3> AC<<8@>20=8O. 

� A;CG05 @50;870F88 "" A 8A?>;L7>20=85< B5E=>;>389 :>=B59=5@870F88 

8 (8;8) 28@BC0;870F88, :>=B@>;L=K5 AC<<K 8A?>;=O5<KE D09;>2 "" 
@0AAG8BK20NBAO >B=>A8B5;L=> A=8<:>2 A>AB>O=8O (A=0?H>B>2) D09;>2KE A8AB5< 
2K?>;=ONI8EAO :>=B59=5@>2 8 (8;8) 28@BC0;L=KE <0H8=. 

�>?>;=8B5;L=K5 B@51>20=8O : 8AA;54>20=8O< (CA8;5=8O) 
1. � E>45 8AA;54>20=89 ?@>25@O5BAO, GB> @07@01>BG8:>< "" ?>43>B>2;5=K 

A?5F80;L=K5 A1>@:8 "" A> 2AB@0820=85< 8=AB@C<5=B0;L=KE 40BG8:>2 
A@010BK20=8O >H81>: ?@8 :><?8;OF88 <>4C;59, ?>425@305<KE 48=0<8G5A:><C 
0=0;87C, 4;O :064>9 A@54K DC=:F8>=8@>20=8O, 2:;NG5==>9 
2 8AA;54>20=8O 2 A>>B25BAB288 A ?C=:B>< 3.2 =0AB>OI59  5B>48:8. 
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�A?KB0B5;L=>9 ;01>@0B>@859 A>2<5AB=> A @07@01>BG8:>< "" 
>?@545;O5BAO ?5@5G5=L B@51C5<KE 40BG8:>2 >H81>: (>H81:8 @01>BK 

A ?0<OBLN, =5>?@545;5==>5 ?>2545=85, =0@CH5=8O ?>B>:0 C?@02;5=8O 8 B.?.), 
8AE>4O 87 B5E=8G5A:8E 2>7<>6=>AB59, >1CA;>2;5==KE 8A?>;L7C5<K<8 2 "" 
O7K:0<8 ?@>3@0<<8@>20=8O 8 A@54>9 DC=:F8>=8@>20=8O. 

�A;8 A8AB5<0 (A8AB5<K) A1>@:8 4;O 2K1@0==>9 A@54K (A@54) 
DC=:F8>=8@>20=8O =5 ?>72>;O5B HB0B=K< >1@07>< 2AB@0820BL B0:85 40BG8:8, 
4>?CA:05BAO =5 ?>43>B02;820BL A?5F80;L=CN >B;04>G=CN A1>@:C "", 
0 8A?>;L7>20BL 2 48=0<8G5A:>< 0=0;875 ;N1K5 4@C385 A@54AB20 2AB@0820=8O 
40BG8:>2 A@010BK20=8O >H81>:, B0:85 :0: 48=0<8G5A:>5 42>8G=>5 
8=AB@C<5=B8@>20=85 8 48=0<8G5A:0O :><?>=>2:0 ;81> 70?CA: 8=B5@?@5B0B>@0 
A 4>?>;=8B5;L=K<8 >?F8O<8. 

�A;8 4;O O7K:0 8AE>4=KE :>4>2 "" 8 A@54K 53> DC=:F8>=8@>20=8O @O4 
B8?>2 40BG8:>2 A@010BK20=8O >H81>: =5 ?@8<5=8<K 8;8 >BACBAB2CNB, 
8E 8A?>;L7>20=85 =5 B@51C5BAO. 

2. �AA;54>20B5;LA:89 AB5=4 4>;65= >15A?5G820BL ?@>2545=85 
48=0<8G5A:>3> 0=0;870 "" 4;O :064>9 ?@>F5AA>@=>9 0@E8B5:BC@K A@54K 
DC=:F8>=8@>20=8O "". 

&@51>20=8O : @57C;LB0B0< 8AA;54>20=8O 

#> @57C;LB0B0< ?>43>B>2:8 8AA;54>20B5;LA:>3> AB5=40 2 4>:C<5=B0F88 

8 0:B5 >B1>@0 >1@07F>2 "" ?>A;5 7025@H5=8O 8AA;54>20=89 "" D8:A8@CNBAO 
7=0G5=8O :>=B@>;L=KE AC<< 48AB@81CB820, 8A?>;=O5<KE D09;>2 8 D09;>2 
8AE>4=KE B5:AB>2 (2 A>>B25BAB288 A C@>2=5< :>=B@>;O) "". 

%>45@60=85 #"�.2: 

!08<5=>20=85 
8AA;54>20=8O 

'@>25=L :>=B@>;O 
6 5 4 

#"�.2 + + + 

�>?>;=8B5;L=K5 
B@51>20=8O : #"�.2 

 1 1, 2 
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4. #@>2545=85 8AA;54>20=89 ?> 2KO2;5=8N CO728<>AB59 

8 =545:;0@8@>20==KE 2>7<>6=>AB59 

� E>45 ?@>2545=8O 8AA;54>20=89 ?> 2KO2;5=8N CO728<>AB59 

8 =545:;0@8@>20==KE 2>7<>6=>AB59 >1J5:B0 >F5=:8 4>;6=K 2K?>;=OBLAO: 
0) 0=0;87 0@E8B5:BC@K ""; 
1) AB0B8G5A:89 0=0;87 ""; 
2) 48=0<8G5A:89 0=0;87 ""; 
3) M:A?5@B870 :>40 "". 

4.1. �=0;87 0@E8B5:BC@K >1J5:B0 >F5=:8 (��") 

�=0;87 0@E8B5:BC@K "" 2:;NG05B: 
0) 0=0;87 0@E8B5:BC@K "" AB0B8G5A:8<8 <5B>40<8 (��".1); 
1) 0=0;87 0@E8B5:BC@K "" 48=0<8G5A:8<8 <5B>40<8 (��".2). 

4.1.1. "1I85 B@51>20=8O : ?@>2545=8N 2A5E 284>2 
0=0;870 0@E8B5:BC@K "" 

#@8 2K?>;=5=88 2A5E 284>2 0=0;870 0@E8B5:BC@K "" 0=0;878@CNBAO 
?>;=><>G8O (?@020, ?@828;5388, @07@5H5=8O, ?>;8B8:8 8 4@C385)10 "" 8 53> 
A>AB02=KE G0AB59 (D09;>2, <>4C;59, ?@>F5AA>2 8 4@C38E, 2 B>< G8A;5 
2 >B=>H5=88 8=B5@?@5B0B>@>2, 251-A5@25@>2 8 A5@25@>2 ?@8;>65=89), 
=07=0G5==K5 2 A>>B25BAB288 A @C:>2>4AB2>< ?> 157>?0A=>9 CAB0=>2:5 
8 =0AB@>9:5 "" 8 53> A>AB02=KE G0AB59, 0 B0:65 @C:>2>4AB20<8 04<8=8AB@0B>@0 
8 ?>;L7>20B5;O 87 A>AB020 M:A?;C0B0F8>==>9 4>:C<5=B0F88 "". 

� E>45 0=0;870 0@E8B5:BC@K :>=B@>;8@C5BAO =07=0G5=85 "" 

8 53> A>AB02=K< G0ABO< ?>;=><>G89, <8=8<0;L=> =5>1E>48<KE 4;O 
DC=:F8>=8@>20=8O "". �KO2;5==K5 871KB>G=K5 ?>;=><>G8O "" 8 53> 
A>AB02=KE G0AB59 @0AA<0B@820NBAO 2 :0G5AB25 =54>AB0B:>2 157>?0A=>AB8 "". 

#5@5G5=L 8AA;54>20=89 ?@8 0=0;875 0@E8B5:BC@K "" ?@54AB02;5= 

2 B01;8F5 2. 

 

 

                                                           

10 #@8<5@0<8 ?>2KH5==KE ?>;=><>G89 O2;ONBAO: 8A?>;L7>20=85 D;03>2 4>ABC?0 SUID/SGID; 
DC=:F8>=8@>20=85 >B 8<5=8 AC?5@?>;L7>20B5;O 8;8 04<8=8AB@0B>@0, 8<5NI53> =082KAH89 C@>25=L 
?>;=><>G89 2 >?5@0F8>==>9 A8AB5<5, DC=:F8>=8@>20=85 2 ?@>AB@0=AB25 O4@0 >?5@0F8>==>9 A8AB5<K, 
DC=:F8>=8@>20=85 =0 ?>2KH5==>< C@>2=5 <0=40B=>9 :>=D845=F80;L=>AB8 8;8 F5;>AB=>AB8, 8;8 A 
=5B@8280;L=K< =01>@>< =585@0@E8G5A:8E <0=40B=KE :0B53>@89, 8=K5 284K ?>;=><>G89, 
>?@545;O5<K5 A@54>9 DC=:F8>=8@>20=8O 8;8 =5?>A@54AB25==> >1J5:B>< >F5=:8. 
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&01;8F0 2 

,8D@ 
!08<5=>20=85 
8AA;54>20=8O 

'@>25=L :>=B@>;O 
6 5 4 

��".1 �=0;87 0@E8B5:BC@K 
"" AB0B8G5A:8<8 
<5B>40<8 

+ 1, 2, 3 1, 2, 3 

��".2 �=0;87 0@E8B5:BC@K 
"" 48=0<8G5A:8<8 

<5B>40<8 

+ 

 

+ 1 

#@8<5G0=85: 
«+» 3 8AA;54>20=8O ?>4;560B 2K?>;=5=8N 4;O A>>B25BAB2CNI53> C@>2=O 
:>=B@>;O; 
«F8D@0» 3 4>?>;=8B5;L=K5 B@51>20=8O : 8AA;54>20=8O< 4;O 
A>>B25BAB2CNI53> C@>2=O :>=B@>;O 

4.1.2. �=0;87 0@E8B5:BC@K "" AB0B8G5A:8<8 <5B>40<8 (��".1) 

�040G59 8AA;54>20=8O O2;O5BAO 2KO2;5=85 =54>AB0B:>2 157>?0A=>AB8 

8 8725AB=KE CO728<>AB59 "". 
�AE>4=K<8 40==K<8 ?@8 ?@>2545=88 8AA;54>20=8O O2;ONBAO: 
8AE>4=K5 40==K5 2 A>>B25BAB288 A B@51>20=8O<8 ?C=:B0 2.3 =0AB>OI59 

 5B>48:8; 
A2545=8O, ?>;CG5==K5 ?> @57C;LB0B0< 2K?>;=5=8O #"�.1; 
8A?KB0B5;L=K9 AB5=4 8 B5AB>2K5 A1>@:8 "", ?>;CG5==K5 ?> @57C;LB0B0< 

2K?>;=5=8O #"�.2. 
&@51>20=8O : ?@>2545=8N 8AA;54>20=8O 
�A?KB0B5;L=>9 ;01>@0B>@859 A0<>AB>OB5;L=> A>18@0NBAO 

8 0=0;878@CNBAO <0B5@80;K 87 >1I54>ABC?=KE 8AB>G=8:>2 (?C1;8:0F88 
@07@01>BG8:0, ?>;L7>20B5;59 8 8AA;54>20B5;59 >1 "" 8 53> 708<AB2>20==KE 
:><?>=5=B0E, 107K 40==KE CO728<>AB59, A2545=8O > B8?>2KE CO728<>ABOE 
8 >H81:0E, B5<0B8G5A:85 8=D>@<0F8>==K5 @5AC@AK) > =54>AB0B:0E (A;01>ABOE) 
8 CO728<>ABOE :0: A0<>3> "", B0: 8 0=0;>38G=>3> ?> 0@E8B5:BC@5 ?@>3@0<<=>3> 
>15A?5G5=8O 2 4>?>;=5=85 : 8AE>4=K< 40==K<, ?@54>AB02;5==K< 
@07@01>BG8:>< "". � :0G5AB25 8AB>G=8:>2 8=D>@<0F88 

> B8?>2KE =54>AB0B:0E (A;01>ABOE) 8 CO728<>ABOE A;54C5B 8A?>;L7>20BL 2 B>< 
G8A;5: 

0) 10=: 40==KE C3@>7 157>?0A=>AB8 8=D>@<0F88 (%&-� $>AA88, 0 B0:65 
8=K5 >B5G5AB25==K5 107K CO728<>AB59; 

1) 70@C156=K5 107K 40==KE CO728<>AB59 8 =54>AB0B:>2 (A;01>AB59) 
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(Common Vulnerabilities and Exposures, Common Weakness Enumeration 8 8=K5), 
0 B0:65 >1I89 ?5@5G5=L H01;>=>2 0B0: (Common Attack Pattern Enumeration and 
Classification); 

2) ?C1;8:0F88 8 D>@C<K, A>45@60I85 >B7K2K ?>;L7>20B5;59; 
3) @57C;LB0BK 8AA;54>20=89, ?>;CG5==K5 AB>@>==8<8 8AA;54>20B5;O<8, 

:0: 2 >B=>H5=88 "", B0: 8 2 >B=>H5=88 ?@>3@0<<=KE ?@>4C:B>2, 0=0;>38G=KE 
?> 0@E8B5:BC@5 8AA;54C5<><C "". 

� E>45 8AA;54>20=89 >F5=820NBAO 8AE>4=K5 40==K5 A>3;0A=> ?C=:BC 3.1 
8 ?C=:BC 2.3 =0AB>OI59  5B>48:8 =0 A>>B25BAB285 B@51>20=8O< ?@>2>48<>3> 
8AA;54>20=8O 2 F5;OE 8A?>;L7>20=8O 2 8AA;54>20=8OE "" @57C;LB0B>2, 
?>;CG5==KE @07@01>BG8:><: 

0) ?5@5G=8 ?@>3@0<<=KE :><?>=5=B>2 8 8=K5 @57C;LB0BK 
:><?>78F8>==>3> 0=0;870 2 G0AB8 ?>8A:0 8725AB=KE CO728<>AB59 
708<AB2>20==KE :><?>=5=B>2 2 A>AB025 "" (2 B>< G8A;5 2 A>AB025 >1@07>2 
:>=B59=5@>2) 2 ?C1;8G=> 4>ABC?=KE 1070E CO728<>AB59; 

1) @57C;LB0BK 02B><0B878@>20==>3> 0=0;870 :>=D83C@0F88 "" 

8 A>AB02;ONI8E "" >B45;L=KE <>4C;59, =0?@02;5==>3> =0 2KO2;5=85 
CO728<>AB59 :>=D83C@0F88 "", ?@8<5=5=85 4;O :>=B@>;O =0AB@>5: "" 
8=AB@C<5=B0;L=KE A@54AB20 0=0;870 :>=D83C@0F89 ?@8 =0;8G88 B0:>2KE A@54AB2; 

2) CG5B 2 0@E8B5:BC@5 "" B@51>20=89 157>?0A=>AB8, @57C;LB0B>2 
:><?>78F8>==>3> 0=0;870 8 0=0;870 :>=D83C@0F89. 

�A;8 ?@54>AB02;5==K5 @07@01>BG8:>< "" 8AE>4=K5 40==K5 >B25G0NB 
B@51>20=8O<, B> 8A?KB0B5;L=0O ;01>@0B>@8O 4>;6=0: 

?@>25AB8 2K1>@>G=CN ?@>25@:C @57C;LB0B>2 ?@8<5=O5<KE @07@01>BG8:>< 
"" 0=0;870B>@>2, @07<5@ :>=B@>;L=>9 2K1>@:8 4>;65= 1KBL 
=5 <5=55 G5< 10 ?@54C?@5645=89 4;O :064>3> 8A?>;L7C5<>3> 0=0;870B>@0; 
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8AA;54>20=89. 

$57C;LB0BK 8AA;54>20=89 D8:A8@CNBAO 2 <0B5@80;0E 8AA;54>20=89 

2 >1J5<5, A>>B25BAB2CNI5< B@51>20=8O< ?C=:B0 5.2 =0AB>OI59  5B>48:8. 
�>?>;=8B5;L=> B@51C5BAO 70D8:A8@>20BL 2 <0B5@80;0E 8AA;54>20=89 2 D>@<0B5 
M;5:B@>==KE ?@8;>65=89 AB@C:BC@=>5 ?>:@KB85 4;O :064>3> B5AB8@C5<>3> 
<>4C;O. 

�>?>;=8B5;L=> B@51C5BAO 70D8:A8@>20BL 2 <0B5@80;0E 8AA;54>20=89: 
?0@0<5B@K A1>@:8 :064>9 D0778=3-F5;8; 
?@8=F8?K D>@<8@>20=8O :>;;5:F88, ?@028;, A;>20@59; 
4>AB83=CB>5 AB@C:BC@=>5 ?>:@KB85 4;O :064>9 D0778=3-F5;8. 
�A?KB0B5;L=>9 ;01>@0B>@859 2 ?@>B>:>;0E 8AA;54>20=89 D8:A8@CNBAO 

@57C;LB0BK, ?>;CG5==K5 ?> ?C=:BC 4.3.3 =0AB>OI59  5B>48:8, :>B>@K5 2 
40;L=59H5< ?5@540NBAO @07@01>BG8:C "" A F5;LN @0728B8O ?@8<5=O5<>3> 
@07@01>BG8:>< :><?;5:B0 B5AB>2. 
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%>45@60=85 ��".2: 

!08<5=>20=85 
8AA;54>20=8O 

'@>25=L :>=B@>;O 
6 5 4 

��".2 + + + 

�>?>;=8B5;L=K5 
B@51>20=8O : ��".2 

 1, 2 1, 2, 3, 4, 5 

4.4. Э:A?5@B870 :>40 >1J5:B0 >F5=:8 (Э�") 

-:A?5@B870 :>40 "" ?@54AB02;O5B A>1>9 @CG=>9 0=0;87 CG0AB:>2 8AE>4=>3> 
8 2>AAB0=>2;5==>3> :>40 "" A F5;LN 2KO2;5=8O CO728<>AB59 8 !�� (-�"). 

#5@5G5=L 8AA;54>20=89 ?@8 M:A?5@B875 :>40 "" ?@54AB02;5= 2 B01;8F5 5. 

&01;8F0 5 

,8D@ !0720=85 8AA;54>20=89 
'@>25=L :>=B@>;O 

6 5 4 

-�" $CG=>9 0=0;87 CG0AB:>2 8AE>4=>3>  
8 2>AAB0=>2;5==>3> :>40 "" 

 + + 

 

#@8<5G0=85: 
«+» 3 8AA;54>20=8O ?>4;560B 2K?>;=5=8N 4;O A>>B25BAB2CNI53> C@>2=O 
:>=B@>;O; 
«F8D@0» 3 4>?>;=8B5;L=K5 B@51>20=8O : 8AA;54>20=8O< 4;O A>>B25BAB2CNI53> 
C@>2=O :>=B@>;O 

�040G59 8AA;54>20=8O O2;O5BAO A0<>AB>OB5;L=>5 2KO2;5=85 <5B>40<8 
@CG=>3> =0?@02;5==>3> 0=0;870 2 <>4C;OE "": 

=54>AB0B:>2 0@E8B5:BC@K; 
CO728<>AB59 :>=D83C@0F88; 
CO728<>AB59 :>40; 
=545:;0@8@>20==KE 2>7<>6=>AB59. 
�AE>4=K<8 40==K<8 ?@8 ?@>2545=88 8AA;54>20=8O O2;ONBAO: 
8AE>4=K5 40==K5 2 A>>B25BAB288 A B@51>20=8O<8 ?C=:B0 2.3 =0AB>OI59 

 5B>48:8; 
A2545=8O, ?>;CG5==K5 ?> @57C;LB0B0< 0=0;870 4>:C<5=B0F88 8 8=KE 

8AE>4=KE 40==KE, 2 B>< G8A;5 A2545=8O >1 8=AB@C<5=B0E 8 H030E 
8=AB@C<5=B8@>20=8O 8;8 8=KE <>48D8:0F8OE 18=0@=>3>, 8=B5@?@5B8@C5<>3> 
8;8 109B-:>40, A?>A>1=KE 8A:078BL @57C;LB0BK ?@8<5=5=8O A@54AB2 
AB0B8G5A:>3> 0=0;870 8AE>4=KE :>4>2 (#"�.1); 

8AE>4=K5 :>4K ""; 
8A?>;=O5<K9 :>4 ""; 
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A?8A>: <>4C;59 "", A>45@60I8E CG0AB:8 8AE>4=>3> :>40, =0?8A0==K5 
A 8A?>;L7>20=85< ?>4;560I8E AB0B8G5A:><C 0=0;87C O7K:>2 
?@>3@0<<8@>20=8O, =5 ?>445@68205<KE 8A?>;L7C5<K< AB0B8G5A:8< 
0=0;870B>@><, ;81> A>45@60I8E 0AA5<1;5@=K5 2AB02:8 8;8 F5;8:>< 
=0?8A0==KE =0 O7K:5 0AA5<1;5@0 (%�"); 

A2545=8O > <5E0=87<0E, ?@5?OBAB2CNI8E ?@>2545=8N 48=0<8G5A:>3> 
0=0;870 (��".1, ��".2). 

&@51>20=8O : ?@>2545=8N 8AA;54>20=8O 
�A?KB0B5;L=>9 ;01>@0B>@88 B@51C5BAO 2K?>;=8BL M:A?5@B87C CG0AB:>2 

8AE>4=>3> 8 2>AAB0=>2;5==>3> :>40, ?@54CA<0B@820NICN @CG=>9 =0?@02;5==K9 
0=0;87 :>40 2 >B=>H5=88, :0: <8=8<C<: 

?@>3@0<<=KE <>4C;59, 8A?>;=O5<K9 :>4 :>B>@KE 1K; ?>425@3=CB 
8=AB@C<5=B8@>20=8N 8;8 8=K< <>48D8:0F8O< 18=0@=>3>, 8=B5@?@5B8@C5<>3> 
8;8 109B-:>40, A?>A>1=KE 8A:078BL @57C;LB0BK ?@8<5=5=8O A@54AB2 
AB0B8G5A:>3> 0=0;870 8AE>4=KE :>4>2 2 ?@>F5AA5 A1>@:8; 

=570459AB2>20==>3> 2 E>45 48=0<8G5A:>3> 0=0;870 87-70 2AB@>5==KE 
2 :>4 <5E0=87<>2, ?@5?OBAB2CNI8E 48=0<8G5A:><C 0=0;87C; 

:>40, 2K?>;=ONI53>AO 2 :>=B5:AB5 1@0C75@0 (JavaScript, ActiveX, 
WebAssembly 8 4@C3>3> :>40); 

CG0AB:>2 8AE>4=>3> :>40, =0?8A0==>3> A 8A?>;L7>20=85< O7K:>2 
?@>3@0<<8@>20=8O, =5 ?>445@68205<KE 8A?>;L7C5<K< AB0B8G5A:8< 
0=0;870B>@><; 

CG0AB:>2 8AE>4=>3> :>40, =0?8A0==KE =0 O7K:5 0AA5<1;5@0. 
!5 B@51C5BAO 2K?>;=OBL @CG=>9 =0?@02;5==K9 0=0;87 :>40 2 >B=>H5=88 

2:;NG5==KE 2 A>AB02 ?>25@E=>AB8 0B0:8 "" :><?>=5=B>2 A@54K 
DC=:F8>=8@>20=8O (0 8<5==>: 28@BC0;L=0O <0H8=0, 181;8>B5:8 ?>445@6:8 
2@5<5=8 2K?>;=5=8O 8 AB0=40@B=K5 181;8>B5:8 2 A>AB025 28@BC0;L=>9 <0H8=K) 
8=B5@?@5B8@C5<KE O7K:>2 8;8 O7K:>2, :><?8;8@C5<KE 
2 ?@><56CB>G=>5 ?@54AB02;5=85. 

�A;8 ?@8 ?@>2545=88 48=0<8G5A:>3> 0=0;870 1K;8 2KO2;5=K <5E0=87<K, 
?@5?OBAB2CNI85 ?@>2545=8N 8AA;54>20=89, B> ?@>3@0<<K (?@>3@0<<=K5 
<>4C;8), CG0AB:8 :>40, A>45@60I85 B0:85 <5E0=87<K 70I8BK, 4>;6=K 1KBL 
?@>0=0;878@>20=K A>2<5AB=> A @07@01>BG8:>< "". � A;CG05 >B:070 @07@01>BG8:0 
"" >B 0=0;870 8A?KB0B5;L=>9 ;01>@0B>@859 <>3CB 1KBL A0<>AB>OB5;L=> 
@07@01>B0=K @5H5=8O ?> A=OB8N <5E0=87<>2 70I8BK 

>B 8AA;54>20=89. �A;8 @07@01>BG8: "" >B:070;AO A=8<0BL <5E0=87<K 70I8BK, 
?@5?OBAB2CNI85 ?@>2545=8N 8AA;54>20=89, 8;8 ?@54;0305<K5 @07@01>BG8:>< 
@5H5=8O ?> A=OB8N <5E0=87<0 70I8BK =5 ?>72>;ONB ?@>25AB8 8AA;54>20=8O 
2 ?>;=>< >1J5<5, 45;05BAO 2K2>4 > =52>7<>6=>AB8 40;L=59H8E 8AA;54>20=89. 
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$5:><5=4C5BAO 2K?>;=OBL @CG=>9 0=0;87 CG0AB:>2 8AE>4=>3> :>40 "" 

2 >B=>H5=88 :0: <>6=> 1>;LH53> G8A;0 CG0AB:>2 8AE>4=>3> :>40, A>AB02;ONI53> 
?>25@E=>ABL 0B0:8, ;81> @50;87CNI53> DC=:F88 157>?0A=>AB8 "". 

�A?KB0B5;L=>9 ;01>@0B>@88 B@51C5BAO 2K?>;=8BL @CG=>9 0=0;87 CG0AB:>2 
8AE>4=>3> 8 2>AAB0=>2;5==>3> :>40 "" =0 ?@54<5B =0;8G8O ?@>3@0<<=KE 8 
0@E8B5:BC@=KE >H81>:, 0 B0:65 70254><> =5C40G=KE ?@>3@0<<=KE @50;870F89, 
A?>A>1AB2CNI8E 2>7=8:=>25=8N >H81>: 
8 CO728<>AB59 A;54CNI8E B8?>2: 

0) 8A?>;L7>20=85 ?>B5=F80;L=> >?0A=KE ?@>3@0<<=KE 8=B5@D59A>2; 
1) =0;8G85 2 "" 70254><> =5:0G5AB25==>3> ?@>3@0<<=>3> :>40 (70254><> 

=5:>@@5:B=>5 >D>@<;5=85 8AE>4=>3> :>40, =52K?>;=8<K5 8;8 B>645AB25==K5 
CA;>28O, =5 C40;5==K5 >B;04>G=K5 A>>1I5=8O 8 4@C3>9 :>4); 

2) =5157>?0A=0O 703@C7:8 181;8>B5:; 
3) =5:>@@5:B=0O >1@01>B:0 >H81>:; 
4) =54>AB0B>G=>5 >3@0=8G5=85 ?@02 4>ABC?0 ?>AB>@>==8E AC1J5:B>2 

: 2@5<5==K< D09;0<; 
5) =54>AB0B>G=> ?>;=0O ?@>25@:0 =54>?CAB8<>AB8 ?@8ACBAB28O 

2> 2E>4=KE 40==KE D@03<5=B>2 ?@>3@0<< =0 8=B5@?@5B8@C5<KE O7K:0E 
(SQL-8=J5:F88, XSS-0B0:8 8 4@C385 B8?K 0B0:); 

6) =5:>@@5:B=0O >1@01>B:0 4;8= 1CD5@>2 A 40==K<8; 
7) =5:>@@5:B=0O >1@01>B:0 A8BC0F89, :>340 2<5AB> >1KG=>3> D09;0 "" 

?@54>AB02;O5BAO 8<5=>20==K9 :0=0;, A8<2>;8G5A:0O AAK;:0 8;8 8=>9 D09;>2K9 
>1J5:B A?5F80;L=>3> 2840; 

8) =5=04;560I55 >15A?5G5=85 :>@@5:B=>AB8 A>2<5AB=>3> 4>ABC?0 
: 3;>10;L=K< 40==K< 2 ?0@0;;5;L=KE 2KG8A;5=8OE; 

:) =5=04;560I55 E@0=5=85 0CB5=B8D8:0F8>==KE 40==KE 2 >?5@0B82=>9 
8;8 2=5H=59 ?0<OB8; 

;) ?5@5?>;=5=85 1CD5@>2; 
<) ?@54>AB02;5=85 ?>;L7>20B5;O< 871KB>G=>9 DC=:F8>=0;L=>AB8 

4> 0CB5=B8D8:0F88; 
=) ?@54>AB02;5=85 ?>;L7>20B5;O< 871KB>G=KE ?>;=><>G89; 
>) CB5G:8 GC2AB28B5;L=KE 40==KE 2 6C@=0;L=K5 D09;K; 
?) CB5G:8 >?5@0B82=>9 ?0<OB8, D09;>2KE 45A:@8?B>@>2, 3@0D8G5A:8E 

@5AC@A>2 8 4@C38E >H81>:; 
@) F5;>G8A;5==K5 ?5@5?>;=5=8O; 
A) =0;8G85 =58A?>;L7C5<KE ?@>3@0<<=KE :><?>=5=B>2: DC=:F89, 

?@>F54C@, ?5@5<5==KE, :;0AA>2 8 4@C38E :><?>=5=B>2; 
B) =0;8G85 18=0@=KE 2AB02>: 8 :>48@>2>:, 2 :>B>@KE 40==K5 2AB02:8 

?@54AB02;5=K. 
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"?@545;5=85 ?@>3@0<<=KE >H81>: 4>;6=> >ACI5AB2;OBLAO 
=0 >A=>20=88 A2545=89, A>45@60I8EAO 2 A>>B25BAB2CNI8E 1070E 40==KE 
(=0?@8<5@, Common Weakness Enumeration 8;8 Fortify Taxonomy: Software 

Security Errors), 0 B0:65 @C:>2>4AB20E 8 AB0=40@B0E, >B@060NI8E ;CGH85 
?@0:B8:8 @07@01>B:8 157>?0A=KE ?@>3@0<< (=0?@8<5@, SEICERTC++ Coding 

Standard 8;8 The CERT Oracle Secure Coding Standard for Java). 

� E>45 M:A?5@B87K :>40 ?><8<> =0;8G8O ?@>3@0<<=KE >H81>: 4>;65= 
?@>2>48BLAO :>=B@>;L >BACBAB28O D0:B>2 8A?>;L7>20=8O AB>@>==8E ?@>3@0<< 
(?@>3@0<<=KE <>4C;59), =5 2E>4OI8E 2 A>AB02 "" ?@8 @50;870F88 "" DC=:F89 
157>?0A=>AB8. 

� E>45 M:A?5@B87K CG0AB:>2 8AE>4=>3> B5:AB0 8 2>AAB0=>2;5==>3> :>40 
4>;65= 1KBL 70D8:A8@>20= ?5@5G5=L ?@>25@O5<KE ?@>3@0<<=KE >H81>: 
8 :@8B5@88 8E 2KO2;5=8O. 

�A?KB0B5;L=>9 ;01>@0B>@88 B@51C5BAO 2K?>;=OBL @CG=>9 0=0;87 
8AE>4=>3> :>40 A 8A?>;L7>20=85< 8=AB@C<5=B>2, >15A?5G820NI8E =02830F8N 

=0 C@>2=OE <>4C;59 (D09;>2) 8 AB@C:BC@=KE M;5<5=B>2 O7K:0 ?@>3@0<<8@>20=8O 
0=0;878@C5<>9 ?@>3@0<<K. �A;8 :>4 =0?8A0= =0 O7K:5 ?@>3@0<<8@>20=8O, 4;O 
:>B>@>3> >BACBAB2CNB 8=AB@C<5=BK A B0:8<8 2>7<>6=>ABO<8, 4>?CA:05BAO 
?@>2>48BL 8AA;54>20=85 A ?><>ILN HB0B=KE CB8;8B @01>BK A B5:AB0<8 8 
D09;0<8, B0:8<8 :0: ls, find, grep, cat, sort 8 4@C38E CB8;8B. 

�=AB@C<5=B0;L=K5 A@54AB20 4;O 8AA;54>20=8O D878G5A:>9 AB@C:BC@K 
?@>3@0<<K 4>;6=K >15A?5G820BL >?@545;5=85 :>;8G5AB20 D09;>2 8AE>4=>3> 
:>40 ?@>3@0<<K, 8E @0A?>;>65=8O ?> :0B0;>30<, B8?>2 D09;>2 ?> O7K:0< 
?@>3@0<<8@>20=8O, @07<5@0 8 :>;8G5AB20 AB@>: 2 D09;0E, 8<5= D09;>2, ?>8A: 
D09;>2 2 45@525 8AE>4=KE :>4>2. 

�=AB@C<5=B0;L=K5 A@54AB20 4;O 8AA;54>20=8O ;>38G5A:>9 AB@C:BC@K 
?@>3@0<<K 4>;6=K >15A?5G820BL: 

0) >?@545;5=85 ACI=>AB59 ?@>3@0<<K: ?@>F54C@, <5B>4>2, :;0AA>2, ?>;59, 
3;>10;L=KE ?5@5<5==KE ?@>3@0<<K; 

1) >?@545;5=85 4;O :064>9 ACI=>AB8: <5AB0 >?@545;5=8O 2 8AE>4=>< 
D09;5, A?8A:0 2;>65==KE ACI=>AB59 (<5B>4K 8 ?>;O 2 :;0AA0E, 2;>65==K5 
:;0AAK 2 ?@>F54C@0E 8 <5B>40E), >1J5<;NI59 ACI=>AB8-@>48B5;O; 

2) >?@545;5=85 <5AB 8A?>;L7>20=8O ACI=>AB59 2 8AE>4=>< :>45 
?@>3@0<<K A C:070=85< D09;0, AB@>:8: 2K7>2 ?@>F54C@, GB5=85 8 70?8AL ?>;59 

8 3;>10;L=KE ?5@5<5==KE; 
3) >?@545;5=85 A2O759 <564C ACI=>ABO<8 2 85@0@E88 :;0AA>2 ?@>3@0<<K: 

A?8A>: @>48B5;59 8 =0A;54=8:>2 7040==>3> :;0AA0, A?8A>: <5B>4>2, 
?5@5>?@545;ONI8E 40==K9 <5B>4, A?8A>: <5B>4>2, @50;87CNI8E 40==K9 
01AB@0:B=K9 <5B>4; 
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4) >?@545;5=85 2=5H=8E ?@>F54C@ 8 ?5@5<5==KE (=5 >?@545;5==KE 
2 8AE>4=>< :>45), 8=B5@D59A=KE ?@>F54C@ 8 ?5@5<5==KE (<>3CB 1KBL 2K720=K 
8;8 87<5=5=K 872=5 ?@>3@0<<K). 

#@8 ?@>2545=88 M:A?5@B87K 2>AAB0=>2;5==>3> 8A?>;=O5<>3> :>40 
?@8<5=O5<K9 4870AA5<1;5@ 4>;65= 2K?>;=OBL 8B5@0B82=>5 
4870AA5<1;8@>20=85, >15A?5G820NI55 ;CGH55 ?>:@KB85 4870AA5<1;8@C5<>3> 
:>40 2 A@02=5=88 A ;8=59=K< 4870AA5<1;8@>20=85<. $5:><5=4C5BAO ?@8<5=OBL 
?@>3@0<<=K5 8=AB@C<5=BK, >15A?5G820NI85 2>AAB0=>2;5=85 8 287C0;870F8N 
?>B>:>2 C?@02;5=8O 8 40==KE =0 C@>2=5 8A?>;=O5<>3> :>40, ;81> 
45:><?8;OB>@K 2 O7K: 2KA>:>3> C@>2=O. 

&@51C5BAO 2K?>;=8BL 459AB28O, ?@54?8A0==K5 ?C=:B0<8 2.7 =0AB>OI59 
 5B>48:8 2 >B=>H5=88 2KO2;5==KE =54>AB0B:>2 157>?0A=>AB8 "". 

&@51>20=8O : @57C;LB0B0< 8AA;54>20=8O 

$57C;LB0BK 8AA;54>20=89 D8:A8@CNBAO 2 <0B5@80;0E 8AA;54>20=89 

2 >1J5<5, A>>B25BAB2CNI5< B@51>20=8O< ?C=:B0 5.2 =0AB>OI59  5B>48:8. 

%>45@60=85 Э�": 

!08<5=>20=85 
8AA;54>20=8O 

'@>25=L :>=B@>;O 
6 5 4 

-�"  + + 

�>?>;=8B5;L=K5 
B@51>20=8O : -�" 

   

5. "D>@<;5=85 @57C;LB0B>2 8AA;54>20=89 ?> 2KO2;5=8N CO728<>AB59 

8 =545:;0@8@>20==KE 2>7<>6=>AB59 

5.1. $57C;LB0BK ?@>2545=8O 8AA;54>20=89 ?> 2KO2;5=8N CO728<>AB59 

8 !�� "" >D>@<;ONBAO >B45;L=K< ?@>B>:>;>< 8AA;54>20=89, 
@07@010BK205<K< 2 A>>B25BAB288 A #>;>65=85< > A8AB5<5 A5@B8D8:0F88 
A@54AB2 70I8BK 8=D>@<0F88, CB25@645==K< ?@8:07>< (%&-� $>AA88 

>B 3 0?@5;O 2018 3. № 55. � ?@>B>:>;5 4>;6=K 1KBL >B@065=K CA;>28O 
8 @57C;LB0BK ?>43>B>28B5;L=KE 459AB289 8 8AA;54>20=89, ?@>2545==KE 
2 A>>B25BAB288 A B@51>20=8O<8 @0745;>2 3 8 4 =0AB>OI59  5B>48:8. 

$57C;LB0BK, ?@54AB02;5==K5 2 F8D@>2>9 D>@<5, 4>;6=K ?@8;030BLAO 
: ?@>B>:>;0< =0 >4=>< 8;8 =5A:>;L:8E M;5:B@>==KE =>A8B5;OE. 

5.2. #@>B>:>; ?@>2545=8O 8AA;54>20=89 4>;65= 2:;NG0BL: 
0) >1I85 ?>;>65=8O, >1J5:B 8 F5;8 8AA;54>20=89; 
1) A@54AB20 8 CA;>28O ?@>2545=8O 8AA;54>20=89; 
2) B5E=8G5A:85 @57C;LB0BK 2K?>;=5==KE 8AA;54>20=89; 
3) @57C;LB0BK 8AA;54>20=89; 
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4) ?5@5G5=L 2KO2;5==KE =54>AB0B:>2 157>?0A=>AB8 ""; 
5) 2K2>4K. 
5.3. �;O ?>4B25@645=8O @57C;LB0B>2 2A5E 284>2 8=AB@C<5=B0;L=KE 

8AA;54>20=89 "" 2 ?@>B>:>;K 8AA;54>20=89 4>;6=K 1KBL 2:;NG5=K 
B5E=8G5A:85 @57C;LB0BK, =5>1E>48<K5 4;O ?>4B25@645=8O 2K?>;=5==KE 
459AB289 8 ?>OA=5=8O 4>AB83=CBKE @57C;LB0B>2, 0 8<5==>: D09;K :>=D83C@0F89 

8 6C@=0;K (;>38) 70?CA:0 8=AB@C<5=B>2 0=0;870, 6C@=0;K (;>38) @01>BK A 
@57C;LB0B0<8 0=0;870, @07<5B:0 @57C;LB0B>2 0=0;870, A:@8=H>BK, 0 B0:65 
@57C;LB0BK 2 A>>B25BAB288 A B@51>20=8O<8 A>>B25BAB2CNI8E ?C=:B>2 @0745;>2 
3 8 4 =0AB>OI59  5B>48:8. 

�064>5 @07<5G5==>5 ?@54C?@5645=85 4>;6=> 1KBL A=0165=> 
:><<5=B0@85<, ?>OA=ONI8< ?@8=OB>5 @5H5=85. �><<5=B0@89 4>;65= 1KBL 
4>AB0B>G5=, GB>1K 4@C3>9 CG0AB=8: ?@>F5AA>2 A5@B8D8:0F8>==KE 8A?KB0=89 
<>3 ?>=OBL >A=>20=8O 4;O ?@8=OB>3> @5H5=8O 157 ?@>2545=8O BI0B5;L=>3> 
0=0;870 8AE>4=>3> :>40 8;8 :>=D83C@0F88 "". (>@<C;8@>2:0 ?>OA=5=89 
>1I53> 2840, B0:8E :0: «!5 M:A?;C0B8@C5<>», «!5 =5A5B C3@>7 157>?0A=>AB8 
8=D>@<0F88», «!5 ?@8<5=8<>» 8 8=K5 D>@<C;8@>2:8, 0 B0:65 ?@8<5=5=85 
548=>>1@07=>9 3@C??>2>9 @07<5B:8 >1I53> 2840 2 >B=>H5=88 =5 ?>;=>ABLN 
845=B8G=KE ?@8G8= A@010BK20=8O 0=0;870B>@0 =5 4>?CA:05BAO 
8 @0AF5=8205BAO :0: =5:0G5AB25==> 2K?>;=5==0O @07<5B:0. 

5.4. &@51C5BAO 2:;NG8BL 2 <0B5@80;K 8AA;54>20=89 ?>43>B>2;5==K5 
@07@01>BG8:>< "" @57C;LB0BK 8AA;54>20=89, 2K?>;=5==KE 2 A>>B25BAB288 

A ?;0=>< ?>445@6:8 157>?0A=>AB8 708<AB2>20==KE :><?>=5=B>2 
A5@B8D8F8@>20==>3> A@54AB20 70I8BK. 

5.5. �KO2;5==K5 2 E>45 8AA;54>20=89 =54>AB0B:8 157>?0A=>AB8, ?@8=OBK5 
@07@01>BG8:>< "" <5@K ?> CAB@0=5=8N =54>AB0B:>2, 25@48:BK 

8 @5:><5=40F88 8A?KB0B5;L=>9 ;01>@0B>@88 ?> CAB@0=5=8N :><?;5:A=KE 
=54>AB0B:>2 ?>4;560B D8:A0F88 2 ?@>B>:>;0E 8AA;54>20=89 2 A>>B25BAB288 

A D>@<>9, ?@82545==>9 2 B01;8F5 6. 
%2545=8O >1 CO728<>ABOE "" 8 53> :><?>=5=B>2 =0?@02;ONBAO 

@07@01>BG8:>< "" 2 10=: 40==KE C3@>7 157>?0A=>AB8 8=D>@<0F88 
(%&-� $>AA88. 

&01;8F0 6 

№ 
?/? 

!08<5=>20=85 
=54>AB0B:0 

!08<5=>20=85 
:><?>=5=B0 "" 

#@8=OBK5 
@07@01>BG8:>< 
<5@K ?> 
CAB@0=5=8N 
=54>AB0B:0 

�5@48:B 
8A?KB0B5;L=>9 
;01>@0B>@88 
> :>@@5:B=>AB8 
CAB@0=5=8O 
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=54>AB0B:0 
     

5.6. #@>B>:>; ?>4?8AK205BAO 8AA;54>20B5;5< 8;8 3@C??>9 
8AA;54>20B5;59, ?@>2>482H8E 8AA;54>20=8O ?> 2KO2;5=8N CO728<>AB59 

8 !��. �AA;54>20B5;8 =5ACB >B25BAB25==>ABL 70 2K2>4K, A45;0==K5 8<8 

?> @57C;LB0B0< ?@>2545==KE 8AA;54>20=89. 
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#@8;>65=85 1 :  5B>48:5 2KO2;5=8O 
CO728<>AB59 8 =545:;0@8@>20==KE 

2>7<>6=>AB59 2 ?@>3@0<<=>< >15A?5G5=88 

(>@<0B ?@54AB02;5=8O ?5@5G=O ?@>3@0<<=KE :><?>=5=B>2 

#5@5G5=L ?@>3@0<<=KE :><?>=5=B>2 2 <0H8=>G8B05<>< D>@<0B5 
?@54AB02;O5BAO 2 A>>B25BAB288 A> A?5F8D8:0F859 CycloneDX18 2 =>B0F88 JSON19 

2 A>>B25BAB288 A RFC 8259 2 2845 >1J5:B0, A>45@60I53> ?>;O, >?8A0==K5 2 
B01;8F5 #.1. �>?CA:05BAO =0;8G85 4>?>;=8B5;L=KE ?>;59, A>>B25BAB2CNI8E 
A?5F8D8:0F88 CycloneDX 25@A88 1.6, 25@A8O :>B>@>9 C:070=0 2 ?>;5 specVersion 

:>@=52>3> >1J5:B0 ?5@5G=O ?@>3@0<<=KE :><?>=5=B>2. 
&01;8F0 #.1 3 &@51>20=8O : ?>;O< :>@=52>3> >1J5:B0 ?5@5G=O 

?@>3@0<<=KE :><?>=5=B>2 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

bomFormat %B@>:0 
':070=85 A?5F8D8:0F88 4>:C<5=B0. 
�>;6=> A>45@60BL 7=0G5=85 
«CycloneDX» 

"1O70B5;L=> 

specVersion %B@>:0 
�5@A8O A?5F8D8:0F88 4>:C<5=B0. 
�>;6=> A>45@60BL 7=0G5=85 «1.6» 8;8 
«1.7». 

"1O70B5;L=> 

serialNumber %B@>:0 

'=8:0;L=K9 A5@89=K9 =><5@ 
4>:C<5=B0, A35=5@8@>20==K9 2 
A>>B25BAB288 A RFC-4122. !0?@8<5@, 
«urn:uuid:3e671687-395b-41f5-a30f-

a58921a69b79» 

"?F8>=0;L=> 

version 
*5;>5 
G8A;> 

�5@A8O 4>:C<5=B0. 
#5@2>=0G0;L=>5 7=0G5=85 3 1. 

#@8 <>48D8:0F8OE 4>;6=0 
C25;8G820BLAO =0 1 

"1O70B5;L=> 

metadata "1J5:B 

�>?>;=8B5;L=0O 8=D>@<0F8O > ?5@5G=5 
8 ?@>3@0<<=>< >15A?5G5=88. 
&@51>20=8O : 70?>;=5=8N ?>;59 
>1J5:B0 >?8A0=K 2 B01;8F5 #.2 

"1O70B5;L=> 

components 
 0AA82 
>1J5:B>2 

%?8A>: :><?>=5=B>2. �A;8 2 
?@>3@0<<=>< >15A?5G5=88 

"1O70B5;L=> 
?@8 =0;8G88 

                                                           

18 %?5F8D8:0F8O CycloneDX https://ecma-international.org/publications-and-standards/standards/ 

ecma-424. 
19

 ISO/IEC 21778:2017 �=D>@<0F8>==0O B5E=>;>38O. %8=B0:A8A >1<5=0 40==K<8 JSON. 
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�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

8A?>;L7C5BAO =5A:>;L:> 25@A89 >4=>3> 
8 B>3> 65 :><?>=5=B0, B> 4;O :064>9 
25@A88 :><?>=5=B0 4>;6=0 1KBL 
>B45;L=0O 70?8AL (2 B>< G8A;5 4;O 
:><?>=5=B>2, 708<AB2>20==KE 87 
4@C38E A5@B8D8F8@>20==KE A@54AB2 
70I8BK 8=D>@<0F88). !5 4>?CA:05BAO 
>1J548=OBL 2 >4=C 70?8AL :><?>=5=BK, 
8AE>4=K9 :>4 :>B>@KE E@0=8BAO 2 
=5A:>;L:8E @07;8G=KE @5?>78B>@8OE 
A8AB5< C?@02;5=8O 25@A8O<8. 
&@51>20=8O : 70?>;=5=8N ?>;59 
>1J5:B>2 >?8A0=K 2 B01;8F5 #.5. 

2 A>AB025 
?@>3@0<<=>3> 
>15A?5G5=8O 
:><?>=5=B>2 

annotations 
 0AA82 
>1J5:B>2 

#@>872>;L=K5 :><<5=B0@88, 
:0A0NI85AO :><?>=5=B>2, A5@28A>2, 
CO728<>AB59 8;8 A0<>3> 4>:C<5=B0. 
&@51>20=8O : 70?>;=5=8N ?>;59 
>1J5:B>2 >?8A0=K 2 B01;8F5 #.4. 

"?F8>=0;L=> 

&01;8F0 #.2 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 
4>?>;=8B5;L=CN 8=D>@<0F8N > ?5@5G=5 8 ?@>3@0<<=>< >15A?5G5=88 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

timestamp %B@>:0 
�0B0 D>@<8@>20=8O ?5@5G=O 2 D>@<0B5 ?> 
�"%& $ 7.0.64-2018 (�%" 8601:2004).  

!0?@8<5@, «2022-04-25T09:30:00Z» 
"1O70B5;L=> 

component "1J5:B 
�=D>@<0F8O > #". &@51>20=8O : 
70?>;=5=8N ?>;59 >1J5:B0 >?8A0=K 2 
B01;8F5 #.3 

"1O70B5;L=> 

&01;8F0 #.3 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 8=D>@<0F8N > 
?@>3@0<<=>< >15A?5G5=88 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

type %B@>:0 

&8? #". �>;6=> A>45@60BL >4=> 87 
7=0G5=89, >?@545;5==KE A?5F8D8:0F859 
CycloneDX, =0?@8<5@ A;54CNI85 
7=0G5=8O: application, framework, library, 

operating-system, device-driver, firmware. 

"1O70B5;L=> 
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name %B@>:0 
!0720=85 ?@>3@0<<=>3> >15A?5G5=8O, 
A>2?040NI55 A =0720=85< ?@>3@0<<=>3> 
>15A?5G5=8O, C:070==K< 2 (>@<C;O@5. 

"1O70B5;L=> 

version %B@>:0 
�5@A8O ?@>3@0<<=>3> >15A?5G5=8O. �;8=0 
AB@>:8 =5 4>;6=0 ?@52KH0BL 1024 
A8<2>;0 

"1O70B5;L=> 

manufacturer "1J5:B 

�=D>@<0F8O > ?@>872>48B5;5 
?@>3@0<<=>3> >15A?5G5=8O. &@51>20=8O : 
70?>;=5=8N ?>;59 >1J5:B0 >?8A0=K 2 
B01;8F5 #.4 

"1O70B5;L=> 

&01;8F0 #.4 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 8=D>@<0F8N 
> @07@01>BG8:5 ?@>3@0<<=>3> >15A?5G5=8O 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

name %B@>:0 

!0720=85 @07@01>BG8:0 ?@>3@0<<=>3> 
>15A?5G5=8O, A>2?040NI55 A 
=0720=85< >@30=870F88, C:070==K< 2 
(>@<C;O@5. 

"1O70B5;L=> 

&01;8F0 #.5 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> ?@>3@0<<=K9 
:><?>=5=B 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O  
: =0;8G8N 

type %B@>:0 

"?8AK205B B8? :><?>=5=B0. 
�>?CA:05BAO 8A?>;L7>20BL A;54CNI85 
7=0G5=8O: application, framework, 

library, container, platform, operating-

system, device, device-driver, firmware, 

file, machine-learning-model, data, 

cryptographic-asset 

"1O70B5;L=> 

name %B@>:0 !08<5=>20=85 :><?>=5=B0 "1O70B5;L=> 

version %B@>:0 
�5@A8O :><?>=5=B0. �;8=0 AB@>:8 =5 
4>;6=0 ?@52KH0BL 1024 A8<2>;0 

"1O70B5;L=> 

purl %B@>:0 
�45=B8D8:0B>@ :><?>=5=B0 2 D>@<0B5 
Package URL20

 

"1O70B5;L=> 

cpe %B@>:0 
�45=B8D8:0B>@ :><?>=5=B0 2 D>@<0B5 
CPE 

"?F8>=0;L=> 

                                                           

20 !C9J<H<>4J<я HBD@4F4 https://github.com/package-url/purl-spec 
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�<O ?>;O &8? "?8A0=85 
&@51>20=8O  
: =0;8G8N 

externalRefere

nces 

 0AA82 
>1J5:B>2 

 0AA82 >1J5:B>2, >?8AK20NI8E 
8AB>G=8: ?>;CG5=8O :><?>=5=B0, 53> 
8AE>4=KE :>4>2, 4>:C<5=B0F88 8 
4@C38E 40==KE. &@51>20=8O : 
70?>;=5=8N ?>;59 >1J5:B>2 >?8A0=K 2 
B01;8F5 #.6. 
%@548 M;5<5=B>2 <0AA820 >1O70B5;L=> 
4>;65= ?@8ACBAB2>20BL E>BO 1K >48= 
>1J5:B A B8?>< vcs (AAK;:0 =0 
@5?>78B>@89 2 A8AB5<5 :>=B@>;O 
25@A89) 8;8 source-distribution (AAK;:0 
=0 0@E82) 70 8A:;NG5=85 A;54CNI8E 
A;CG052: 
- 8AE>4=K9 :>4 ?@>3@0<<=>3> 
:><?>=5=B0 ?>;=>ABLN >?@545;O5BAO 
8AE>4=K< :>4>< 53> ?>4:><?>=5=B>2, 
:>B>@K5 >?8A0=K 2 ?>;5 components 
40==>3> >1J5:B0; 
- ?@>3@0<<=K9 :><?>=5=B 
708<AB2>20= 87 A5@B8D8F8@>20==>3> 
A@54AB20 70I8BK 8=D>@<0F88, 
2E>4OI53> 2 A>AB02 A@54K 
DC=:F8>=8@>20=8O "", 8 2 ?>;5 
properties C:070=> A2>9AB2> 
GOST:provided_by, A>45@60I55 
=0720=85 40==>3> 
A5@B8D8F8@>20==>3> %��; 
- ?@>3@0<<=K9 :><?>=5=B =5 O2;O5BAO 
:><?>=5=B>< A >B:@KBK< 8AE>4=K< 
:>4>< 8 2 ?>;5 licenses A>45@68BAO 
70?8AL A ?>;5< name, @02=K< 
«Proprietary». 
 

� ?>A;54=5< A;CG05, 708<AB2>20==K5 
?>4:><?>=5=BK B0:>3> :><?>=5=B0 
4>;6=K 1KBL >?8A0=K 2 ?>;5 
components 40==>3> >1J5:B0. 

"1O70B5;L=> 
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�<O ?>;O &8? "?8A0=85 
&@51>20=8O  
: =0;8G8N 

properties 
 0AA82 
>1J5:B>2 

 0AA82 >1J5:B>2, >?8AK20NI8E 
4>?>;=8B5;L=K5 A2>9AB20 :><?>=5=B0. 
&@51>20=8O : 70?>;=5=8N ?>;59 
>1J5:B>2 >?8A0=K 2 B01;8F5 #.8. 
%@548 M;5<5=B>2 <0AA820 >1O70B5;L=> 
4>;6=K ?@8ACBAB2>20BL >1J5:BK A> 
A2>9AB20<8 GOST:attack_surface 8 
GOST:security_function. 

"1O70B5;L=> 

components 
 0AA82 
>1J5:B>2 

%?8A>: ?>4:><?>=5=B>2 40==>3> 
:><?>=5=B0. 
&@51>20=8O : 70?>;=5=8N ?>;59 
>1J5:B>2 >?8A0=K 2 B01;8F5 #.5. 

"?F8>=0;L=> 

&01;8F0 #.6 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 8AB>G=8:8 
?>;CG5=8O 8 2=5H=85 AAK;:8 :><?>=5=B0 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

type %B@>:0 

"?8AK205B B8? 2=5H=53> @5AC@A0. �>;6=> 
A>45@60BL >4=> 87 7=0G5=89, 
>?@545;5==KE A?5F8D8:0F859 
CycloneDX1.6, 25@A8O :>B>@>9 C:070=0 2 ?>;5 
specVersion :>@=52>3> >1J5:B0 ?5@5G=O ?@>3@0<<=KE 
:><?>=5=B>2. 

"1O70B5;L=> 

url %B@>:0 

�A;8 ?@>3@0<<=K9 :><?>=5=B O2;O5BAO 
:><?>=5=B>< A >B:@KBK< 8AE>4=K< :>4>< 
8 ?>;5 type 8<55B 7=0G5=85 vcs, B> 2 ?>;5 
url ?><5I05BAO C=8D8F8@>20==K9 
C:070B5;L @5AC@A0 URL 4;O @5?>78B>@8O A 
8AE>4=K<8 :>40<8 :><?>=5=B0, 87 
:>B>@>3> >ACI5AB2;O;>AL :>?8@>20=85 
8AE>4=KE :>4>2 (=0?@8<5@, 2K?>;=5=85< 

:><0=4K «git clone») 2 A>1AB25==K9 

@5?>78B>@89 @07@01>BG8:0. 
�A;8 ?@>3@0<<=K9 :><?>=5=B O2;O5BAO 
:><?>=5=B>< A >B:@KBK< 8AE>4=K< :>4>< 
8 ?>;5 type 8<55B 7=0G5=85 source-
distribution, B> 2 ?>;5 url ?><5I05BAO 
C=8D8F8@>20==K9 C:070B5;L @5AC@A0 URL 

"1O70B5;L=> 
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4;O 0@E820 A 8AE>4=K< :>4>< :><?>=5=B0 
8;8 D09;0 A 8AE>4=K< :>4>< :><?>=5=B0, 
:>B>@K9 1K; 8A?>;L7>20= 4;O ?><5I5=8O 
8AE>4=KE :>4>2 :><?>=5=B0 2 
A>1AB25==K9 @5?>78B>@89 @07@01>BG8:0. 

hashes 
 0AA82 
>1J5:B>2 

%>45@68B A?8A>: EMH-:>4>2 A>45@68<>3> 
2=5H=53> @5AC@A0, ?>;CG5==KE ?@8 
?><>I8 @07;8G=KE 0;3>@8B<>2. 
&@51>20=8O : 70?>;=5=8N ?>;59 >1J5:B0 
>?8A0=K 2 B01;8F5 #.7. 
 

�A;8 ?>;5 type 8<55B 7=0G5=85 source-
distribution, B> 40==>5 ?>;5 O2;O5BAO 
>1O70B5;L=K< 8 A@548 53> M;5<5=B>2 
>1O70B5;L=> 4>;65= ?@8ACBAB2>20BL 
>1J5:B A 845=B8D8:0B>@>< 0;3>@8B<0 
Streebog-256, Streebog-512, STREEBOG-

256 8;8 STREEBOG-512. 

"?F8>=0;L=> 

&01;8F0 #.7 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> EMH-:>4K 
A>45@68<>3> 2=5H=53> @5AC@A0 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

alg %B@>:0 

%>45@68B 845=B8D8:0B>@ 0;3>@8B<0, 
:>B>@K< 1K; 2KG8A;5= EMH-:>4. �>;6=> 
A>45@60BL >4=> 87 7=0G5=89, >?@545;5==KE 
A?5F8D8:0F859 CycloneDX 8;8 >4=> 87 
A;54CNI8E 7=0G5=89: STREEBOG-256 8;8 
STREEBOG-512. 

"1O70B5;L=> 

content %B@>:0 

%>45@68B 7=0G5=85 EMH-:>40. 
�A;8 ?>;5 alg 8<55B 7=0G5=85 Streebog-256, 

Streebog-512, STREEBOG-256 8;8 
STREEBOG 512, B> ?>;5 content 4>;6=> 
A>45@60BL EMH-:>4 0@E820 A 8AE>4=K<8 
B5:AB0<8 :><?>=5=B0, ?>AG8B0==K9 ?> 
0;3>@8B<C �"%& 34.11 3 2012 A 4;8=>9 EMH-

:>40 256 8 512 18B A>>B25BAB25==>. 

"1O70B5;L=> 
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&01;8F0 #.8 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 
4>?>;=8B5;L=K5 A2>9AB20 :><?>=5=B0 
�<O 
?>;O 

&8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

name %B@>:0 !0720=85 A2>9AB20 :><?>=5=B0. 
�=0G5=85 GOST:attack_surface >?8AK205B 
A2>9AB2> ?@8=04;56=>AB8 :><?>=5=B0 : 
?>25@E=>AB8 0B0:8. 
�=0G5=85 GOST:security_function >?8AK205B 
A2>9AB2> ?@8=04;56=>AB8 :><?>=5=B0 : 
@50;87CNI8< DC=:F88 157>?0A=>AB8. 
�=0G5=85 GOST:source_langs >?8AK205B O7K: 
8AE>4=>3> :>40 :><?>=5=B0. �A;8 :><?>=5=B 
@50;87>20= =0 =5A:>;L:8E O7K:0E 
?@>3@0<<8@>20=8O, B> :064K9 O7K: 
?@>3@0<<8@>20=8O C:07K205BAO 2 2845 
>B45;L=>3> A2>9AB20. 
�=0G5=85 GOST:provided_by >?8AK205B 
=0720=85 A5@B8D8F8@>20==>3> %��. 

"1O70B5;L=> 

value %B@>:0 �=0G5=85 A2>9AB20 :><?>=5=B0. 
�A;8 ?>;5 name 8<55B 7=0G5=85 
GOST:attack_surface, B> ?>;5 value 4>;6=> 
A>45@60BL >4=> 87 B@ёE 7=0G5=89: 
1. yes 3 :><?>=5=B 2E>48B 2 
=5?>A@54AB25==CN ?>25@E=>ABL 0B0:8; 
2. indirect 3 :><?>=5=B 2E>48B 2 :>A25==CN 
?>25@E=>ABL 0B0:8; 
3. no 3 2 8=KE A;CG0OE. 
�A;8 ?>;5 name 8<55B 7=0G5=85 
GOST:security_function, B> 
?>;5 value 4>;6=> A>45@60BL >4=> 87 B@ёE 
7=0G5=89: 
yes 3 5A;8 DC=:F88 :><?>=5=B0 
=5?>A@54AB25==> @50;87CNB DC=:F88 
157>?0A=>AB8 A@54AB20 70I8BK 

8=D>@<0F88 (=0?@8<5@: ?@8=8<0NB @5H5=85 
?> 2>7<>6=>AB8 4>ABC?0 AC1J5:B0 : >1J5:BC; 
?@8=8<0NB @5H5=85 > ?@8=04;56=>AB8 
0=0;878@C5<>3> >1J5:B0 : :;0AAC (=0?@8<5@, 

"1O70B5;L=> 



47 

�<O 
?>;O 

&8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

2@54>=>A=>3> #", 2@54>=>A=>3> B@0D8:0); 
D>@<8@CNB 8 >ACI5AB2;ONB 70?8AL A2545=89 
> A>1KB8OE 2 6C@=0;; C?@02;ONB 
DC=:F8>=0;>< 157>?0A=>AB8 O4@0 "% 8 
?@>F5AA>@0, ?@54>AB02;ONI8< 2>7<>6=>AB8 
28@BC0;870F88 8 B. ?.); 
indirect 3 5A;8 DC=:F88 :><?>=5=B0 
CG0AB2CNB 2 @50;870F88 DC=:F89 
157>?0A=>AB8 A@54AB20 70I8BK 8=D>@<0F88, 
2708<>459AB2CO A :><?>=5=B0<8, 
@50;87CNI8<8 DC=:F88 157>?0A=>AB8 
A@54AB20 70I8BK 8=D>@<0F88 (=0?@8<5@, 
>ACI5AB2;OO @07;8G=K5 284K 
>1@01>B:8/?>43>B>2:8 40==KE, 2K45;5=85 
AB@C:BC@ 40==KE 87 <0AA820 109B, 
2K?>;=5=85 2KG8A;5=89 =04 7=0G5=8O<8 
0@3C<5=B>2 DC=:F88 8 B. ?.), => ?@8 MB>< =5 
?@8=8<0NB =5?>A@54AB25==KE @5H5=89 > 
70?CA:5, >AB0=>2:5, 87<5=5=85 @568<>2 8 
?0@0<5B@>2 @01>BK :><?>=5=B>2, 
@50;87CNI8E DC=:F88 157>?0A=>AB8; 
no 3 5A;8 DC=:F88 :><?>=5=B0 =5 CG0AB2CNB 
2 @50;870F88 DC=:F89 157>?0A=>AB8 A@54AB20 
70I8BK 8=D>@<0F88. 
�A;8 ?>;5 name 8<55B 7=0G5=85 
GOST:source_langs, B> ?>;5 value 4>;6=> 
A>45@60BL >4=> 87 7=0G5=89: 1%, Assembly, C, 
C#, C++, Clojure, Dart, Elixir, Erlang, F#, 

Fortran, Go, Groovy, Haskell, Java, JavaScript, 

Julia, Kotlin, Lisp, Lua, Nix, Objective-C, 

OCaml, Perl, PHP, PowerShell, Python, R, 

Ruby, Rust, Scala, Swift, TypeScript, 

WebAssembly. 

� A;CG05 >BACBAB28O 2 3;>AA0@88 
8A?>;L7C5<>3> O7K:0 ?@>3@0<<8@>20=8O 
C:07K205BAO 53> :0=>=8G5A:>5 =0720=85. 
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�<O 
?>;O 

&8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

�A;8 ?>;5 name 8<55B 7=0G5=85 
GOST:provided_by, B> ?>;5 value 4>;6=> 
A>45@60BL =0720=85 A5@B8D8F8@>20==>3> 
A@54AB20 70I8BK 8=D>@<0F88, 87 A>AB020 
:>B>@>3> 708<AB2>20= 40==K9 :><?>=5=B, 
?@8 2K?>;=5=88 A;54CNI8E CA;>289: 
- C:070==>5 A@54AB2> 70I8BK 8=D>@<0F88 
>1;0405B 459AB2CNI8< A5@B8D8:0B>< 
A>>B25BAB28O B@51>20=8O< 157>?0A=>AB8 
(%&-� $>AA88; 
- C:070==>5 A@54AB2> 70I8BK 8=D>@<0F88 
O2;O5BAO A>AB02;ONI59 A@54K 
DC=:F8>=8@>20=8O ""; 
- :><?>=5=B 2 A@54AB25, 87 :>B>@>3> 
?@>8AE>48B 708<AB2>20=85, >B=5A5= : 
=5?>A@54AB25==>9 ?>25@E=>AB8 0B0:8 
A@54AB20,  5A;8 40==K9 :><?>=5=B 2E>48B 2 
=5?>A@54AB25==CN ?>25@E=>ABL 0B0:8 ""; 
- :><?>=5=B 2 A@54AB25, 87 :>B>@>3> 
?@>8AE>48B 708<AB2>20=85,  =5?>A@54AB25==> 
@50;87C5B DC=:F88 157>?0A=>AB8 A@54AB20, 
5A;8 40==K9 :><?>=5=B =5?>A@54AB25==> 
@50;87C5B DC=:F88 157>?0A=>AB8 "". 
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#@8;>65=85 2 :  5B>48:5 2KO2;5=8O 
CO728<>AB59 8 =545:;0@8@>20==KE 

2>7<>6=>AB59 2 ?@>3@0<<=>< >15A?5G5=88 

(>@<0B ?@54AB02;5=8O ?5@5G=O >1@07>2 :>=B59=5@>2 
2 <0H8=>G8B05<>< D>@<0B5 

#5@5G5=L >1@07>2 :>=B59=5@>2 2 <0H8=>G8B05<>< D>@<0B5 
?@54AB02;O5BAO 2 A>>B25BAB288 A> A?5F8D8:0F859 CycloneDX 2 =>B0F88 JSON 2 
A>>B25BAB288 A RFC 8259 2 2845 >1J5:B0, A>45@60I53> ?>;O >?8A0==K5 2 
B01;8F5 #.9. �>?CA:05BAO =0;8G85 4>?>;=8B5;L=KE ?>;59, A>>B25BAB2CNI8E 
A?5F8D8:0F88 CycloneDX, 25@A8O :>B>@>9 C:070=0 2 ?>;5 specVersion :>@=52>3> 
>1J5:B0 ?5@5G=O ?@>3@0<<=KE :><?>=5=B>2. 

&01;8F0 #.9 3 &@51>20=8O : ?>;O< :>@=52>3> >1J5:B0 ?5@5G=O >1@07>2 
:>=B59=5@>2 2 <0H8=>G8B05<>< D>@<0B5 

�<O ?>;O &8? "?8A0=85 &@51>20=8O : 
=0;8G8N 

bomFormat %B@>:0 
%?5F8D8:0F8O D>@<0B0 4>:C<5=B0. 
�>;6=> A>45@60BL 7=0G5=85 
«CycloneDX». 

"1O70B5;L=> 

specVersion %B@>:0 
�5@A8O A?5F8D8:0F88 4>:C<5=B0. 
�>;6=> A>45@60BL 7=0G5=85 «1.6» 8;8 
«1.7». 

"1O70B5;L=> 

serialNumber %B@>:0 

'=8:0;L=K9 A5@89=K9 =><5@ 
4>:C<5=B0, A35=5@8@>20==K9 
$07@01>BG8:>< 2 A>>B25BAB288 A RFC-

4122. !0?@8<5@, «urn:uuid:3e671687-
395b-41f5-a30f-a58921a69b79» 

"?F8>=0;L=> 

version 
*5;>5 
G8A;> 

�5@A8O 4>:C<5=B0. #5@2>=0G0;L=>5 
7=0G5=85 3 1. #@8 <>48D8:0F8OE 
4>;6=0 C25;8G820BLAO =0 1. 

"1O70B5;L=> 

metadata "1J5:B 

�>?>;=8B5;L=0O 8=D>@<0F8O > 
?5@5G=5 8 ?@>4C:B5. &@51>20=8O : 
70?>;=5=8N ?>;59 >1J5:B0 >?8A0=K 2 
B01;8F5 #.10. 

"1O70B5;L=> 

components 
 0AA82 
>1J5:B>2 

%?8A>: >1@07>2 :>=B59=5@>2, 
2E>4OI8E 2 A>AB02 A@54AB20. "1O70B5;L=> 
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&@51>20=8O : 70?>;=5=8N ?>;59 
>1J5:B>2 >?8A0=K 2 B01;8F5 #.13. 

&01;8F0 #.10 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 
4>?>;=8B5;L=CN 8=D>@<0F8N > ?5@5G=5 8 ?@>4C:B5 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

timestamp %B@>:0 

�0B0 8 2@5<O D>@<8@>20=8O ?5@5G=O 
2 D>@<0B5 �"%& $ 7.0.64-2018 

(�%" 8601:2004). 
!0?@8<5@, «2022-04-25T09:30:00Z» 

"1O70B5;L=> 

component "1J5:B 
�=D>@<0F8O > ?@>4C:B5. &@51>20=8O : 
70?>;=5=8N ?>;59 >1J5:B0 >?8A0=K 2 
B01;8F5 #.11. 

"1O70B5;L=> 

&01;8F0 #.11 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 8=D>@<0F8N 
> ?@>4C:B5 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

type %B@>:0 

"?8AK205B B8? ?@>4C:B0. �>?CA:05BAO 
8A?>;L7>20BL A;54CNI85 7=0G5=8O: 
application, framework, library, operating-

system, device-driver, firmware. 
 

�0==>5 ?>;5 O2;O5BAO >1O70B5;L=K< 4;O 
A>2<5AB8<>AB8 A> A?5F8D8:0F859 
CycloneDX, 2K1>@ B8?0 :><?>=5=B0 
>ACI5AB2;O5BAO ?> CA<>B@5=8N @07@01>BG8:0. 

"1O70B5;L=> 

name %B@>:0 
!0720=85 ?@>3@0<<=>3> >15A?5G5=8O, 
A>2?040NI55 A =0720=85< ?@>3@0<<=>3> 
>15A?5G5=8O, C:070==K< 2 (>@<C;O@5. 

"1O70B5;L=> 

version %B@>:0 
�5@A8O ?@>4C:B0. �;8=0 AB@>:8 =5 4>;6=0 
?@52KH0BL 1024 A8<2>;0. 

"1O70B5;L=> 

manufacturer "1J5:B 
�=D>@<0F8O >1 873>B>28B5;5 ?@>4C:B0. 
&@51>20=8O : 70?>;=5=8N ?>;59 >1J5:B0 
>?8A0=K 2 B01;8F5 #.12. 

"1O70B5;L=> 
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&01;8F0 #.12 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> 8=D>@<0F8N 
>1 873>B>28B5;5 ?@>4C:B0 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

name %B@>:0 
!0720=85 @07@01>BG8:0 ?@>3@0<<=>3> 
>15A?5G5=8O, A>2?040NI55 A =0720=85< 
>@30=870F88, C:070==K< 2 (>@<C;O@5. 

"1O70B5;L=> 

&01;8F0 #.13 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> >1@07 
:>=B59=5@0. 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O : 
=0;8G8N 

type %B@>:0 
"?8AK205B B8? :><?>=5=B0. �>;6=> 
A>45@60BL 7=0G5=85 «container». 

"1O70B5;L=> 

name %B@>:0 !08<5=>20=85 >1@070 :>=B59=5@0. "1O70B5;L=> 

version %B@>:0 �5@A8O >1@070 :>=B59=5@0. "1O70B5;L=> 

description %B@>:0 !07=0G5=85 >1@070 :>=B59=5@0. "1O70B5;L=> 

purl %B@>:0 
"?F8>=0;L=K9 845=B8D8:0B>@ :><?>=5=B0 2 
D>@<0B5 Package URL. 

"?F8>=0;L=> 

properties 
 0AA82 
>1J5:B>2 

 0AA82 >1J5:B>2, >?8AK20NI8E A2>9AB20 
:><?>=5=B0. &@51>20=8O : 70?>;=5=8N 
?>;59 >1J5:B>2 >?8A0=K 2 B01;8F5 #.14. 
 

%@548 M;5<5=B>2 <0AA820 >1O70B5;L=> 
4>;6=K ?@8ACBAB2>20BL >1J5:BK A> 
A2>9AB20<8 GOST:attack_surface 8  

GOST:security_function. 

"1O70B5;L=> 

components 
 0AA82 
>1J5:B>2 

%?8A>: ?@>3@0<<=>3> >15A?5G5=8O, 
2E>4OI53> 2 A>AB02 >1@070 :>=B59=5@0. 
&@51>20=8O : 70?>;=5=8N ?>;59 >1J5:B>2 
>?8A0=K 2 B01;8F5 #.15. 

"1O70B5;L=> 

&01;8F0 #.14 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> A2>9AB20 
:><?>=5=B>2. 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

name %B@>:0 !0720=85 A2>9AB20 :><?>=5=B0. "1O70B5;L=> 
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�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

value %B@>:0 

�=0G5=85 A2>9AB20 :><?>=5=B0. 
�A;8 ?>;5 name 8<55B 7=0G5=85 
GOST:attack_surface, B> ?>;5 value 4>;6=> 
A>45@60BL >4=> 87 B@ёE 7=0G5=89: 
yes 3 2 A;CG05, 5A;8 ?>4?@>3@0<<K (DC=:F88) 
:><?>=5=B0 @50;87CNB ?@>3@0<<=K9 
8=B5@D59A, :>B>@K9 =5?>A@54AB25==> 
4>ABC?5= ?>B5=F80;L=><C =0@CH8B5;N 8;8 
2E>4=K5 40==K5 :>B>@>3> ?>B5=F80;L=K9 
=0@CH8B5;L A?>A>15= 30@0=B8@>20==> 
AD>@<8@>20BL >?@545;5==K< >1@07><; 
indirect 3 2 A;CG05, 5A;8 ?>4?@>3@0<<K 
(DC=:F88) :><?>=5=B0 @50;87CNB 
?@>3@0<<=K9 8=B5@D59A, =0 2E>4=K5 40==K5 
:>B>@>3> ?>B5=F80;L=K9 =0@CH8B5;L 
A?>A>15= F5;5=0?@02;5==> ?>2;8OBL, => MB> 
2;8O=85 ACI5AB25==> >3@0=8G5=> B5<8 8;8 
8=K<8 D0:B>@0<8; 
no 3 2 ?@>B82=>< A;CG05. 
�A;8 ?>;5 name 8<55B 7=0G5=85 
GOST:security_function, B> ?>;5 value 4>;6=> 
A>45@60BL >4=> 87 B@ёE 7=0G5=89: 
yes 3 5A;8 DC=:F88 :><?>=5=B0 
=5?>A@54AB25==> @50;87CNB DC=:F88 
157>?0A=>AB8 A@54AB20 70I8BK 8=D>@<0F88 
(=0?@8<5@, ?@8=8<0NB @5H5=85 ?> 
2>7<>6=>AB8 4>ABC?0 AC1J5:B0 : >1J5:BC; 
?@8=8<0NB @5H5=85 > ?@8=04;56=>AB8 
0=0;878@C5<>3> >1J5:B0 : :;0AAC (=0?@8<5@, 
2@54>=>A=>3> #", 2@54>=>A=>3> B@0D8:0); 
D>@<8@CNB 8 >ACI5AB2;ONB 70?8AL A2545=89 
> A>1KB8OE 2 6C@=0;; C?@02;ONB 
DC=:F8>=0;>< 157>?0A=>AB8 O4@0 "% 8 
?@>F5AA>@0, ?@54>AB02;ONI8< 2>7<>6=>AB8 
28@BC0;870F88 8 B. ?.); 

"1O70B5;L=> 
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�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

indirect 3 5A;8 DC=:F88 :><?>=5=B0 
CG0AB2CNB 2 @50;870F88 DC=:F89 
157>?0A=>AB8 A@54AB20 70I8BK 8=D>@<0F88, 
2708<>459AB2CO A :><?>=5=B0<8, 
@50;87CNI8<8 DC=:F88 157>?0A=>AB8 
A@54AB20 70I8BK 8=D>@<0F88 (=0?@8<5@, 
>ACI5AB2;OO @07;8G=K5 284K 
>1@01>B:8/?>43>B>2:8 40==KE, 2K45;5=85 
AB@C:BC@ 40==KE 87 <0AA820 109B, 
2K?>;=5=85 2KG8A;5=89 =04 7=0G5=8O<8 
0@3C<5=B>2 DC=:F88 8 B. ?.), => ?@8 MB>< =5 
?@8=8<0NB =5?>A@54AB25==KE @5H5=89 > 
70?CA:5, >AB0=>2:5, 87<5=5=88 @568<>2 8 
?0@0<5B@>2 @01>BK :><?>=5=B>2, 
@50;87CNI8E DC=:F88 157>?0A=>AB8; 
no 3 5A;8 DC=:F88 :><?>=5=B0 =5 CG0AB2CNB 
2 @50;870F88 DC=:F89 157>?0A=>AB8 A@54AB20 
70I8BK 8=D>@<0F88. 
�A;8 ?>;5 name 8<55B 7=0G5=85 
GOST:provided_by, B> ?>;5 value 4>;6=> 
A>45@60BL =0720=85 A5@B8D8F8@>20==>3> 
A@54AB20 70I8BK 8=D>@<0F88, 87 A>AB020 
:>B>@>3> 708<AB2>20= 40==K9 :><?>=5=B, 
?@8 2K?>;=5=88 A;54CNI8E CA;>289: 
- C:070==>5 A@54AB2> 70I8BK 8=D>@<0F88 
>1;0405B 459AB2CNI8< A5@B8D8:0B>< 
A>>B25BAB28O B@51>20=8O< 157>?0A=>AB8 
(%&-� $>AA88; 
- C:070==>5 A@54AB2> 70I8BK 8=D>@<0F88 
O2;O5BAO A>AB02;ONI59 A@54K 
DC=:F8>=8@>20=8O ""; 
- :><?>=5=B 2 A@54AB25, 87 :>B>@>3> 
?@>8AE>48B 708<AB2>20=85, >B=5A5= : 
=5?>A@54AB25==>9 ?>25@E=>AB8 0B0:8 
A@54AB20, 5A;8 40==K9 :><?>=5=B 2E>48B 2 
=5?>A@54AB25==CN ?>25@E=>ABL 0B0:8 ""; 
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�<O ?>;O &8? "?8A0=85 
&@51>20=8O 
: =0;8G8N 

- :><?>=5=B 2 A@54AB25, 87 :>B>@>3> 
?@>8AE>48B 708<AB2>20=85, =5?>A@54AB25==> 
@50;87C5B DC=:F88 157>?0A=>AB8 A@54AB20, 
5A;8 40==K9 :><?>=5=B =5?>A@54AB25==> 
@50;87C5B DC=:F88 157>?0A=>AB8 "". 

&01;8F0 #.15 3 &@51>20=8O : ?>;O< >1J5:B0, >?8AK20NI53> ?@>3@0<<=>5 
>15A?5G5=85, 2E>4OI55 2 A>AB02 >1@070 :>=B59=5@0. 

�<O ?>;O &8? "?8A0=85 
&@51>20=8O : 
=0;8G8N 

type %B@>:0 

"?8AK205B B8? :><?>=5=B0. �>?CA:05BAO 
8A?>;L7>20BL A;54CNI85 7=0G5=8O: 
application, framework, library, container, 

platform, operating-system, device, device-

driver, firmware, file, machine-learning-

model, data, cryptographic-asset. 

�0==>5 ?>;5 O2;O5BAO >1O70B5;L=K< 4;O 
A>2<5AB8<>AB8 A> A?5F8D8:0F859 
CycloneDX, 2K1>@ B8?0 :><?>=5=B0 
>ACI5AB2;O5BAO ?> CA<>B@5=8N 
@07@01>BG8:0. 

"1O70B5;L=> 

name %B@>:0 !08<5=>20=85 :><?>=5=B0. "1O70B5;L=> 

version %B@>:0 �5@A8O :><?>=5=B0. "1O70B5;L=> 

purl %B@>:0 

�45=B8D8:0B>@ :><?>=5=B0 2 D>@<0B5 
Package URL21 
#>;5 O2;O5BAO >1O70B5;L=K< 4;O :><?>=5=B>2, 
?>;5 components :>B>@KE =5 A>45@68B >?8A0=8O 
2;>65==KE ?>4:><?>=5=B>2. 

"?F8>=0;L=> 

properties 
 0AA82 
>1J5:B>2 

 0AA82 >1J5:B>2, >?8AK20NI8E A2>9AB20 
:><?>=5=B0. &@51>20=8O : 70?>;=5=8N 
?>;59 >1J5:B>2 >?8A0=K 2 B01;8F5 #.14. 
%@548 M;5<5=B>2 <0AA820 >1O70B5;L=> 
4>;6=K ?@8ACBAB2>20BL >1J5:BK A> 
A2>9AB20<8 GOST:attack_surface 8 
GOST:security_function. 

"1O70B5;L=> 

                                                           

21 !C9J<H<>4J<я HBD@4F4 https://github.com/package-url/purl-spec 
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components 
 0AA82 
>1J5:B>2 

%?8A>: ?>4:><?>=5=B>2 40==>3> 
:><?>=5=B0. �>?CA:05BAO ?5@5G8A;OBL 
?>4:><?>=5=BK :0: 2 <0AA825 components 
@>48B5;LA:>3> :><?>=5=B0, B0: 8 2 <0AA825 
components :>@=52>3> >1J5:B0 ?5@5G=O. 
&@51>20=8O : 70?>;=5=8N ?>;59 >1J5:B>2 
>?8A0=K 2 B01;8F5 #.15. 

"?F8>=0;L=> 
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#@8;>65=85 3 :  5B>48:5 2KO2;5=8O 
CO728<>AB59 8 =545:;0@8@>20==KE 2>7<>6=>AB59 

2 ?@>3@0<<=>< >15A?5G5=88 

 >45;L=K9 ?@8<5@ 0=0;870 ?>25@E=>AB8 0B0:8 

1. �@0B:>5 >?8A0=85 <>45;L=>3> "" 

"" O2;O5BAO A@54AB2>< 70I8BK 8=D>@<0F88 «$><0H:0» ?@54AB02;O5B 
A>1>9 ?@>3@0<<=K9 :><?;5:A, ?@54=07=0G5==K9 4;O 02B><0B878@>20==>3> 
2KO2;5=8O CO728<>AB59 2 AB>@>==8E ?@8;>65=8OE 8 A8AB5<0E. "" >ACI5AB2;O5B 
:><?;5:A=>5 A:0=8@>20=85 A2>1>4=>3> #", 8A?>;L7CO A>2@5<5==K5 <5B>4K 
0=0;870, 2:;NG0O A83=0BC@=K9 ?>8A: ?> 8725AB=K< H01;>=0< CO728<>AB59 
(@8AC=>: #.1). 

2. �=5H=85 8=B5@D59AK (�(�") 
EXT.1 3 #>;L7>20B5;LA:89 251-8=B5@D59A @50;87>20= <>4C;O<8 Nginx, 

vue.js, Node.js TCP-A>:5B, 2=5H=89 :>=BC@, >A=>2=>9 UI 4;O ?>;L7>20B5;59; 
EXT.2 3 #@8:;04=>9 ?@>3@0<<=K9 8=B5@D59A @50;87>20= <>4C;O<8 

Nginx, FastAPI, Backend, RabbitMQ, TCP-A>:5B, 2=5H=89 :>=BC@ REST API 4;O 
8=B53@0F89; 

EXT.3 3 �=B5@D59A C?@02;5=8O �;02=>3> �4<8=8AB@0B>@0, @50;87>20= 
<>4C;O<8 Nginx, Backend, RabbitMQ, TCP-A>:5B 2=5H=89 :>=BC@, 70I8I5= 
%��� «B>G:0-B>G:0»; 

EXT.4 3 %;C651=K9 8=B5@D59A >1=>2;5=8O ��' %:0=5@ CO728<>AB59, 
@50;87>20= <>4C;5< Romashka-Vuln-Scanner, TCP-A>:5B >3@0=8G5==K9 ?> 
2@5<5=8, 2=5H=89 :>=BC@; 

EXT.5 3 �AE>4OI89 A5B52>9 8=B5@D59A SNMP-?@>B>:>;0  >=8B>@8=3 
A>AB>O=8O, @50;87>20= <>4C;5< Romashka-Observer, TCP-A>:5B, �=5H=89 
:>=BC@, >4=>=0?@02;5==0O >B?@02:0 40==KE; 

EXT.6 3 %5B52>9 8=B5@D59A >1=>2;5=8O @50;87>20= <>4C;5< Romashka-
Vuln-DB-Updater, TCP-A>:5B, �=5H=89 :>=BC@; 

EXT.7 3 �;85=BA:89 8=B5@D59A, @50;87>20= <>4C;5< Romashka-Agent, 

TCP-A>:5B, �=5H=89 :>=BC@. 
3. #>4@>1=>5 >?8A0=85 "" 

1. #>4A8AB5<0 ?@>:A8@>20=8O 70?@>A>2 
!07=0G5=85: "1@01>B:0 HTTP-70?@>A>2 ?>;L7>20B5;59 A8AB5<K. 
 >4C;8: 
Nginx (O7K:: C) 3 10;0=A8@>2I8: =03@C7:8 8 >1@0B=K9 ?@>:A8; 
FastAPI (O7K:: Python) 3 2KA>:>?@>872>48B5;L=K9 API-H;N7; 
�A?>;L7C5B D@59<2>@: Starlette. 
&@51>20=8O 157>?0A=>AB8: 
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4;O '�.4 8 2KH5: 8A?KB0=8O 2 >1J5<5 %�".1, ��".1, ��".2; 
=0E>48BAO =0 =5?>A@54AB25==>9 ?>25@E=>AB8 0B0:8. 
2. #>4A8AB5<0 251-8=B5@D59A0 
!07=0G5=85: "B>1@065=85 ?>;L7>20B5;LA:>3> 8=B5@D59A0 8 >15A?5G5=85 

DC=:F8>=0;L=>AB8 %��. 
 >4C;8: 
vue.js (O7K:: JavaScript) 3 D@>=B5=4-D@59<2>@: A Server-Side Rendering; 

Node.js (O7K:: C) 3 A@540 8A?>;=5=8O JavaScript. 
&@51>20=8O 157>?0A=>AB8: 
 >4C;L Nginx: %�".1, ��".1, ��".2 (=5?>A@54AB25==0O ?>25@E=>ABL 

0B0:8); 
�51-8=B5@D59A =0 �$ : ��".1 (=5?>A@54AB25==0O ?>25@E=>ABL 0B0:8); 
Node.js: %�".1, ��".1, ��".2 (A@540 8A?>;=5=8O JavaScript); 
3. #>4A8AB5<0 C?@02;5=8O 
!07=0G5=85: !0AB@>9:0 %��, C?@02;5=85 ?@020<8 ?>;L7>20B5;59. 
 >4C;8: 
Nginx (O7K:: C) 3 251-A5@25@ 4;O 04<8=8AB@0B82=>3> 8=B5@D59A0; 
RabbitMQ (O7K:8: JavaScript, Erlang) 3 1@>:5@ A>>1I5=89; 
Romashka-Control (O7K:: Rust) 3 >A=>2=>9 backend-<>4C;L C?@02;5=8O; 
%��� 3 A@54AB20 :@8?B>3@0D8G5A:>9 70I8BK 8=D>@<0F88. 
&@51>20=8O 157>?0A=>AB8: 
�=B5@D59A EXT.3 70I8I5= H8D@>20=85< «B>G:0-B>G:0». 
4. #>4A8AB5<0 C?@02;5=8O >G5@54O<8 

!07=0G5=85: '?@02;5=85 7040G0<8 =0 ?@>2545=85 A:0=8@>20=8O. 
 >4C;8: 
Romashka-Scheduler (O7K:: Go) 3 ?;0=8@>2I8: 7040G A:0=8@>20=8O; 
Romashka-Worker (O7K:: Go) 3 8A?>;=8B5;L 7040G A:0=8@>20=8O. 
5. #>4A8AB5<0 A:0=8@>20=8O 
!07=0G5=85: $50;870F8O DC=:F88 ?> A:0=8@>20=8N AB>@>==8E 

?@8;>65=89 8 A8AB5<. 
 >4C;8: 
Romashka-Vuln-Scanner (O7K:: Go) 3 >A=>2=>9 A:0=5@ CO728<>AB59; 
Romashka-Vuln-DB-Updater (O7K:: Go) 3 <>4C;L >1=>2;5=8O �� 

CO728<>AB59. 
&@51>20=8O 157>?0A=>AB8: 
�;O '�.4 8 2KH5: Romashka-Vuln-Scanner 3 %�".1, ��".1, ��".2; 
$50;87C5B >3@0=8G5==K9 ?> 2@5<5=8 A;C651=K9 8=B5@D59A. 
6. #>4A8AB5<0 02B>@870F88 

!07=0G5=85: '?@02;5=85 4>ABC?>< 8 0CB5=B8D8:0F8O. 
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 >4C;8: 
Keycloak (O7K:: Java) 3 A8AB5<0 C?@02;5=8O 4>ABC?>< 8 845=B8D8:0F88; 
OpenJDK (O7K:: C++) 3 A@540 8A?>;=5=8O Java-?@8;>65=89. 
7. �;85=BA:0O ?>4A8AB5<0 
!07=0G5=85: �35=BA:85 :><?>=5=BK =0 70I8I05<KE A8AB5<0E. 
 >4C;8: 
Romashka-Agent (O7K:: Go) 3 :;85=BA:89 035=B 4;O A:0=8@>20=8O.



 

$8AC=>: #.1 3 %E5<0 0@E8B5:BC@K <>45;L=>3> ?@8<5@0
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4 �=0;87 ?>25@E=>AB59 0B0:8 8 B@51>20=8O : 8A?KB0=8O< 

!5?>A@54AB25==0O ?>25@E=>ABL 0B0:8 ('�.4 8 2KH5) ?@54AB02;5=0 =0 
@8AC=:5 #.2: 

<>4C;L Nginx «#>4A8AB5<K ?@>:A8@>20=8O 70?@>A>2»; 
<>4C;L FastAPI «#>4A8AB5<K ?@>:A8@>20=8O 70?@>A>2»; 
<>4C;L «�51-8=B5@D59A» =0 AB>@>=5 �$  #>;L7>20B5;O; 
<>4C;L «Node.js» «#>4A8AB5<K 251-8=B5@D59A0»; 
<>4C;L «%:0=5@ CO728<>AB59» «#>4A8AB5<K A:0=8@>20=8O»; 
<>4C;L «Romashka-Vuln-DB-Updater» «#>4A8AB5<K A:0=8@>20=8O». 
"1J5< 8A?KB0=89: %�".1, ��".1, ��".2 

 

$8AC=>: #.2 3 %E5<0 ?>25@E=>AB8 0B0:8 <>45;L=>3> ?@8<5@0 4;O '�.4   
 


