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lNMpegucnosue

1 PA3SPABOTAH ABTOHOMHON HekomMmep4eckol obpasoBaTtenbHoi opraHusauner «CKOMKOBCKUA WMH-
CTUTYT HayKu 1 TexHonorui» (Crontex) n PegepaneHbiM rocy3apcTBEHHbIM aBTOHOMHbIM 00pasoBaTenbHbIM
yypexageHuem Beiclero obpasoeaHns «HauMoHaneHbIn MccnegoeaTenecknii yuneepcnteT MTMO» (YHuBep-
cutetr MTMO)

2 BHECEH TexHu4eckimM koMmuUTeTOM no ctaHpaaptusauun TK 194 «Knbep-cusnyeckue cuctembl»

3 YTBEPX/EH 1 BBE[JEH B JEMCTBWE MNpukasom GdefepansHoro areHTcTea No TEXHUHecKoMy pe-
rynupoBaHn 1 metponorin ot 29 nekabpa 2023 r. Ne 117-nHcT

lNpasuna npumeHeHus HacmosWweao cmaddapma U npoeedeHusi €20 MOHUIMOPUHEA YCMAaHOaneHs! 8
OCT P 1.16—2011 (pa3densi 5 u 6).

®edepansHoe azeHmemeo o MexHUYecKkoMy pezynuposaHqulo u memponoauu cobupaem ceedeHus o
paKmuyeckoM NpuUMeHeHul HacmonAuweao cmarHdapma. faHHblie ceedeHuUs, a makxe 3ameyanus u npeodno-
XeHus no codepxaHu cmaddapma MOXHO Harnpasume He no3dHee Yyem 3a 4 Mec 00 UCMmeYeHUs cpoka e2o
delicrmeus paspabomuyuky Hacmosweao cmaddapma no adpecy: 121205 Mockea, MHHOBAUUOHHBIO UeHmp
Ckonkoso, yn. Hobens, 0. 1, e-mail: info@tc194.ru u/unu e @edepanbHoe azeHMCMeo o MexHUYeCKoMy pe-
2ynuposaHur u memponoauu no adpecy: 123112 Mockea, lNpecHeHckan HabepexHas, d. 10, cmp. 2.

B cny4ae ommeHbl HacmoAwezo cmaHdapma coomsemcomsyowan uHgopmauus bydem onybnuko-
gaHa e eXeMecsyHoM uHopmayuoHHoM ykazamene «HauyuonanbHele cmaHdapmely u ydem pasmewieHa
Ha oghuyuansHom calime PedepanbHOZ0 a2eHMCMea 10 MEeXHUYECKOMY peaynuposaHUil U Memponoauu 8
cemu MiumepHem (www.rst.gov.ru)

© Odpopmnenue. ®IBY «HCTUTYT cTaHAapTusaumu», 2024

HacTosuimit cTaHaapT He MOXKeT BbITh MOMHOCTLI0 UMK YACTUUHO BOCNPOM3BEAESH, TUPaXKMpOBaH U pac-
NpoCTPaHeH B ka4ecTee ouuManbHoro naaanusi 6es paspeweHns GegepansHoro areHTcTBa No TEXHWYECKo-
MY PErynMpoBaHWUi0 U METPONOMMK
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BBegeHue

WNcnonbaoBanne MHTepHeTa Bellein TpebyeT Hanm4YmaA alniieHHon ceasun. K Takum obrnactam B Nnepeyto
o4yepegb OTHOCWTCA NMpUMeHeHwe MHTepHeTa Bewlel Ha KpMTUYEeCKW BaXKHOW WHMpacTpykType (Hanpumep,
B HeddTerasoBoM KOMMMEKCe, B XKUMMULWHO-KOMMYHAINbHOM X03WCTBE M B (PMHAHCOBOM CEKTOpe), a Takke
MCMNONb30BaHe B aBTOMatu3npoBaHHbIX KOMMIEKCax U B CUCTEMAaX € y4acTtuem BecnunoTHbIX cpencrtse (GBC—
NUNOTHbLIX aBTOMOBKWNEN, BeCNUNOTHLIX NeTankHbLIX annapaTos U ap.).

KeaHTOBbIE KOMMYHUKaLMK 0BNaAaT YHUKANbHLIMU BO3MOXHOCTAMM B chepe 3aliuTbl NTUHWA CBA3K U
nepegaeaeMmoi No HUM uHdbopmauumn. OgHYM 13 cnocoboB TAKoN 3aLWNTEI ABRNSETCA UCNONL30BAHUE KBAHTO-
BbIX UMK KBAHTOBO3ALLMLLEHHBIX KMOYE Ana KpunTorpaduyeckoi 3aunTel MHhopMaumn, nepenasaemoin no
KNnacCu4YecknmMm CetTam.

HacToawmi ctaHaapT onpeaenser apxMTekTypy TMNOBOrO NPorpaMmMHo-annapaTHoro komnnekca (MAK),
obecne4ynBaloWiero pacnpegeneHne mexay CcyLHoOCTAMM (3anemMeHTaMm) ccTeMel KBaHToBoro MIHTepHeTa Be-
wein (KNB) (cm. MHCT 831—2023 v MNHCT 832—2023) kniovei, BeipaboTaHHbLIX GETLIO KBAHTOBOTO pacnpe-
penexwa knoden (KPK) (em. MHCT 829—2023 u NHCT 830—2023).

[anHbin MNMAK nossonser obecneunTs 3allMLLeHHY O0CTaBKY KBAHTOBO3aLLMLIEHHbIX KIiouel [o pas-
nnYHbIX TUNoB ycTpoiicte KMB, B ToM Yrcne pacnonoXeHHbIX B yAaneHHsIX U TPYOHOAOCTYMHbLIX MEcTax, Ao
noaBwKHeIx yeTponcte KMB, a takke go ycrpoiicts KMB, He uMelowx ABYCTOPOHHER CBA3SKM C MHDPACTPYK-
Typoi cuctembl KVB.

OI'III'ICBHMEE B CTaHOApTe dPXUTEKTYPbI TUMOBOIro MAK npeancrasneHo Ha BbICOKOM YDOBHE C UEenbl CTaH-
gapTusaumm obLiero coctaea HeobxoaumMoro 0bopyaoBaHNUS M €ro OCHOBHbIX (YHKLWIA.

Cetn KPK sBNAOTCA BHEWHWMW CMCTEMamMK NO OTHOLWEHWH K nMpeactasneHHomy Ttunosomy MAK, no-
3TOMY BOMPOCHI, CBA3AHHbIE C UX BHYTPEHHUM (PYHKUMOHUPOBaHWEM, B TOM YMCME anropuTMmbl BbipaboTku
KMOYe KBaHTOBLIMW METOAaMu, B HACTOSALLEeM CTaHaapTe He paccmMaTpUBaoTCA.
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NPEOBAPUTENbHbLIA HALUOHANbHLIA CTAHOAPT POCCUMACKOW ®EOEPALUMMU

KeaHToBbIN MHTepHeT Bellen

TUNOBOW NPOrPAMMHO-ANMAPATHbIW KOMNNEKC PACNPEOENEHUA KNKOYEW,
BbIPABOTAHHbIX CETbHO KBAHTOBOIO PACMPEQENEHUSA KNIOYEN

ApxuTtexktypa

Quantum Internet of Things. Typical software-hardware complex distributing keys generated by QKD network.
Architecture

Cpok pericTeua — ¢ 2024—02—01
Ao 2027—02—01

1 OGnacTek NpUMeHeHUnA

Hactoawmin cTaHgapT ycTaHaBnuMBaeT apXuTekTypy TWUMOBOrC NPoOrpaMMHO-annaparHoro Kommniekca
pacnpegenenns knioden, eoipaboTaHHbLIX CeTb0 KBaHTOBOro pacnpegenenus kntoden (MAK PKK), pacnpe-
Oensiollerc KniovM 4o pasnuyHbiX CyLiHOCTeW cucTembl kBaHTosBoro MutepHeta Bewen (KMB) (Hanpumep,
ycTpoicTe KKB, nogcuctem KMB 1 ap.), npsaMoe NodknioYyeHne KOTopbIX K CETAM KBAHTOBOIO pacnpegeneHus
ceteil (KPK) TEXHWYECKM HEBO3MOXKHO UNW HeuenecoobpasHo.

ApX1TeKTypa nporpamMmmHo-annapaTHore KoMmnrekca nossonser obecneynTs pacnpeneneHne knwyen s
cucteme KMB cneayowmmn cnocobamu:

- C MCNonb3oBaHWeM MNMpoBOLHbIX W GGCI'EPOBD,B,HBIX ceren nepegayn OaHHbIX;

- UCMOMb30BaHWEM OTYYXAEeMOro HoCUTENs Kni4esor UHGOoPMaLMK.

OgHum 13 npumepos BoamoxHoro npumeHeHns NAK PKK asnsaetca cuctema KMUB, cocTtosilwas ua 6on.-
woro konuyectsa ycTpordcTs KUB, UMEIOLIMX OBYCTOPOHHIOW CBA3b C HECKONbKMMUW Ba30BLIMK CTaHLUAMU
(BC) cetu KB. B ganHom cnydae ucrnonsaosanune MNAK PKK Ha BC cetu KMB noasonut oBecneunTs nony-
YeHne cekpeTHbIX Knio4yein B yanax cetu KPK, Hanbonee Bnuako pacnonoxeHHbix kK BC cetu KWB, n pacnpene-
neHue nonyveHHblx knwyen Yepes bC cetn KMB.

Opyrvum npymepom aensetca cuctema KUB, ycTpoicTea KoTOpo#n MMeT ToNbKo 0BpaTtHeIv kKaHan cBA3n
(1. e. kaHan oT ycTpoicTs KWB k cetn KMB). B paHHom cnydae pacnpegeneHne CekpeTHbix Krniodei, eoipabo-
TanHbix ceTeto KPK, Ha ycTpoiictBa KMB moxet obecnevneatebca nytem ux 3anvck B MAK PKK Ha otuyxpae-
Mble HocuTenu knyeeo Hdopmaumu (OHKW) n poctasku OHKKM go yetpoiacte KMB.

HacTtoAawmi ctaHgapT He ycTaHaenweaeT TpeboBaHui K nocTpoeHuio cetern KPK.

2 HopmaTuBHbI€ CCbISIKA

B HacTosWeM cTaHAapTe UCnonb3oBaHbl HOPMAaTUBHLIE CChINKWA Ha cnegylowme cTaHaapThbl:
MHCT 829—2023 KeaHToBble KOMMYyHUKauuu. ObLWmMe NnonoxeHnsa

MHCT 830—2023 KeaHTOBble KOMMYHUKaUUW. TepMuHbl U onpeaeneHns

MHCT 832—2023 KeauTtosniil MIHTepHeT Bewen. TepMutbl  onpegenexHvs

Mpumedanne — [py nonb3oBaHUM HACTOAWMM GTaHAapTomM LenecoobpasHo NPOBEPUTL OENCTBME CCblNOY-
HbIX CTAHOAPTOB B MHOPMALIMOHHOW cucTeMe 0BLLero nonbL3oBaHUA — Ha oduumMansHoM cainte PegeparnsHOro areHT-
CTBa N0 TEXHWHYECKOMY PEFYNWPOBaHWI0 W METPOMOTAW B CETH MHTEPHET UMK NO EXerogHomMy WHopMaLUoHHOMY YKasa-
Tenk «HauwoHaneHsie cTaHaapTsl», KOTOPLIA onyBNMKOBaH No coOCTOAHMIO Ha 1 AHBapA TEKYLWEero roga, v no Beinyckam
exemMeca4Horo MHpopMaLmnoHHoro ykasatens «HauvoHankHble cTaHgapThi» 3a Tekylwmii rog. Ecnn aameHeH ccblNoYHbIA

WapaHwe odhuymanbHoe
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CTaHgapT, Ha KO‘I'ODI::IET'I AaHa HepjaTupoBaHHaA CCbiNKa, TO peKoMeHOYyeTCcA MCNoONb30oBaTh ,ﬂ,eﬁC’TBYIOLLI,yIO BEPCKUKD 3TOro
CTaHAapTa C Y4eTOM BCEX BHECEHHbIX B AaHHYIO BEPCUMIO M3MEHEHWA. ECNN 3aMEHeH CCbINOYHBIN CTaHAAPT, Ha KOTOPbIN
OaHa JaTWUpoBaHHaA CCbiNKa, TO pekoMeHOyeTCA WMCNoMNb30BaTh BEPCUKD 3TOM0 CTaHOapTa C yKa3aHHbIM BbilLe rogom Y-
BepxaeHus (NpuHaTua). Ecni nocne yTBEPXAEHWS HACTOALLEro CTAHAApTa B CCbINOYHbIN CTAHAApT, Ha KOTOPLIA AaHa
0aTipoBaHHas CCbiNkKa, BHECEHO MaMEHEHWE, 3aTparMearillee NnonoxeHe, Ha KOTopoe O0aHa CCbirnka, TO 3T0 NoNnokeHue
pekoMmeHOyeTCA NpUMEeHATL bea ydeTa 0aHHOFO W3MEeHEeHWA. Ecnwv cobinoyHbli CTaHgapT OTMeHeH Bes 3amMeHtsl, TO nono-
JEHWE, B KOTOPOM [aHa CCbINKA Ha HEro, PEKOMEHAYETCH NPUMEHSTL B HaCTW, HE 3aTParuBaloLLei aTy cobinky.

3 TepmuHbI U onpegeneHns

B HacTofAlleM cTaHOapTe npUMeHeHbl TepMuHbl No NMHCT 830—2023 u NMHCT 832—2023, a Takke cne-
ayrouine TepMUHbl C COOTBETCTBYHLWKMMKW onpefeneHnaMmn:

3.1 obwekT keaHToBOro UnteprHera Bewen; (OKWB): Niwbas cywrocts cuctemsl KMB (Hanpumep,
ycTpoicTeo KMB nnu nogcuctema KUB), nogkniodeHHas Kk nporpaMMHo-annapaTtHoMy KOMMNekcy pacnpeje-
neHus Kno4ven, BblpaboTaHHbIX CETbI0 KBAHTOBOIO pacnpefeneHns KniYen, 4na nonyyYeHns KBaHToBo3alun-
LLEHHOTO KMtoYa.

3.2 ysen pacnpegenexHun kniwouen; YPK: SnemeHT nporpammHo-annapaTHoro kKoMnnekca pacnpege-
NeHns knioYyen, BeipaboTaHHbLIX CeThbio KBAaHTOBOIO pacnpegeneHva knodei, obecneunBanwmin nonyvyeHune
KBAHTOBO3aLUMLLEHHOMO KNoYa M3 CETW KBAHTOBOIO pacnpeieneHuns Knw4vel 1 pacnpeneneHne KBaHToBo3a-
wKnweHHoro knva mexay OKKWB.

3.3 ysen cBA3n ¢ obwekTamu; YCO: SneMeHT nporpaMmHo-annapaTHOro KoMrnnekca pacnpegeneHusn
KMNioYen, BoipaBoTaHHbIX CETbIO KBAHTOBOMO pacnpeneneHus Knden, o6ecnevnBatoun KOMMYHUKALMOHHOE
saaumogencTteme YPK ¢ OKKMB.

3.4

KOHTpornupyemas 3oHa: [1pocTpaHcTBO, B Npegenax KOToporo OCyLecTBAeTCA KOHTPONb Hag npe-
BeiBaHNEM W 4ENCTBUAMK NKL, WU TPDAHCNOPTHLIX CPEACTS.
[FOCT P 56115—2014, cratba 3.1.2]

3.5 kntoy gocraekn; K[: Knioy, ucnonesyemeln Ans sawyeHHoN nepeaadm KBaHTOBO3aLWLLEHHOTO
kntova ot YPK B OKWB.

3.6 napHble OKMB: [1sa OKWMB, nonyyatwmne obLmMe KBaHTOBO3aLULLEHHBIE KITHOYM.

3.7 KBaHTOBO3awWWWeHHbLIN KnioY; (K3K): CekpeTHbIn KMy, 3awmTta KOTOpOoro Npv nepegaye nnv xpa-
HEHWM OCYLECTBNALTCA C MCMNOMb30BAHWEM KBAHTOBOIO(bIx) Kmova(en).

Mpumeyvyanue —cm. NMHCT 830—2023.

4 CokpaweHus

B HacToswem CTaHOapTe npyMmeHeHbl cnegyuMe CoKpaleHus:

any — [0OBEPEHHbIA NPOMEKYTOUHBLIN y3en;

KB — KBaHTOBbIN HTEpHET Beulen;

KKC BPK — keaHTOBas kpuntorpaduyeckas cuctema sbipaboTku 1 pacnpefeneHus Knodei,
KPK — KB3HTOBOE pacnpefeneHue Knden;

OHKK — OTYYOAeMbIM HOCUTENb KNHYeBoW MHopMaLnK;

MAK — nporpaMmmHe-annapaTHbIil KOMANeKe;

MAK PKK — TMAK pacnpegenenns kntodei, soipaboranHbix ceteio KPK;

MAT PKCO — nporpammMHo-annapaTHbid TEPMUHAN pacnpegeneHns Knioden U CBA3K ¢ 0ObekTamu;

MPC — MOABWXHasA pagwoCcBA3b;
CBPK — cucTeMa BbipaboTkM W pacnpeneneHns Knoven;
CK3W1 — CPeAcTBO KpUNTOrpatuyecKkon 3aWwmTel MHopMaunm.
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5 3apaumn NAK PKK

OcHosHbimK 3agadamu MNAK PKK senatoTcs:

- MOAKMKYeHue, pernctpaumsa un ayteHtingpukauna OKKB;
- conpsxeHue ¢ yanamn ceth KPK;

- obpaborka 3anpocos ot OKWB Ha ewigayy K3K;

- nonydeHue K3K u3 yanos cet KPK;

- pacnpepenexue u goctaska K3K go OKMB.

6 ApxutekTypa n ocHoBHble hyHKkumn komnoHeHToB MAK PKK

6.1 MNAK PKK BkniouaerT:

a) YPK, obecneuyneawwmii conpsxkenne c ceteio KPK, a Taike pacnpegenenve n goeegenne K3K oo
obbekToB KMB;

6) YCO, obecne4vBanumi KoMMyHukaumorHoe saanmonenctavne YPK ¢ o6bektamn KAB.

6.2 YPK ponxeH obecne4nears:

a) nogknwyeHune no sawmuieHHomy npotokony k MY cetn KPK B kavectse CK3M-noTpebutens u nony-
yeHue oT HKMx K3K kak ana cobeTeeHHoro cnone3oBaHua, Tak u And nocnepyouiero pacnpegenenna OKUB
(8 Tom ducne yctpoicteam KMB u nogcuctemam KMB) ana obecneveHus ux saaumogeinctens Ha K3K;

6) nonyveHue n 3arpyaky NepBUYHOIR KNOYEBOW MH(popmauny (MOPASOK NOMYYEHUS U 3arpy3kM BbIXoQUT
3a paMKKW HacTosALLero ctaHgapTa);

B) pacnpegeneHure no sawmweHHomy npotokony K3K onsa ceaan mexgy OKWB. OKWB, nogkniovyaemelie
K YPK, pomkHbl BbiTe CK3W-noTpebutenamu;

r) pacnpegenedue no sawuuieHHomy npotokony K3K ana ceaan mexay OKWB, nogknioYeHHbIMU Kak K
ogHomy YPK, Tak U K pasnuynbim YPK;

4) ssammogencTteve ¢ gpyrivn YPK no aawmweHHoMy npoTokony;

e) npu HeobxogumocTw, nepewndgposanne K3K u namerHeHmne chopmara koHTenHepos K3K.

6.3 YPK, cosgapaembie pasnuMyHbIMU NPOU3BOAUTENSIMW, MOTYT OBbeAUHATLCS B €AWHYI0 CEPBUCHYIO
nnatdopmy. [lonycTUMo LeHTpann3oBaHHOE M AeUeHTpanuaosaHHoe ynpasneHue paanuynbimu YPK.

YPK pomxHbl oBecneuneaTb BO3IMOKHOCTL pacnpenenenus U gosegenns K3K no OKWB B Tom cnyvae,
€CITW OHW MOAKITHKYEHBI K Pa3fuyHbIM, HO cCOnpskeHHbIM ceTam KPK,

Honyctumo nogknioyeHune YPK HenocpeacteerHo k otaensHeiM KKC BPK. B aTom cnyyae nogknwyeHue
npownssoautcs k moaynio KPK (cm. MHCT 829—2023).

YPK moxer obecneumBatbh sannck K3K Ha OHKK B moBepeHHOW 3oHe ansa goctaBkn K3K Ha OKWB
nocpegcteom OHKW. YCO pgomxHo obecnednsare KOMMyHWKauuoHHoe eaaumogencteme OKUB ¢ YPK ¢ uc-
none3oBaHnem VIHTepHeT nnu Apyroi ceTu nepefaym AaHHbIX, HanpuMep: Yepes ceTu NPOBOAHON CBA3M, CETU
noasuxHon paanocsaamn 3G—5G, cetn WiFi, ZigBee, Bluetooth, Bluetooth Low Energy, NFC u ap. YCO gonx-
HO peanu3oBbLIBaTb PU3VYECKUI, KaHanbHBIA W ceTeBoW ypoeHW B3aumogenctena ¢ OKWB, a take — npu
HeoBbX0AWMOCTM — TPaHCMOPTHLIA YPOBEHE.

OKWB pomkHel umeTk B cBoem coctase CK3WM [nporpammHbil unv annapartHelii mogyne (fanee —
CK3W-mogyne)] ana onepauunia ¢ K3K u gna kpuntorpaduyeckol sawmnTsl MHdopmauum, nepegaaemMon ye-
pe3 KomMMyHUKaLWoHHY0 ceTb KWB.

Konunyecteo ¥YPK n ¥CO B coctase MNAK PKK onpegenseTca B 3aBMCUMOCTH OT KONUYECTBA N TERPUTO-
pranesHoro pacnonoxeHua OKUB, koTopeim Heobxogumo obecnednTs goctaeky K3K.

ApxutekTypa Tunosoro NAK PKK nokasana Ha pucyHke 1.

Mpumep peanusauuun MAK PKK ¢ ueHTpanusoBaHHbiM ynpasnednem YPK npueegeH B npunoxenin A.
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PucyHok 1 — ApxutekTypa NAK PKK n Baaumopeitcteyolwme ¢ NAK PKK anemeHThl cuctemsl KIAB

Mpunoxenne A
(cnpaBouHoe)

Mpumep peannzaummn Tunosoro NMAK PKK
C LeHTPanu30BaHHLIM yrpaBneHuem U ¢ 3anucbio K3K Ha OHKH

A.1 MAK PKK ¢ ueHTpanuzoeaHHbIM yripaeneHueM BKITIOHaeT:

- OOWH WY HECKONbKO MPOrpamMMHO-annapaTtHbiX TEPMWHANOB pacnpefeneHus KIiYen U cBA3W ¢ obbextamu
(MAT PKCO), coctoawmx ns YPK n YCO;

- cepeep MAK.

Hoctaska K3K ot MAK PKK 8 OKMB ocywectenseTcs:

- Yyepea TPaHCMOPTHYIO (MpoBodHY0/becnpoBOaHYID) CETE;

- nytem npamon sanuck K3K Ha OHKKW OKWB B nosepenHon 3oHe MAT.

A2 Cepeep MNAK obecnedneaceT MOHUTOPUHT U ynpasneHue paboton [NAT, Brniovas xpaHeHue wHdopMaumn o
cTpyktype [MAK, nnpestindukaropax, sxogawmx B NAK MNMAT 1 sapeructpuposasHeix OKWB, B ToM 4Yucne:

- xpaHeHue Ba3bl gaHHbix OKWB, 3apervcTpupoBatHbix B MAK;



- CHHXPOHW3aUMIO 3anpocos napHbix MAT k yanam cetn KPK:
- yrpasBneHue xnaHeHHbiM unknom K3K B MNAT;
- onpeqeneHve v Belgaqy naerTudukatopa napHoro NAT!) no naendukatopy naprora OKMB;

- obecne4eHve goctyna ana agmuHmcTprpoBanuns MNMAK PKK.
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Cepeep NAK moxeT BbiTb OTAENbHLIM YCTPOUCTBOM MNKW BXOOWTL B cocTas ofHoro u3 [NAT (uentpansHoro MAT).
Mpumep apxuTterTyps MAK PKK ¢ ueHTpanu3oeaHHbIM ynpasneHuem npusedeH Ha pucyHke A.1.

. P S e N
e g
P TpaHcnopTHas ceTb <
( (npoeogHas/BecnposonHas)
\1\ / Cepgep NAK
= — Ynpasnexve
MNony4yeHue 3anpocoB W goctaBka K3K -
o ____tepesTpaHONOPTHYIO ceTb s b DO
b B
OKKB | o MAT
| PKCO
| I |
CK3W-moaynb | | ) \ \ I
| | Beon ucxonHoi —_— |
| KNioYeBoin uHdopmaLum Cepsep
| | Kntove
| | | Yerpoiicteo 7 |
I BBOOA KINHYEBOU
I uHopMaunm
3anucs K3K & OHKMA oo oot |
B JOBEPEHHON 30HE |
w pocraska OHK 8 OKVB YcTponcTBO |
| 3anucn Ha OHKWU Monyenme K3K |
] L 13 yana ceti KPK )
Yaen
cetu KPK

PueyHok A.1 — lNpumep apxutexTypsl NMAK PKK € LeHTpanu3oBaHHLIM yrpasneHuem

A.3 OcHoBHBIMKM hyHKUMAMK [TAT aenaTcs:
a) peructpauuna v nepeuyHan ugeHtTudukauua OKUB B MNMAK PKK;
6) nposefeHue BaauMHoN ayTeHTudukauun ¢ OKUB, cepaepom MNMAK 1 ¢ yanom cetu KPK;
B) conpsxeHue c yanom ceth KPK 1 nonyveHne K3K;
r) 3anuck K3K B OHKKM OKWB B foBepeHHON 30HE ¢ MCNONb30BaHMEM YCTROWCTRA 3anucK;

A) nonyyeHuve sanpoca ot noaknoderHex OKUB Ha seigavy K3K yepes tTpaHcnopThyto ceth;

e) pocraeka B 3awmweHHom euae K3K B OKWB (depes TpaHcnopTHYo ceTe unu nocpeacteom OHKAY.

A.4 YPK BrnoYaeT: cepBep KnoYei, YCTPOWCTBO BBOAA KNOHEBOW MHhopMaLmy 1 YCTROWCTBO 3anuck Ha OHKW.
Cepeep knioyen obecneynsaeT BLINONMHEHWE OCHOBHLIX hyHKUUA YPK, B ToM Yucne conpsaxerue c ceteio KPK n

nonyyenne K3K, peructpaumio OKWB, obpabotky 3anpocos OKUB Ha ebipgavy K3K v ux sawnwernyo nepeaadvy vepes
TpaHCNOPTHY CeTk, a Takke 3anuck K3K Ha OHKW OKWMB B noeepeHHO 30He.

YCcTponcTBO BBOAA KMNIOYEBOW MHopMaLin MNAT necnonbayioT ANA BBoAa UCXOAHOK KMoYeBor nHdopmauum, Heob-

xoaumMoi gna obecneyeHys BaanmHoW ayTeHTudgrkaumy ¢ apyrvmu komnoHeHTamn MNMAK PKK v yananvu cetn KPK, a Taioke
ANA 3alMTEl NepegasaeMblX CooBLEHN.

Ona OKWB, nmetowmnx cea3sb ¢ MNMAT nocpeacteom YCO (noaknoyeHHble OKWB), nepeuyHas 3anuck Ha OHKA knio-

1) NapHele MAT — MNAT, oBecrneumsatome nepeaady K3K napHeim OKUB.

Yeit ayTeHTudmMKaLnK, KnioYeid JocTaskM U, Npy HeoBXoAMMOCTK, KNiodel Ans obecnedeHna 3alueHHON CBA3N Mexay
OKWB ocywecTensetca B gosepeHHoi zoHe MNAT npw pervctpauwn OKWB. fOanee nonyyenue K3K gns ofecnevequs
sallidileHHor ceasn mexay OKMB u, npy HeobxoaumocTy, oBHOBREHWE KNOYEA ayTeHTUMKALWW U KNIOYeld AOCTaBKK
OCYLUECTBNAETCH NOCPEACTBOM HaNpaBneHus cooTseTcTBytowero zanpoca B [NAT yepea TpaHcnopTHyo ceth. MMAT npu
nony4eHny gaHHoro 3anpoca copmupyet K3K n nepenaet ux B OKMB B alyvleHHOM BUAE.
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[Ona OKMB, He uMetowmx ceasb ¢ MAT nocpeacteom YCO (aBroHomHble OKWMB), 3anunck u o6HOBNEHWE KNOYe
ayTeHTMKUKaUMA, KNOYen A0CTaBkK W Knodeln ana obecnederns sawmueHHoin ceaan mexay OKWMB ocywecTensercs B
nosepeHHon 3oHe AT ¢ ncnonesoeannem OHKW. Habop sannceiBaemeix K3K BeibrpaeTca Mcxogsa ua nepeyHs napHsix
OKWB, ans KoTopbIX NNaHWpyeTcs YCTAHOBMEHME 3allMILEeHHbIX coeguHenwni B cncteme KKMB, a Tawke ¢ ydeTom nnaxu-
pyemMmomn YactoTkl cMeHbl K3K.

A5 DyHkumorwposanune MAK PKK ekniodaeT cneayrolwmin Nnopagok AeMcTBIIA:

a) ocywectenaeTca conpsxenue MNAT ¢ cepeepom MNAK v pernctpauma MAT e NAK PKK. Mpu perctpaumu ans
MAT chopmupyeTcs yHuKanbHbil naeHTugukatop |Dpur v MHble aTpubyTel ayTeHTudWKkaumn (npu HeobxogumocTu), kaTo-
peie xpanatca B [AT u Ha cepeepe [MAK. Cepeep MNAK xpanut yHukansHsie ngeHtugmrarops! Dy, v uHele atpubyTsl
ayTeHTMdrKalmi (Npyv HeobxoOMMOGTH) BCEX 3aperMcTpypoBaHHbIX B komnnekce MNAT;

6) ocywectenaetca conpsikerne MNAT ¢ yanom cetu KPK;

8) MAT onuvoHaneHo 3anpalumeaet B cetu KPK v dhopmupyeT Habop K3K ao nonyveHns sanpocos Ha Belgady K3K
co ctopoHel OKWB (nanee — Gydep K3K). Mopspok dopmupoearns Oydhepa K3K B MAT » cuHxpoHusauwa 3anpocose
mexay napHoimu MNAT ocyliecTenseTcs cepeepom MNAK:

1) MAT nonydaet K3K na cetu KPK,

2) NAT gna kaxporo K3K coxpaHaeT yHukansHbil uoeHTudmkatop IDyge mar (BHYTPEHHMIA HﬂeHTHdJMKaTOp}‘
KOTOPLIA UCNONbL30BANCcA Npy BaauMoaeicTBiumn c ceTelo KPK. OauHakoBeie K3K fomkHbI MMEThL OOWHAKOBBIA UOEHTH-
comratop IDyay a7 Ha NapHbIx MAT,

r) ocywecTenaetca nepeuyHan peructpauma OKUB 8 MAT. Mpwu nepenuHoii pernctpaymu OKUB B MAT:

1) chopmupyeTcs YHUKANbHBIA MAEHTUDUKATOP Doy ,5 W MHBIE aTPUBYTHI ayTeHTuduKkauum (npy HeobxoaumMo-
ctn). AanHas uHcopmauma xpanutcs B OKWB 1 MNAT, a Take nepenaetca Ha cepsep MAK,
2) hopMUpYyIOTCH YHUKanNbHbIe ANns kawaoro OKWMB knoyu:

- kmioy ayTeHTrdmkaumm goctyna k AT,

- KMo OOCTaBKK.

[ns dhopmupoBaHus daHHbIX KntoHvein moryT OeiTe Menons3osadel K3K us bydepa K3K nnn Hoesle K3K, nony4eHHsle
Ha ocHoge 3anpocoB K cetu KPK [c ydetom nepeuncnexus ) 2)],

3) ana asToHomHoro OKWMB (onuworansHo ans nogkniodenHoro OKKMB) copmupyetcs maTtpuuya ceaseid (Ha
ocHoee uaeHTuukatopos OKMB) mexay pernctpupyemsim OKWB 1 apyriumu (napHeimu) OKWB, ¢ KoTopsiMu
NNaHWpyeTcs yCTaHOBKA 3alULLIEHHOr0 CoeQUHEHKs, 1 Mo Held hopMupyeTca HaBop COOTBETCTBYIOLLMX KIoYeld
¥ UAEHTHhUKATOPOB |Dyqy nat [C Y4ETOM Nepeuucnenuna B) 2)].

[ng hopmupoBaHns AaHHbIX Knoden ucnonkayiotea K3K ua Bydiepa K3K unun Hosble K3K, nonyyeHHble Ha OCHOBE
sanpocos k cetn KPK [c yueTom nepeuncnenns B) 2)],
4) gna knwo4yen, ykasaHHeix B nepeducneHni r) 2) u 3), hopMupytoTes MaeHTUUKATOPEI IDKsﬁ_OWB (eHewHue
naeHTUKUKaTOpLl) 1 Tabnuua COOTBETCTBMA MEXIY COOTBETCTBYHILLMMK BHYTPEHHUMK U BHELUHUMU UOEHTUDN-
katopamh (IDyax nat !Diak okug) Takum obpasom, 4To K3K(IDgay nat) = K3K(IDkak okue):

5) ona K3K, npegHazHavenHbix ana OKUB, sapeructpupoBaHHbix B pasHbiX [MAT, [AT HanpaengaeT Taénuuy
cootBetCTBUA (IDysy nat IPrak owie) ARyromy napHomy MAT. MapHeii MNAT npoBepset Hanuqne K3K ¢ naeHTn-
tpukaTopamu 1Dy ,-T AT B ﬁycpeﬁe K3K, npu ux otcytcTBun 3anpalumsaet eoigaqy K3K na cetu KPK v Bkmodaer
naxHble K3K B 6ydbep K3K. 3atem napHbiint MAT npucsaueaeT IDygy oy COOTBETCTBYIOLMM KNKO4aM COrnac-
Ho Tabnuue cooTeeTcTBUA (IDyay nam IPrak okme): -
6) npoeoguTtca sawuerHan sannce K3K, cchopmnpoBadHbix B nepeducnennn r} 2) n 3), a tawxe ux ngeHtudun-
KatopoB IDyqy oxug B OHKW,
7) OHKW c kntodamu [cm. nepeducnenue r) 6)] gocraensetca go OKMB v ocyluecTenseTcA 3anvck Knoveil B
xpanunuwe kniodeil CK3W-moayns (xpanwnnuwe knoyveid OKUB);

a) asToHomHeie OKMB ocywecTensoT sawmuwiersHylo cBase ¢ ucnonesoeanvem K3K, aanvcanHeix B xpaHunuwie

knoyen OKKWB;
e) nogxnioyeHHble OKWB ocyLecTBNSIOT 3allMULEHHYI0 CBA3b C ucnonb3aosaHnem K3K, zanvcantbix B xpaHunuiie
knroveint OKKMB, unu ¢ npumerenmnem K3K, kotopble nony4aloT Yepes TPaHCNOPTHYI CeThb Cneayowmm cnocobom:

1) OKMB, nHuMnpyiolmia 3alumuleHHyio nepeaady aaqHsix (OKWB, ) HanpaenseT asTopuaoBaHHbIiA 3anpoc Ha
Bbinady K3K B [NAT (MAT,), B KOTOPOM OH 3aperucTpupoBaH ¢ npefocTaeneHueM cobeTBeHHOro 1Dg g4, HE-
06xopvmblx atpubyTos ayTeHTudMkauun v ngeHmdmkaTopa napHoro OKUB 1D gy, B pamkax ogHoi cecoun
zanpoca 1 nonyyedns K3K OKB moxeT ocyluecTenATbCA 3anpoc Heckonbkux K3K,
2) MNAT, npoBepset perucTpauuio napHoro OKUB (OKUB,),
3) ecnw napHelid OKWB, 3apeructpupoBaH Ha apyrom MMAT, To MNAT, Hanpasnser 3anpoc Ha cepsep MAK Ha Bbi-
naqy naoentucukatopa napHoro MAT (IDparo) no naertudnkatopy napHoro OKWB (IDgyiga):
4) NAT, BriBupaet K3K u3 Bycepa K3K [cM. nepeuncnerue B)] unu sanpawmeaet Hoebli K3K B cetn KPK. [insa
K3K, nonydeHHoro na cetn KPK, dopmupyeTes IDyqy qa7 COMMAcHo nepedncneHuto B) 2). 3atem ana K3K onpe-
nenserca IDyay orue COMMAacHo nepedmcnenvio r) 4). B cnyyae sanpoca Heckonbkux K3K kaxasin KSK gomken
MMETE YHUKaNbHBIN IDyak okue- Ecnv OKKMB, v OKUB, 3apervcTprpoBaHsl B pasHbix AT, TO BbINOIHAETCA
OedcTBNe No nepequmcneHmio r) 5),
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5) MAT, s3awmileHHbiM cnocobom nepenaer naeHTUdUKaTOP IDyar okpe W KBK (IDkak oxmng) Ha OKUB, ¢ uc-
NonL30BaHUeM Kio4a AocTaskh, N -

6) OKWB, cornacyet no urgopmaynonHomy kanany |Diay ogus ¢ OKUB,,

7) napHbiit OKWMB; no IDyqy gk OCYWECTBNRET ayTeHTMMUMpoBaHHbLIA 3anpoc Ha nonyqeHye K3K
(IDkak okmp! ¥ MAT,, K KOTOPOMY OH NOAKMIOYEH, C NpeocTasneHuemM cobeTeeHHOro 1D gy g0 Y NPOUMX aTpuby-
TOB ayTeHTUthuKaLum (Npr HeoBxoaumocTh), a Take Dk o
8) MAT, wcnonbaysn Tabnnuy cootsercTensa Mexay IDya, nak 1Dyag okpg: MOMYHEHHYIO COMNAGHO Nepedncne-
Huio ) 5), ocywiectenset suiaady K3K (IDysy oxpe) w3 Bydepa K3K, ™
9) OKWB, n OKUB, ocywecTensioT 3aWVLLEHHYI0 Nepegady coobweHui ¢ ucnonesosanuem K3K (IDgak oxe):
Mpumep MAK PKK, coctoswero us gsyx MAT, ¢ apyms OKWMB, nookntodeHHbiMm K pastbiv AT, npMBeneH Ha pw-
cyHke A.2. Ha pucyHke A.2 Takwe ykasaHbl yHkunoHansHble ceasn mexay OKMB v anementamu MNAK PKK cornacho
NPUBEAEHHOM BbilLEe HyMepaLnn.
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Pucyrok A.2 — lMpumep dyHkyoHansHbix ceazen [NAK PKK ¢ ueHTpanvaosaHHbIM ynpasneHuem
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