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lpasuna npumeHeHuss HacmoaAweao cmaxHdapma ycmaHoeneHsl 8 cmamee 26 @edepansHo20 3akoHa
om 29 wonsa 2015 2. Ne 162-@3 «O cmaHOapmusayuu e Poccutickol ®edepauuu». MHpopmayus 06 us-
MeHeHUAX K Hacmoswemy cmaHdapmy nybnukyemcs 8 exe200HoM (1o cocmosHUID Ha 1 AH8aps mekyue2o
200a) uHthopmalyuoHHOM yKaldamerne «HauuoHansHble cmaddapmel», a ouyuanbHbil mekem uaMeHeHud
U norpaeoxk — 8 eXeMecHA4YHoOM UHdJDpMauUOHHOM ykasamerne (fHEL{UOHaﬂbeIG cmaHﬁapmbi». B crny4yae
nepecMmompa (3aMeHbi) LU omMeHbl Hacmosauw,e2o cmaH@apma coomeememsyruiee yaedoMmneHue bydem
onmybnukosaHo & OnumadiuemM 6biNycKe eXeMecayHo20 UHGOopPMayuoHHO20 yKasamens «HauuonambHble
cmaHdapmesi», Coomeememeytowas uHgopmMayus, yeedomMierHue U meKcmsl pasMewaromes makxe 8 UH-
chopmauuoHHoli cucmeme obuieco nonk3oeaHus — Ha oguyuansHom calime @edepanbHo20 azeHmcmea no
mexHUYecKoMy peayriuposaHuo U Memponozuu e cemu UHmepHem (www.rst.gov.ru)

© Odpopmnenue. ®IBY «VHCTUTYT cTaHAapTU3aumu», 2024

HacTosuimit cTaHaapT He MOXKeT BbITh MOMHOCTLI0 UMK YACTUUHO BOCNPOM3BEAESH, TUPaXKMpOBaH U pac-
NpoCTPaHeH B ka4ecTee ouuManbHoro naaanusi 6es paspeweHns GegepansHoro areHTcTBa No TEXHWYECKo-
MY PErynMpoBaHWUi0 U METPONOMMK
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BeegeHune

HacToswwwmi cTaHaapT onpenenser TeneMeTpMYeckyia NpoToKon ¢ agantveHoi nonocoi (LoRaWAN RU),
ONTUMM3NPOBAHHLIN 4NS OKOHEYHLIX YCTPOWCTE ¢ 6aTapeiHbiM NUTaHWeM, KoTopble MoryT ObiTe MOGHUMBHEIMK
MM CTAUMOHAPHLIMH.

B 6asoBoun koHdwmrypaumu cete LoRaWAN RU wvmeer Tononoruio «3seafga na 3sean» (star-of-stars). B
paclinpeHHon kKoHburypauun cetb LoRaWAN RU moxeT uMmeTb KOHMUrypaLuuio, 3aM0XEeHHYI0 paspaboryu-
KOM B OKOHeudHoe ycTpoictao (P-2-P, Mesh- -CeTu u Aap. ). B 6230BOI KOHUrypaLuM LWNO3bI peTPaHcnupyoT
COO0BLLEHNS MeXay OKOHEUHBIMI YCTPOMCTBAMN 1 LIEHTPanbHLIM CepBepoM ceTi. CepBep CeTU MapLLpyTH-
3UpYeT NakeTbl C KaxJoro ycTPOWCTBA CeTW HA CODTBETCTBYIOLUUIA CEPBED NPUNOKEHWA.

N3l nogkno4aTea K cepeepy ceTu vepesd |P-coegrHeHmna. OKOHEYHbIE YCTPONCTBA MCMNOMNb3YHIT
NpAMYI0 Nepeaavy AaHHbIX Ha OOMH WU HECKOMbKO LMI30B C NMHEAHO-4acTOTHOK Moaynsumei . O6-
MEH OaHHbIMW ABYCTOPOHHWIA, OAHAKO npeanonaraercs, YTo0 06bem AaHHbIX B BOCXOAALLEW NTMHWA CBA3N
(OT OKOHEYHOTO YCTPOWCTBA K cepeepy ceTu) BydeT npeobnagaTe Hap obbeMoM AaHHBIX B HUCXOAALWEN
NUHUW CBA3MW (OT CEpBEpA CETU K OKOHEYHBLIM YCTpOMCTBaM).

CBfA3b MeKOy OKOHeYHbIMW YCTPOWCTBaMMW W LUMKO3aMu pacnpefenserca Nno pas3nuyHbiM YacTOTHbLIM
KaHanam v CKOpoCTAM nepegadn gaHHbix. Beibop ckopocTu nepedadv faHHbIX — 3TO KOMAPOMUCC Mexay
MaKCUMaIbLHON AANbHOCTLIO CBA3N U MUHUMAINEBHOW NPpOAOIIKUTENBHOCTEIO0 coobllenns B paguoadupe. Oa-
HOBpPEMEHHas CBf3b C Pa3HbIMU OKOHEYHbLIMKW YCTPOWCTBAMMU HA OAHOW YacToTe, HO C PasHbIMWU CKOPOCTSMU
nepenayn AaHHbIX HE co3aaeT B3auMHbix nomex. CkopocTs nepegaqyu gaHHeix no npotokony LoRaWAN RU
coctasnset ot 0,3 go 50 kBut/c. YTobbl MaKCHMMankHO YBENUYUTL BpeMS aBTOHOMHOW paboThl OKOHEYHbIX
YCTPOWCTB W 0DLWYI0 NPONycKHY cnocobHOCTL CeTW, CepBeR CeTW MOMEeT yNpasnATbk GKOPOCTbIO nepenaqv
AaHHBIX 1 BbIXOAHON MOLWHOCTLIO paavonepeaartyvka AN KaxAoro OKOHeYHoro yeTpoicTsa MHansmayansHo,
NnocpeacTBomM CXembl aganTUBHOW CKOpOCTK nepegayn aadHelx (ADR, adaptive data rate).

OkoHeYHble yCcTpOMCTBa MOTYT nepegasBaTb AaHHble no Mbomy OOCTYMHOMY YacTOTHOMY KaHany B
noboe Bpems, UCMoNbays Mwbyio AOCTYNHYIO CKOPOCTL Nepedadu daHHbIX, ecnu cobnogalTes cneayowmne
npaeuna:

- OKOHEYHOEe YCTPOMCTBO ANS KaXOoi nepenayu BbIGUpaeT YacToTHEIR KaHan nceBgocnyyaiHsIM obpa-
30M. ﬂaHHOB pacnpejenedHve no 4acToram AenaeT CUCTEMY CBA3N bonee yCTDﬁ'—II.-‘IBDI:! K noMexam;

- OKOHeYHOe YCTPOWCTBO Y4YUTbIBAET OrpaHuYyeHWe Ha MakcuMmanbHbld pabodyuil UMKN nepegaqn
(DutyCycle) gna ucnonsayemoro AMana3oHa 4acTor;

- OKOHEeYHOEe YCTPOWCTBO Y4YMTbIBAET OrpaHn4YeHWe Ha MaKkcumanbHylo ANWTenbHOCTL nepeaaqn
(TimeOnAir) ons ncnonb3yemMora AovanasoHa 4acToT.

Mpumevarnne — MakcumansHeli pabo4nia LMK Nepeaaqn  MakcumManbHas ANMTENbHOCTL Nepenaqn Ha Kax-
Obli NOAONANa30H ABNAIOTCH PETVOHANbHBIMKA NapaMerpamn n onpegenets: B 6.1.

B paguokanane ucronbayetcs TYM-moaynauns’ , agantupoBaHHas Ans YCTPONCTB G HU3KUM SHEpro-
noTpebneHnem v HU3KOM CKOPOCTLIO Nepeaayn. B HacToAwWweM cTaHOapTe YCTPOWCTBA, peanuayloline gyHk-
UMOHaNBHOCTL B o6beme Bonbluem, YeM ANA knacca A, Ha3bIBAOTCA «OKOHEYHbLIMW YCTPOMCTEAMM BbICLIEro
Knacca».

" LWUNi03bl TAKKE M3BECTHBI KAK KOHLIEHTPATOPb! UMW Ba30BkIE CTaHLMM.
* OKOHeuHbIe YCTPOMCTEA Talcke HA3bIBAIT «MOTaMuy.

™ B HacTosieMm cTaHgapTe He paccMaTpUBaeTcs Nofaepkka NPOMERYTOUYHBLIX 3NMEMEHTOB — MOBTOPUTENEA U
paccMaTpuBaIoTCA OrpaHUHEHNS NOMEe3HON Harpyaku AN M3aepKeK MHKkancynauny. MNosTopuTents onpeaenex Kak ucnoms-
ayowwmia npotokon LoRaWAN RU B ka4ecTee mexaHnama obpaTHoro peinca.

" IluHeRHan YacTOTHAA MOSYNALUMS.
v
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HAUMWOHANBbBHBLWA CTAHOAPT POCCHMMUNCKOW EOEPAUMUMN

WHdopmaunoHHbie TEXHONOrMKM
WHTEPHET BELLEN
Cneuudmkauun LoRaWAN RU

Information technology. Internet of things. LoRaWAN RU specification

[aTa eBegenuna — 2024—07—01

1 O6nacTb NpUMMeHeHuUs

Llenbto HacTosiWero crtaHgapTa ABNAETCA Co3gaHUWe OCHOBLI ANA CKOOPAWHWMPOBAHHOW pazpaboTku
uHbpacTpykTypsl B 06nactn uutepHeta seuen (loT, Internet of Things).

O6nacTblo NpUMEHEHWs ONWMCAHHOW B HACTOSLWEM CTaHOapTe TEXHONOrMu CBsAsW siBNAeTcs obmeH
OaHHbIMK ¢ BbITOBBIM M NPOMbIWNEHHbIM 06opyaoBaHKem (Npubopbl, AaT4rKM, NNomMBbl, MCRONHUTENbHBIE
YCTPOWCTBA W T. M.), UMEHLLUM CBOWNCTEA:

- HM3Kne TpeboBaHWsa K NPoNyCcKHOM cnocoBHOCTM KAHANOB CBA3M,

- BbICOKKWE TpeﬁOBaHHﬂ K HOMGXOYCTDF"I‘-IMBOCTM KaHanoe CBA3M;

- Bblcokue TpeboBaHua K BpeMeHW aBTOHOMHOM paboTkl (0o 10 neT u Bonee),

- NpegHasHaveHbl Ana XpadeHus u/unu nepegaqv obuiefocTynHoi nHopmauum n uHopmauuw orpa-
HWYEHHOTO JOCTYNa, He coepXallieh cBefeHWi, OTHOCUMEBIX K rOCyaapCcTBEHHOW TavHe (KoHWaeHUWansHas
uHchopmaLna);

- HE NpedHasHa4eHbl ANA XpaHeHua u/unu nepegayv MHgopmaumm, cogep:allen cBedeHWs, CoOCTaenA-
HOLKMe rocyaapCTBEHHYIO TailHY.

HacTtonawmi ctakgapt 6ecnpoBogHor cesAsn obecneyrsaeT 0OpaTHYH COBMECTMMOCTEL CO CTaHgapTamm
LoRaWAN v.1.1 final release 11.11.2017 (kpome ycTtpokicte knacca «B») n LoRaWAN v.1.0.2 final 07.2016
(kpome ycTpoiicTe knacca «B»).

BbiGOp KOHKpPETHLIX anropuTMOB LWWUMbPOBaHUA AaHHLIX onpefenseTt pa3paboTynk OKOHEYHOro YCTPOM-
CTBa B 3@BMCMMOCTW OT LENeBora HadHa4yeHWs OKOHEYHOro YCTPONCTBA WM AENCTBYHLLMX HOPMATWBHBLIX OO-
KyMeHTOB. Hanpumep, ANs CUCTEM Knacca KpUTU4eckol uHgopmaunoHHon nHppacTpykTtypsel (KUKM) moryT
Mcnonb30BaThCs KpunTorpacduyeckwe npeobpasoBaHus. McnonkayemMsble B OKOHEYHOM YCTPONCTBE anroput-
Mbl WWhPOBaHWA SaHHbIX JOMKHEI BbiTh YKasaHbl B 3KCNNyaTalMOHHOA JOKYMEHTaUnK Ha COOTBETCTBYHLIEE
OKOHEYHOE YCTpoNcTBO. PEKOMeEHAYeTCA ncnonb3osaTe anroputm GnovyHoro wudgposarus. Onucadue u Bbl-
DOp KOHKPeTHbIX anropuTMOB WKdPOBaHWA OaHHbIX BbIXOASAT 32 paMKM HAacToALWEero cTaHgapTa.

B HacToswem cTaHaapTe enonb3yloTes cnegywne hopmMaTthel 3anvcei:

- MAC-komangb! 3anuceiBatotes B popmate LinkCheckReg;

- KOHCTaHThl 3anuckieatoTca B hopmate RECEIVE _DELAY1.

B HacToAwem cTaHgapTe CTpYKTypa coobLeHWi U3NOXeHa C y4eToM:

- nopAaka cnegoeaHuA BanToB U BUTOBR ONa Bcex noneil — «oT Mnaglwero K ctapwemy» (little-endian);

- buta RFU (Reserved For Future), o6o3Havatouero none ansa Gyayulero ncnonb3osadus. Mo ymonya-
HUIO JaHHBIN DUT JomKeH ObITh YCTAHOBMNEH Ha HYNb NepefaTyukoM CoobLLeHWA M NPOUrHOPUPOBaH Ha Npu-
E€MHOW CTOpPOHE.

WapaHwe odhuymanbHoe
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2 HopmaTuBHbIE CCbINKU

B HacTosWeM cTaHOapTe MCNoNb3oBaHa HOPMaTUBHAs CCbiNKa Ha cneaylowmMia ctaHaapT:
[OCT P MCO/M3K 7498-1 MHdopmaunoHHan TexHonorua. B3anmocBA3b OTKpeITeIX cucTem. Basoean
aTanoHHas mogene. Yacte 1. bazoeaa mogens

MpumevyaHue — lNpu NONL3OBAHWKA HACTOALLMM CTAHAAPTOM LieneconBpasHo NpoBepuThL AelCTBUE CobiNoy-
HbIX CTEaHAAPTOB B MHHOPMALMOHHON cucTeMe 0BLEero Nons3oBaHna — Ha odmyuansHom caite denepansHoro areHT-
CTBA M0 TEXHWYECKOMY PErYIMPOBaHNIO U METPOMNOMMK B CETU VIHTEPHET UMK N0 EXerogHoMy WHAOPMaLUOoHHOMY YKa3a-
Teno «HaunoHarnksHble CTaHAapTLI», KOTOPbLIA ONyBNUKOBaH MO COCTOSHMIO Ha 1 AHBAaPs TEKYLero roAa, U rno Bbifnyckam
exemMecaYHoro MHhopMaUMoHHOro ykasatens «HauvoHansHele cTaHaapTe!» 3a TekyWwmil rogd. Ecnu 3ameHeH CCbinouHbIi
CTaHpapT, Ha KOTOpbIN JaHa HegaTMpPOBaHHas CCbiNKa, TO PEKOMEHOYETCH MCNOMb30BaTe AEMCTBYIOLLYIO BEPCHIO 3TOr0
CTaHgapTa ¢ y4eTOM BCEX BHEGEHHbLIX B JaHHYI0 BEPCHMI0 M3MEHEeHWA. ECNU 3aMeHeH CCbINOYHbLIA CTaH4AapPT, Ha KOTOPLIA
faHa AaTMpOBaHHaA CChIMKa, TO PEKOMEHZYeTCs MCNONL30BaTh BEPCUI0 3TOF0 CTaHAApTa C YKasaHHbIM BblLIE roaoM yT-
BepaeHud (npuHaTUa). Ecnu nocne yTBEPXOEHWA HACTOALWEro CTAHAApTa B CChINOYHLIN CTAHAAPT, HA KOTOPLIA AaHa
LAaTMPOBaHHAsA CCbINKa, BHECEHO M3MEHEeHWe, 3aTparvBaloLlee NONoXeHWe, Ha KOTOpoe AaHa CCbiMKa, TO 3To NonoXeHue
pekoMmeHayeTcs npuMmenHaTe 6ea yueTa gaHHoro uaMeHeHus. Ecnm ccelNoYHbLIM cTangapT oTmeHeH 6ea 3ameHel, To nono-
MEHWE, B KOTOPOM AaHa CCbINKa Ha HEro, PEKOMEHOYETCH NPUMEHATE B YaCTW, HE 3aTParuBalowen aTy Cobinky.

3 TepmuHbI M onpegeneHns

B HacToAwem craHaapTe npumeHeHsl TepMmuHel no FOCT P UCO/M3K 7498-1, a Takke cnegyiowme
TePMWHELI C COOTBETCTBYIOLLMMIK onpeaeneHusMu:

3.1 akTmeBauma (activation): Mpoueaypa NpncoeguHEHNA OKOHEYHOTO YCTPOWCTBA K CETH.

3.2 akTiBauusa «no Bo3ayxy»; OTAA (over the air activation, OTAA): Cnocob akTMBaUUKN OKOHEYHOTo
YCTpOWCTBA B CETW Yepes 3anpoc-0TeeT.

3.3 akTMBaUuMA Yepes nepcoHanusaumi; ABP (activation by personalization, ABP): Cnocof aktuea-
UMK OKOHEYHOTO yCTpofacha B CeTh 4Yepea npegycraHoOBlNEeHHbIE NapamMeTpbl KOHTEKCTa ceaHCca CBH3N.

3.4 KoHTeKcT ceaHca cBA3n (session context): Habop napameTpoB ceTeBoOro ceaHca u NapameTpoB
ceaHca NPUNoKeHUs.

3.5 mHoroagpecHas pacckinka (multicast): Pexum nepepauu Hucxogauwero cooblyeHMa HEeCKOMbKUM
OKOHEYHbIM YCTPOWCTBaM OAHOBPEMEHHO.

3.6 okoHewHoe ycTpowcTBo (end-device): MporpammHo-annapaTtHoe pelleHue, SBNSLLEECA Y3roM
CeTH, KOTOPbIA MOxeT oBMeHnBaTbeA coobleHuaMmy no npotokony LoRaWAN RU.

3.7 napameTpbl ceaHca npunoxeHMa (application session parameters): HaGop knwoYyei u cYeTYMKOB,
noaaepxuWeaemMblil OKOHEYHBLIM YCTPOMCTBOM W CEPBEPOM NPUNOXKEHNUIA.

3.8 napameTpbl ceTeBoro ceaHca (network session parameters): Habop kntouei 1 cHeTynKoBs, noa-
Aep>XXMBaeMblil OKOHEYHbIM YCTPOWCTBOM W CEPBEPOM CETU.

3.9 pa6ouuin uukn yctporctsa (duty-cycle): BeapaamepHas BenuumHa, o6paTHan CKBAKHOCTW U paB-
Has OTHOLIEHUWIO ANTUTENLHOCTY Nepenasaemoro pagnocoobleHns K nepuony nepegayu.

3.10 ceaHcoBbIW KntoH (session key): NMpom3BogHbIA KNHOY OT NEPBUYHLIX KIMOYER, XPaAHSALIMXCHA B OKO-
HEYHOM YCTPOWUCTBE.

3.11 uplink-kanan (uplink): KaHan cBs3n Bocxogawmx coobLIeHnin 0T OKOHEYHOIO YCTPOWCTBa K cepBe-
py CeTu.

3.12 downlink-kanan (downlink): KaHan ceaan HUCXoAAWKMX coobLUEHWI OT cepBepa CeTH K OKOHEeYHOo-
MY YCTPOWCTBY.

4 CokpaweHus n obozHa4yeHus

B HacTosAWeM CTaHOapTe nNpuMeHeHbl Cnegylouine cokpalweHnsa ob603Ha4YeHna:

o3y — onepaTvBHOE 3arnoMWHaloLWee YCTPOWCTRO,

MIC — KOQ UenocTHOCTH coobLeHns;

AppKey — MNpUKNagHo# nepBUYHbLIA KNKY OKOHEYHOro YCTPOWUCTRA;

AppSKey — CEeaHCOBbIN KMY NPUNOMEHWs — ANS KOQWPOBaHWA MPUKNaAHbLIX AaHHLIX B

HUCXOOALLNX WU BOCXOAALNX COOBLLEHNAX;
DevAddr — KOPOTKWI agpec OKOHEeYHOro yCTpPOMCTEa;
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DevEUI MOEHTUPUKATOP OKOHEYHOrO YCTPORCTBA;

DevNonce MAEHTUMKATOP 3aNPOCOB Ha NPUCOEAMHEHWE K CETH;
FNwkSIntKey CEeTeBOW CeaHCOBbIN KoY LeNOCTHOGTU BOCXOAALWMX CO0DLIEeHWIA;
JoinEUI WAEHTUEMKATOP CepBepa NpucoegvHeHus K cetu;

Join-Accept NoAaTeepXaeHWe NpucoeauHeHns (NnepenpucoeqnuHeHuns) K cetu;

Join-Request

3anpoc Ha npucoegnHeHne K CeTh,

JoinNonce uMageHTuguUKaToOp NOATBEPMKAEHUA NpUcoeaMHeHMn (nepenpucoeduHeHns) K
CeTu;

JSEncKey Kntod kogupoeaHua Join-Accept B cnyvae nonydeHua sanpoca Rejoin-Request;

JSIntKey KN4 LeNnocTHOCTH Bocxoasalero coobueHuna ¢ saanpocom Rejoin-Request nep-
BOro TMNa W HUCxoaswero coobueHus oteeta Join-Accept;

NwkKey CEaHCOBbIN MepPBUYHBIN KIMOY OKOHEYHOro YCTPOWCTBA;

NwkSEncKey CEeTeBOW CEAHCOBLIA Kntov koaupoBaHus MAC-KOMaHa B HUCXOASALLMX U BOCXO-

Rejoin-Request

RFU
SNwkSIntKey
«||»

«[xy]»
«Padg»

OALMX COOBLWEHNSIX;

3anpoc Ha NOBTOPHOE NPUCOEAMHEHUE K CeTu;

3ape3epBMpOBaHO ANA ByayWnX NPUMEHEHHH;

CETEBOW CeaHCoBbIi KNioY LIeNOCTHOCTU HUCXOOSLUUX COOBLLIEHUIA;

3HaK KOHKaTeHaLuW CTPOK;

nocrneaoBaTenbHOCTb BUTOB, rae «x» — cTapuwnil 6uT, a «y» — Mmnagwmin our;

hyHKUMA fnoBasneHusa Hyneebix BalnToB Takum obpasom, 4Tobel obwas anuHa
OaHHbIX cTana kpatHou 16.

5 Knaccbl ycrponcts LoRaWAN RU

Bce okoHeuHble YCTPOoMCTBa AOMKHEl peannaoeaTte 6azoByo yHKLMOHANBHOCTL Knacea A, onpeaeneH-

HOroO B HACTOALLEeM cTaHgapTe.
HekoTopble OKOHEYHbIE YCTPOWCTBA MOrYT AONONHUTENbHO PEanM3nBaTb BAPWAHT NPOTOKONA C U3Me-
HEeHWeM Ao knacca C, onpegeneHHoro B HacTofAllem ctaHaapTte. [lioboe oKOHeYHOE YCTPOWCTBO AOMKHO Nog-
[EepPXWBaTL COBMECTUMOCTL C Knaccom A.
Cets LoRaWAN RU paznwdaer DasoBwil Knacc yCTROWCTR (Knacc A) W Knacc ¢ OONOMHWTENBHBIMK
yHkumamu (knacc C) (cM. pucyHok 1).

MpunoxeHue

MAC
Onuun MAC

Mogynsauua

RU EU EU us
864 868

PervoHankbHble

433 915 e S

Pucyrok 1 — Knaccel yerporcts LoRaWAN RU

[lByHanpaBneHHble OKOHeYHble ycTpoicTBa (knacc A): OKOHeYHble YCTPOICTBA Knacca A npegHasHa-
YeHbl Ang obecneveHus AByHANPaBMNEHHOW CBA3KM, B KOTOPOM 3a Ka)aoi nepeaayei coobLLEHUS OKOHEUHbLIM
YCTPOWCTBOM B BOCXOASILLYK NWHUK CBA3WM CNedyHoT [Ba KOPOTKWX OKHA npuema ONA HUCXOOSLLEN NMHUM
CBA3WU. VIHTEHCMBHOCTL NepegdayM KaxablM OKOHEYHbIM YCTPOMCTBOM 3aBWCWT OT ero co6CTBeHHol noTpet-
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HOCTW B CBA3KM C HEDONLLLIWUM OTKNOHEHWuem BpemeHW Ha4Yana nepegaqu CODGLI.I,EHHQ Ha CJ'I)"-{B!:"IHYFO BENUYKNHY
(npotokon ALOHA). Knacc A oBecneyvBaeT 3KOHOMMWYHbIA pacxon 3Heprud M NOAXOAMT B Cnydasix, Korga
npuemnema cessb No HACXoAsILLEN NUHUM CBA3W OT cepBepa TOMbLKO Nnocne nepegaqu no Bocxoasilen NMHUKU
ceaAzn. Cepeep ceTi ANdA nepegayv cooBLLEHWA NO HUCXOASLLEN NMHUM CBA3K OOMKeH A0XKAaTECA cneayLle-
ro cooBLUeHWsA OT OKOHEYHOro YCTPOWCTBA NO BOCXOASLLER NUHNW CBA3W.

[syHanpasneHHble 0KOHEYHbIE YCTPOWCTBA C MaKCMMarbHbIMW OKHamm npuema (knacc C): Y oKoHeYHbIX
ycTpoicTe knacca C Bonbliylo YacTe BpPEMEHW OTKPLITO OAHO M3 OKOH MpUeMa (3a MCKMIoYEHWEM BPEMEHM
nepega4n cooblieHns no Bocxoaawein nuHuy ceAsn), OkoHevHoe ycTponcTeo knacca C ByaeT pacxogosaTh
Bonblue 3Heprn No CpaBHEHMIO C YCTPOWCTBOM Knacca A, HO Npu aTOM UMETE MUHUMANBHYIO 3aJepXKy nepe-
Aauun coobLieHus oT cepaepa CETU K OKOHEUHOMY YCTPORCTBY.

6 OxoHeu4Hble ycTpoWcTBa Knacca A

6.1 PeXxuMbl CBA3U U OKHa NPMEeMa B OKOHEYHbIX YCTpOMCTBaxX Knacca A

6.1.1 Pexumbl CBA3M OKOHEYHOrO yCTPOWCTEA

OkoHeYHOe YCTPONCTBO pas3nu4yaeTt ABa pexumMa CBA3M:

- Nepegaya BoCXoaALEro coobLlweHna K cepBepy CeTw;

- NpYeM HUCXodALWero coobleHus OT cepeepa ceTu.

Hacrtosiwmit npoTtokon npeanonaraer Hanuyue Mexay OKOHEeYHbIM YCTPOARCTBOM W CEPBEPOM CETM Of-
HOMO HUCXOOALULEero paguokaHana M MHOXKeCcTBa BOCXoaAwWnx paguokaHanos. C uenbio NoBbILEHUS EMKOCTH
HUCXOOAllero paguokaHana B CTPYKTYpe HWUCXoOofaulero COOSLLI,SHMH OTCYTCTBYEeT none «LlHI{I'IHHECI{aﬂ KOH-
TponeHasa cymmas (CRC).

6.1.2 OkHa npuema (knacc A)

[Nocne kaxnon nepefayn BOCXOO4ALLEro coobLeHnA OKOHeYHOoe YCTPOMCTBO OOMKHO OTKPLITH ABa KO-
POTKNX OKHa npuema. MoMeHT OTKpbITUA 0KOH RX1 n RX2 npuema HUCxoasWmMx cooblUueHMn 3a0aeTcs OTHO-
CUTENbHO BPEMEHM OKOHYaHusa nepefaquv Bocxogsulero coobueHus (pyucyHok 2).

MNepepada RX1 RX2

I
Bpems nepesaqun RECEIVE_DELAY1]
1

OT OKOHEYHOTO YCTPORCTBa

RECEIVE_DELAY2

PucyHok 2 — BpemeHHble CermeHThl NMpUeMa OKOHEYHOrO YCTPOMCTEA

6.1.2.1 Kanan, ckopocTs Nepefaqmn gaHHbIX U BpeMs OTKPbITUS MEepPBOro OKHa npuema

lMepBoe okHo npuema RX1 ncnonbayer YacToTy, 3Ha4eHWe KOTOpPOA 3aBUCUT OT YacTOThl B BOCXOASLLER
NNMHWKW CBA3W, W CKOPOCTb NprMeMa OdaHHbIX B OKHE RX1, KOTOpaA 3aBUCWT OT CKOpPOCTW nepegaYvn OAaHHbIX
npeabiaywiero Bocxogawero coobulennsa. OkHo npuema RX1 otkpeiBaetca ¢ 3agepxkoin RECEIVE_DELAY1
cekyHz, (+/- 20 mukpocekyHa) nocne okoHYaHus moaynaumm socxogawero coobuwenns (RECEIVE_DELAY1 n
RECEIVE_DELAY?2 onpepenenrbl B 9.1.8). OTHoweHne Mexay CKOPOCTbIO Nepefayn AaHHbIX B BOCXOAALWEN
NWHUKN CBA3W W CKOPOCTBLIO Nepefadvy HUCXOAALWMX AaHHbIX B okHe npuvema RX1 sBnaeTcA pervoHanbHbIM
napameTpoMm W onpegeneHo B 9.1.7. lNo ymonyaHWio CKOpoCcTs NepefayYym HucxoasaLwero coobeHms B nepsom
okHe npuema RX1 paBHa ckopocTu nepegayn AaHHbIX, UCMONb30BaHHOW NPU Nepeaaye nocneaHero BoCXoas-
wero coobuieHus.

6.1.2.2 KaHan, ckopocTb Nepefayu faHHbIX U BpeMs OTKPLITWSI BTOPOro OKHa npuema

Bropoe okHo npuema RX2 ucnonb3yeT hukCMpoBaHHO 3aAaHHble 4acToTy NpUeMa M CKOpOoCTk nNepeaa-
Yn AaHHbIX W OTKpeiBaeTcs ¢ 3agepxkon RECEIVE_DELAY2 cekyHa (+/- 20 MMKPOCEKYH/,) NOCINe OKOHYaHWUA
Moaynaumm socxogsauwero coobueHna (RECEIVE _DELAY1 w RECEIVE_DELAYZ onpeaenedbl B 9.1.8).
YacToTa 1 ckopocTk nepefayun AaHHbIX, ucronbsyemble B okHe RX2, moryT GbiTe M3MEHEHBI G MOMOLLBIO
MAC-komaHpg (cm. 6.3). 3Ha4eHUa 4acToThkl M CKOPOCTU Mepefdaqu AaHHbIX MO YMOMNYaHWUIO ABNAKTCA
pervoHaneHbiMW NapameTpamMn 1 ykasasbl B 9.1.8,

6.1.2.3 InnTenbHOCTL OKOH Npuema

[nuHa okHa npuema fomkHa BblTb HE MEeHee BpeMeHW, HeobXxoaMmMoro paguonpuemMHUKY OKOHEYHOro
ycTponcTea Ans agphekTMBHOMO pacnosHasaHna npeambynbl HUCxoAsALWero coobuieHns.
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6.1.2.4 AkTMBHOCTL NPUEMHUKA BO BPEMS OKHa npyvema

Ecnu none «[lpeambyna» (Preamble) o6HapyxeHo BO BpeMs OAHOMO M3 OKOH Mpuema, TO paguonpu-
EMHWMK OCTAeTCsl akTUBHBLIM [0 OKOHYaHWs Aemoaynauun Hucxogsauwiero coobuenus. Ecnu coobuieHne pac-
Nno3HaHo WM 3aTem AeMOAyNMpPOBaHO B Mpefenax nepeoro okHa npnema RX1 u kagp bein agpecoBaH aTomy
OKOHEYHOMY YCTPOWCTBY nocne nposepky agpeca u MIC, TO OKOHEMHOE YCTPOWCTBO HE AOMKHO OTKPLIBATh
BTOpOE OKHO npuema RX2.

6.1.2.5 OTnpaeka cooBlLUeHUs Ha OKOHEYHOe YCTPOMCTBO

Ecnw HeoGxogumo nepenatb OKOHEYHOMY YCTPOWCTBY HUCXogAuwee coobluleHne, To cepeep ceTu gorn-
»KeH UHULMMPOoBaTk Nepegady TOYHO B Hayane xoTs Bkl OAHOro M3 ABYX OKOH npuema. Ecnu Hucxopdauwee co-
obleHue nepenaeTca B TeueHe 060UX OKOH, TO [OMKHLI NEPEAABATLCA UASHTUYHBIE NAKETHI B KaX40€e OKHO.

6.1.2.6 NpumeyaHne ob okHax npuema

OkoHe4YHoe YCTPOMCTBO He JOKHO NepefasaTh cnegdytLllee Bocxoasiee cooblueHne 0o TOro, Kak no-
ny4yuT HUCXoasALee cooblleHre B NEpBOM UKW BTOPOM OKHE NpuemMa, OTKpLITOM no pakTy npedsbiayLel nepe-
[la4K, UNK NoKa He 3aKPOeTCA BTOPOE OKHO NprWema, OTKpbIToe no hakTy npeasiayllen nepeaadu.

6.1.2.7 MNpuem vnun nepega4a no ApyruM NpoToKkonam

OKOHEeYHOe YCTPOMCTBO MOXET NPUHUMAaTEL UMK NepenaBaTh AaHHbIE N0 APYrMM NpoToKonam B cBoboa-
HbIE MPOMEXKYTKM BpEMEHW Mexagy nepegadein no npotokony LoRaWAN RU v okHamw npuema RX1/RX2 go
Tex nop, NoKa yCTPOMCTBO He HapYLIWT PeroHanbHeIX PErynaTOPHLIX orpaHyyeHuid M TpeboBaHwuit NpoTokona
LoRaWAN RU.

6.2 ®opmar coobleHun Ha MAC-ypoBHe
CrpykTypa BoCxopsawero paguocooblieHva Ha puan4eckomM ypoBHe NpuBeaeHa Ha pucyHke 3.

DUINMECKWIA YDOBEHE PAIHOCO0BLYEHNR

Preamble | PHDR | PHDR_CRC PHYPayload CRC
fobasnaeTcs Beluncnexue MIC c NwkSkey
ERAAIRRtEneed 1 Gait ot 0 go M Gaitos 4 Ganrta
PYPayload; - MHDR MACPayload MIC

0 unn 1 Gait ot 0 Ao N Gaitoe !

Busi 7..5| Burei 4..2] Burs 1.0| MAGPayload: FHDR FPort FRMPayload <-IJ MenszoseTenscrine

MType RFU Maijor LanHs e
L = 1l e J {m MAC-kcmaHga)

Or0ac15 AaK0ANPORAHD KNHOHGM
4 Gaiita 1 BGanr 2 Baita  Gakitos

AppSKey (nnn NwhkSKey)

FHDR! | DevAddr | FCirl FCnt FCOpts

.
r )
Bur 7 Bur & Bur 5 But 4 Butel 3.0
ADR | ADRACKReq | ACK | RFU | FOptsLen

PucyHok 3 — CTpykTypa BOCXoAsLWero pagvocoobileHus Ha (husnyeckom ypoBHe

CTpyKTypa HMCxoasllero pagMocoobiieHia Ha hU3UYEecKOM YPOBHE NPUBEAEHA Ha PUCYHKE 4.
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Duanyeckuil ypoBEHL PAAMOCO0BLUEHUA

Preamble | PHDR | PHDR_CRC PHYPayload
OoBaensnetca Bemucnenne MIC ¢ NwkSkey
el 168iT o7 0 40 M GaiTos 4 Gavira
PYPayload._4 MHDOR MACPayload M

0 wnw 1 Gaur ot 0 go N GaiTos

iy

Buth! 7..5| Burst 42 Burre 1..0|
MType RFU Majar

MNoneaoRaTensciie
AatHuie
(nm MAC-xomEHaa)

MACPayload: FHOR FPort FRMPayload <<

0104015 SAKOANPOBAHE KNKGHOM
4 Gaiita 1 Gair 20anta  Cawroe AppSKey (Mnu NwkSKey)

FHDR:| DevAddr | FCirl | FCnt FOpts

A

Bur 7 But 6 But 5 But 4 Buthl 3.0

ADR RFU ACK FPending FOptsLen

PrcyHok 4 — CTpyKTypa HUCXOOALLEro paavocooblueHms Ha (nandeckom ypoBHe

CrpykTypa Bocxogswero pagnocoobilieHns ¢ 3anpocom Ha NprcoeanHEHNne K CeTU NpuBedeHa Ha pu-
cyHke 5.

DUaMHECKUA YPOBEHE PAANOCOOBLLIEHHS

Preamble PHDR | PHDR_CRC PHYPayload CRC
DoBaanserca Beluucnenue MIC ¢ AppKey
PAMONPUEMHUEOM -
1 Bair 4 bayita
PYPayload:] MHDR Join-Request (HezakognpoBaHHLIA TEKCT) MIC
8 GaAToB 8 GanTon 2 BanTa
Join-Request: JelnEUI DevEUI DevMonce

PI."ICYHOI( 5— CprKTypEI BOCXOOALIEro panmocooﬁmel-mn C 3anpoCcoM Ha npucoenHeHWe K CETH

CrpykTypa Hucxopsuwero paavocooblieHna ¢ NoaTeep)AeHWenM 0 NPUCOeAUHEHUN K CETU NpuseaeHa
Ha pucyHke 6.

DPUaMIEcKUi yposeHs paarocooBLeHA

Preamble PHDR PHDR_CRC PHYPayload
Aocbaenaerca
PAOMONPUBMHIKD
eI SavopmpoBaHo (HO DaKTMHeckH QeKoowpoeato) ¢ AppKey
BrMvcneHwe MIC c AppKey
1 Bar 4 GaiTa
PYPayload: | MHDR Join-Accept MIC
3 Bavta 3 Ganta 4 GaiTa 1 Gawr 1 Gawr 0 unu 16 GaiTos
Join-Accept: | AppNonce NetlD DiewAddr DLSettings RxDelay CFList

PucyHok 6 — CTpyKTypa HUCXOAALLEro paauocoobUieHs G NOATEEPXAEHUEM O MPUCOBVHEHUN K CETK

Mone «lMpeambyna» (Preamble) nmeet anuHy 8 cumsonos NNYM 1 npeaHasHayeHa ons CHHXPOHW3aL MK
NPUMeMHOro YCTPOMCTBa nepeq AemMogynupoBaHiem pagnuocooblleHus.
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B pa,qmocooﬁmel-mﬂx WCNONbL3YeTCH peXxuM ABHOID 3aronoBKka paguonaxkeTa, B KOTOprtT‘I BKNMKOYeHbl None
«Puznyecknin 3aronosok» (PHDR) u none «KoHTponbHas cymma tpmandeckoro 3aronoska» (FHDR_CRC).

B none «®wnanyeckun saronosok» (PHDR) nepegaerca: anuHa nonsa «JaHHele» (PHYPayload) B Gai-
Tax, macwTab kona wenpasnenus olwmnbok u Hanuuue/oTcyTeTeue nonsa «Lluknnyeckasn KOHTponbHas cymma
(CRC).

Mone «Uuknuyeckasa koHTponbHasa cymman» (CRC) umeet anuHy 2 Hanta v npegHa3HadeHa Ans KoOHTpo-
ns uenocTHocTy nona «daHHeie» (PHYPayload).

Mone «[lanHbie» (PHYPayload) nmeeT oamH na cnegywowmnx popmaros:

- B BOCX0AsflWeM W HucxopAwem coobleHwax none «fanHHele» (PHYPayload) HaunHaeTcs ¢ nons
«MAC-3aronoeok» (MHDR) paamepom 1 6aiiT, 3atem nepegaetca rnone « MAC-coobuiernne» (MACPayload), u
3akaH4ymsaeTcsa nonem «Kopf uenocTHocTu cooblenna» (MIC) pasmepoM 4 BanTa.

Mone «MAC-zaronosoks (MHDR) onvncaHo B 6.2.2.

Mone «MAC-coobuweHne» (MACPayload) onucaHo B 6.2.3;

- B cooBLleHUN C 3anNpocoM Ha npucoeflHeHune K cetu none «[aHHbie» (PHYPayload) Ha4uHaeTcs ¢
nons «MAC-3aronosok» (MHDR) pasamepom 1 6ainT, 3atem nepegaercs none «3anpoc Ha NpPUCOEANHEHWE K
cetu» (Join-Request) nnu «3anpoc Ha NOBTOpPHOE NpucoeauHeHKe K ceTu» (Rejoin-Request), u saBepwaercs
nonem «Koa uenoctHocTu coobuenuar (MIC) paamepom 4 GaiTa. MNMone «3anpoc Ha NPUCOEANHEHME K CETU»
(Join-Request) onncaro B 6.4.2.2. MNMone «3anpoc Ha nosTopHoe npucoeauHerune k cet» (Rejoin-Request)
onucaHo 8 6.4.2.4;

- B COOBLLEHUM C NOATBEPKAEHUEM O NPpUCOeAUMHEHUU K ceTu none «[aHHele» (PHYPayload) HaunHa-
etca ¢ nons «MAC-3aronosok» (MHDR) paamepom 1 6aiT, 3ateMm nepepaetca none «[loarsepxaeHne npu-
coeguHeHus (nepenpucoeauHeHns) kK cetu» (Join-Accept). MNpu nepegave «lMogTeepxaeHve NpucoeguHeHUs
(nepenpucoegmHeHna) k cetu» (Join-Accept) none «Koag uenoctHoctk coobuwenua» (MIC) BknioYeHo B co-
CTaB nepejaBaemMbiX OAaHHbIX W HE NepefaeTcH OTAENbHLIM MNONEM. [Mone «I'Iop,TBep)K,quwe npuncoeguHeHns
(nepenpucoegmHenns) k ceTk» (Join-Accept) onucaHo B 6.4.2.3.

6.2.1 Mone «dannsie» (PHYPayload)

Crpyktypa nona «[daHHeie» (PHYPayload) npuseneHa Ha pucyHke 7.

Pazmep 1 7..M 4
(B BanTax)
DanHele MAC-3aronoeok (MHDR) MAC-coobieHne Kog uenoctHocTH cooblue-
(PHYPayload) (MACPayload) Hus (MIC)

PucyHok 7 — Ctpyktypa nona «JanHsie» (PHYPayload)

MakcumaneHaa onuHa (M) nona «MAC-coobweHve» (MACPayload) 3aBUCWT OT CKOPOCTH Nepenaqu
cooBLUeHns 1 ABNAETCA pernoHansHeiM napamerpom (cMm. 9.1.6). MNpu nepenave noaTBepPkAEHWUA NpUcoeau-
HeHns K cetu anuHa MAC-coobwenns (MACPayload) paeHa gnuHe nong «ogreepxoeHne nNnpucoegmHeHRus
(nepenpucoeauHerms) k cetu» (Join-Accept) (cm. 6.4.2.3) n none «Kon uenoctHocTu coobuenuss» (MIC)
OTCYTCTBYET.

6.2.2 Mone «MAC-3aronosok» (MHDR)

Crpyktypa nona «MAC-zaronoeok» (MHDR) ¢ ykasannem BuTos nonei npueeaeHa Ha pucyHke 8.

Buthl T 4.2 1.8
MAC-3aronoBok Tun cooblueHus RFU OcHoeHan eepcus chopmarta
(MHDR) (MType) naxHbix (Major)

PucyHok 8 — CrpykTypa nong «MAC-3aronosok» (MHDR)

6.2.2.1 Mone «Tun coobweHus» (MType)
CornacHo HacToAwemy ctaHpapTy B npotokone LoRaWAN RU paanuyatoT Bocemb pasnuyHbix TMNOB
MAC-coobweHnin (cm. Tabnuyy 1).
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Tabnuua 1— Tunsl MAC-cooBLieHWit

3HaveHue nons OnwcaHwe
000 3anpoc Ha npucoeauHeHne kK cetu (Join-Request)
001 MoaTeepxOeHwe NpUcoeavHEHWA (NepenpucoeHeHns) K ceTu (Join-Accept)
010 Henopgreepxaaemele Bocxogsawne aaHHele (Unconfirmed Data Up)
011 Henogreepiwgaemeie H1cxogawme gaHHbie (Unconfirmed Data Down)
100 MoaTeepxpoaemble Bocxogawme nadHslie (Confirmed Data Up)
101 MoaTeepxOaemble HACXoggaWMe aaHHele (Confirmed Data Down)
110 3anpoc Ha noeTopHOe npucoeanHeHue Kk ceth (Rejoin-Request)
111 Coobenna cobcTeenHoro npotokona (Proprietary protocol messages)

a) CoobuweHuns «3anpoc Ha npucoeguHeHne k ceTu» (Join-Request), «MogTeepxaeHne npucoequHeHns
(nepenpucoenvHenua) k cetn» (Join-Accept) n «3anpoc Ha NoBTOpHOE NprcoeanHeHue K cetnr (Rejoin-
Request)

CoobuleHus: «3anpoc Ha npucoeauHeHne k cetuy» (Join-Request), «logTeepxaeHrne npucoequHeHus
(nepenpucoegunHenus) Kk cetu» (Join-Accept) u «3anpoc Ha noBTopHOe npucoefdwHeHue K ceTu» (Rejoin-
Request) ncnone3yioTes B npoueaype akTveauWu no Bo3ayxy, onucaHHow B 6.4.2, u B Uensax poymuHra.

6) CoobLueHns ¢ gaHHbIMK

CoobuweHns ¢ AaHHbIMK Mcnonb3yTea ansa nepegadn MAC-KkoMaHa M JaHHbIX NPUIOKEHUIA (NpUKNaa-
HBIX [@HHbLIX), KOTOpble MOryT BbiTk 06beguHeHbl BMecTe B ogHoM coobuieHun. MoarteepxaenHoe cooblie-
HWe C OaHHbiMK, Tpebylee YBEAOMNEHWUA O NONYYeHNM COOBLLEHNA, AOMKHO BbITE NOATBEPXKOEHO NOMy-
yaTenem, B TO BpEMS Kak HEMOATBEPKAEHHOe coobueHe He TpebyeTr oTnpaskn yBegomnexus (nogpobHasn
BpeMeHHan Anvarpamma paboTbl MexaHu3Ma noaTeepxAeHWA npueeaeHa B pasgene 8). CobeTREHHbIE THMEI
co0BLEHUIA MOTYT UCNONL30BATECA ANA peanuaauny HecTaHaapTHeIX hopMaToB cOoBLLEHWIA, KOTOPBIE HE CO-
BMECTUMbI CO CTaHAaPTHBIMY COOBLEHNAMY, HO A,OMKHBLI NCNONBL30BATLCA AN NOAAEPKKA YCTPOWCTB (Mexay
ycTpocTBaMu), Metowux obliee noHMMaHWe cobcTBeHHbIX (HeCTaHAapTHLIX) pacliMpeHuid. Korga okoHeu-
HOe YCTPOWCTBO WNW CETEBOW cepeep nony4akT cooblieHne HeM3BeCTHOIO HecTaHgapTHoro hopmMara, OHK
AOMKHbLI Ero NPOUrHOPUPOBATS.

LlenocTHocTe coobuleHna obecneunBaeTea pasHeiMy cnocobamu ANs pasHbIX TUNOB cOOBLIEHNUS, YTO
onpeaenseTcs HWxe AN kaxaooro TMna coobuieHus.

6.2.2.2 NMone «OcHoBHas Bepcus hopmara gaHdbix» (Major)

3naveHusa nona «OcHoBHas Bepcua hopmarta AanHelx» (Major) u ux onvcaHue npweedeHs! B Tabnuue 2.

Tabnuua 2— 3HaveHws nonsa «OcHOBHaA Bepcus chopmarta gaHHelx» (Major)

3Ha4veHve nons | Onucanune
00 LoRaWAN RU
01..11 RFU

Mpumedanue — 3HadeHus nona «OcHosHas sepcua chopmaTta AaHHeix» (Major) onpegensior dhopmat coob-
LLEHWiA, KOTOpPbLIMK 06MEeHUBAKTCA B X04e npouenypsl NpucoequHeHns K ceti (aktueaumu) (cm. 6.4.2), u nepeble YeTeipe
Banta nons «MAC-coobileHner (MACPayload). [Ins Kaxnoi 0CHOBHOW BEpcyK hopMara JaHHbIX OKOHEYHbIE YCTPONUCTEa
MOrYT peanu3oBbIBaTb pasHble HEOCHOBHbIE Bepcun diopMara JaHHbix. HeocHOBHas Bepcusl, NCMonNb3yemas OKOHeYHbIM
YCTPOWCTBOM, OOMKHA ObiTh M3BECTHA CETEBOMY CEPBEpY A0 Ee WCMONb30BaHWA (HanpuMep, KaK YacTb WHhopMauuu,
nepcoHanuanpyioled ycTpoidcTeo). Ecnm ycTpOMCTBO MU CepBep CeTH NONy4YaoT OaHHbIe HEM3ZBeCTHOW UK Henodaep-
M#1BaeMoW Bepcnn hopmaTta AaHHbIX, TO OHW A0MKHbI BbITh NPOMIHOPMPOBaHb.

6.2.3 None «MAC-coo6uwenne» (MACPayload)

Crpykrypa nona «MAC-coobwenne» (MACPayload) npusegeHa Ha pucyHke 9 u cogepxuT none «3a-
ronoeok MAC-cooblweHnus» (FHDR), HeoBasaTensHoe none «[Mopt» (FPort) n HeoBasaTensHoe none «[pu-
knaaHeie naHHsie» (FRMPayload).
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Paamep (B bantax) Tovd2 i 0...N
MAC-coobLieHne 3aronosok MAC- MNopt (FPort) MNpuknagHelie gavHele
(MACPayload) coobuwenun (FHDR) (FRMPayload)

PucyHok 9 — CtpykTypa nons « MAC-coobwerue» (MACPayload)

MNone «MpuknagHble aadHbie» (FRMPayload) umeet paamep 0...N 6aiT, onpenensembiid COrMacHo pe-
rMoHaneHbim napamerpam 9.1.6.

Mone «3aronosok MAC-coobuwenusi» (FHDR) npegHasHa4eHo Ans agpecauny OKOHEYHbIX YCTPOMCTB U
onuncaro B 6.2.3.1.

MNone «lMopT» (FPort) npeaHasHa4veHo ana agpecauuu nonsa «lpuknagHsle AaHHbie» (FRMPayload) Ha
YpPOBHE yCTpOMCTBa M onucaHo B 6.2.3.2.

Mone «lMpuknagHoie gaHHele» (FRMPayload) npegHasHavyeHo Onga nepegayu gaHHbIX No Lenesomy Ha-
3HaAYEHUIO YCTPOWCTBA.

MNone «MAC-coobwenue» (MACPayload), cocToswee Tonbko ua nonsa «3aronosok MAC-coobweHns»
(FHDR), AaBnsaeTca KOppPeKTHbIM.

6.2.3.1 lNone «3aronoesok MAC-coobwenna» (FHDR)

Crpykrypa nona «3aronosok MAC-coobwenwusn» (FHDR) npueegeHa Ha pucyrke 10.

Pasmep (B baiTax) 4 1 2 0.15
3aronosok MAC- KopoTkuin agpec oko- | YnpasneHwe kagpom CyeT4VK Kanpos MNapameTphl kagpa
coobwenus (FHDR) | HeuHoro ycTpoiicTea (FCtrl) (FCnt) (FOpts)
(DevAddr)

PucyHok 10 — Ctpyktypa nona «3aronosok MAC-cooblienua» (FHDR)

CTpykTypa nonsa «YnpasneHue kagpom» (FCtrl) ana HUcxogawmux coobweHuin NnpueegeHa Ha pucyH-
ke 11.

Howmep buta 7 6 5 4 [3..0]
Ynpaenenne AJanTMBHAaNA CKO- RFU MogTeepxaeHne QTnoxeHHbIe Onuua napa-
kapgpom (FCtrl) pocTs nepenaqn nonyyeHus Kaapsl METPOB kagpa
aaHHbIX (ADR) coobieHus (ACK) (FPending) (FOptsLen)

Puecynok 11 — CrpykTypa nons «¥YnpasneHue kagpom» (FCirl) ans Huexoaswmx coobLueHnit

CTtpyktypa nons «Ynpaenexdue kagpom» (FCirl) ona Bocxogswmux coobuieHnin npueegeHa Ha pucyH-
ke 12.

Homep Buta 7 6 5 B [3..0]
YnpaeneHue AnanTtueHaa 3anpoc MopTeepkneHue RFU OnuHa
kagpom (FCtrl) CKOPOCTb NOATEEPXKOASHNA nony4eHus napamMeTpoB
nepena4vu ananTMBHON coobleHua kaapa (FOptsLen)
adanHeix (ADR) CKOPOCTH (ACK)
nepenayn OaHHLIX
(ADRACKReqg)

PucyHok 12 — Ctpyktypa nonqa «¥Ynpaeneudwe kagpom» (FCtrl) gna socxoaaiiux coobueHni

a) AnanTuMBHOE ynpaBneHWe CKOPOCTLIO fMepefaun AaHHbIX [Nona «AAanTUBHAA CKOPOCTh
nepepauu aaxHelixy (ADR), «3anpoc noaTBepkAeHUA ajanTWBHOWM CKOPOCTHU Nepefaqv AaHHbIX
(ADRACKReq)]

CeTb LORaWAN RU no3BonseT 0KOHEYHbIM YCTPOWCTBAM MHAWBMAYANbHO HacTpavMBaTk NoGbie W3 Oo-
NYyCTUMbIX CKDpOCTe;’I nepegad gaHHbiX WU BbIXOAHYH MOWHOCTb nepedarydika. OT1a ocobeHHOCTh MCNonNb3ay-
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etcs B npotokone LoRaWAN RU pgna apantauwm u onTMMM3auun CKOpPOCTU Nepefadu JaHHbIX U BLIXOAHOW
MOLLHOCTH NepenarymMka CTAUNOHAPHBLIX U ManonoABMKHbIX OKOHEYHbLIX YCTPOWCTB. [ANs yKazaHua OaHHOro
CBOWCTBa UCNonbayeTtcd none «AganTUeHas CKOPOCTL Nepefayn aaHHelx» (ADR), u B aToM cnyvae ceTk Byaer
ONTUMMW3NPOBAHA ANA UCNONB30BaHWA CamMmoi BbICTPO BOSMOXKHOW CKOPOCTU Nepeadn AaHHbIX.

ANanTUBHOE YNpaBneHne CKOPOCTbI0 NepenaYy AaHHbIX CTaHOBWUTCS HEBO3MOXHbIM, KOraa 3aTyxaHue
CWrdana B pagvoKkaHane 6blCTpD W NOCTOAHHO MEHHAETCH. KCIF,E!& ceTeBon CepBep He B COCTOAHWMKW yNpaBnAaTb
CKOpOCTbLIO NepedadvM gaHHblX YCTPONCTBA, YnpaBrneHue QOMMKHO OCYLLECTBRATLCH Ha YPOBHE MpUMOMKeHWs
OKOHEYHOoro ycTpoicTea, B atom cnyyae pekomeHayeTcs UCNonNb3oBaTk pasnMyHbIe CKOPOCTH Nepeaayu aaH-
HbiX. YpOBEHbL NPUNOKEHUs AOoMKeH Bceraa MUHWUMU3MpoBaTk obllee adupHoe Bpems ¢ y4eTOM COCTOAHWA
CeTH.

Ecnu 3HadeHve nons «AJanTuMBHAs CKOPOCTb nNepefayu daHHelx» (ADR) Bocxopsulero coobuieHus
YCTaHOBMNEHO, TO CeTb BYOET yNpaBnsaTb CKOPOCTLI NepenaYn AaHHbLIX W BbIXOAHOW MOLWHOCTEH Nepeaarymka
OKOHEYHOro yCTpoNcTRa yepes coaTeeTcTeyowme MAC-komaHasl. Ecnin 3HadeHue nona «AganTUBHAA CKO-
pocTb NepenaYu faHHbIx» (ADR) He yCTaHOBNEHO, TO CeTb He ByeT ynpaBnsTh CKOPOCTLI0 NepeaaYu AaHHbIx
0] BbIKUﬂHDﬁ MOUWHOCTbH Nepefar4Mka OKOHEMHbIX y’CTpOIFICTB HE3ABMCUMMO OT KavYecTtBa NpUHUMaemMoro cur-
Hana. JononHUTenbHo C Lenbi CHWXEeHWSA KONMYecTBa NoTepsHHbLIX NakeToB CEpPBep CETU MOXET NochbinaTb
KOMaH4kl, M3MEHALKEe Macky KaHana My KonM4ecTBo NOBTOPEeHWI ANA KaX[Aoro BOCXoaswero coobleHns.

Ecnu 3HadveHwe nons «ApanTuBHas cKoOpocTk nepedaqn ganHbeix» (ADR) Hucxopauwero coobuienun
YCTAHOBMNEHO, TO OHO WHMOPMUPYET OKOHEYHOE YCTPOWCTBO, 4TO CETEeBOW cepeep mMoxeT nocskinats ADR-
KoMaHAObl. OKOHEYHOE YCTPOWCTBO MOXET YCTaHABNWBATL/CHUMATEL 3Ha4YeHWe nonsd «AJanTUBHaA CKOPOCTb
nepenaqu aaHHbix» (ADR) Bocxopsuero coobLyeHus.

Ecnu aHayeHne nona «AganTMBHaA CKOpoCTes nepegaun gauvHeix» (ADR) Hucxopawero coobwenna He
YCTAHOBMNEHO, TO A5 OKOHEYHOro YCTPOACTBA 3TO O3HAYAET, YTO M3-3a BbICTPLIX M3MEHEHWIA B pagwokaHane
CeéTb BpEMEHHO HE MOXET OUEeHWNThb NyYWYK CKOPOCTh nNepegady JaHHbIX. B atom crnyyae y yCTpDF‘ICTBa ecTb
cneaywowmin eeibop:

- cOpocKTh 3Ha4YeHne nona «AganTMBHaA CKOpPOCTe Nepedadn gaHHbix» (ADR) socxogdawero coobuue-
HWA 1 YyNpaenaTe CBOEN CKOPOCTLIO Nepefayn AaHHbIX B BOCXOAAWEW NUHWK CBA3KM C UCMONb30BaHneM cob-
CTBEHHOW cTpaterun. 3T1a cTpaterns AomkHa BbiTe TMNOBOA ANS MOBWMbHBLIX OKOHEYHLIX YCTPOUCTB;

- WrHopupoBaTb (COXpaHuTb none «AganTuWBHas CKOpPOCTb Nepedavu gaHHbix» (ADR) Bocxogauwiero
co0BLLeHUA YCTAHOBNEHHBIM) U MPUMEHUTE HOPMAMbLHYIO CHWXEHHYIO CKOPOCTL Nepefadl AaHHbIX Npu oT-
cyTcTeun Hucxogawmx ADR-komaHg. 3T1a cTpaterma gomkHa ObiTh TUNOBOW ANA HEMOOBWKHLIX OKOHEYHLIX
YCTPOWMCTB.

3HaueHWe nons «AfNanTUBHAA CKOpPOCTh nepeaadn aaHHbix» (ADR) moxeT 6GuiTh ycTaHoBneHo u cbpo-
LUEHO OKOHEYHbIM YCTPOWCTBOM WK CeTbio No 3anpocy. OgHako no mepe Bo3moxHocTu ADR-cxema fomxHa
ObITh BKINMKOYEHAa, 4yTObObI YBENMYNTL BpEMA ABTOHOMHOW paﬁOTbl OKOHEYHOTO )(CTPOIFICTBE:I 1 YBENMWYNTbL NPON3-
BOAWUTENEHOCTE CETH.

MpumevyaHWe — B HEKOTOPLIX CNyYasx MOBWMBHLIE OKOHEYHBIE YCTPONCTEA BONLLLYIO YACTEL BPpeMeHW ABNS-
OTCH HEMOOBUXKHBEIMW, HOGTUMY B 3aBUCUMOCTH OT COCTOAHWSA MOBUNBHOCTH OKOHEYHOE ycrpoﬁcrao MOMET 3anpocuTb
CeTb ONTVMWM3NPOBaTh CKOPOCTE Nepedaqy AaHHbix, MCNonk3ys 3HavyeHwe nonsa «AganTuBHas CKOPOCTb Nepeaasqy faH-
Heix» (ADR) Bocxogsulero coobueHus.

Mo YMON4aHWK BbIXOOHAA MOLLHOCTL NepelaT4yyika paBHa MAaKCUManbHon ,QOI'IYCTHMOﬁI MOLWHOCTW Ne-
pegaqu 4ns ycTpoAcTea, ¢ y4eToM orpaHu4eHnid, ONMcaHHbIX B pasgene 9. YCTpOACTBO AOMKHO UCNONBL30BaTh
3TOT YPOBEHE MOLUHOCTH, Noka He ByaeTt saanpoca 06 ymeHsweHnn at cetk Hepes MAC-komanay LinkADRReq.

Ecnu ckopocTb nNepefadn AaHHbIX YCTPOWCTBa ONTUMW3MPOBAHA CEeTLI0 W NpesbillaeT CKopoCcTh nepe-
AadYn AaHHbIX YCTPOMRCTBA NO YMONYAHWI0 UMK BbIXOAHASA MOLWHOCTL NEPEaaTUMKa HUKE, YEM MO YMOMHaHUI,
TO YCTPOWCTBO AOIIKHO Nepuoauyeckn NpoBepATb, YTO CeTb NO-NpeXHeMy nonyyaer BOCXOAALWMWE NaKkeThbl.
Kaxabln pas, Korga yBenuYnMBaeTcs CHETYMK BOCXOOSLUMX KaApoB (4NA Ka4oro HOBOrO BOCXOASLWEro Co-
obLeHns Npu NOBTOPHBIX Nepegayax CYETYUK He YBEeNWYMBAETCS ), YCTPONCTBO yBENUYMBAEET 3HaUYEHWe CYeTYu-
ka ADR_ACK _CNT. MNocne npesbiweHus cHetdnkom ADR_ACK CNT (ADR_ACK_CNT >= ADR_ACK_LIMIT)
noporosoro 3HadqeHuss ADR_ACK_LIMIT socxogswux coobuieHunin 6ea kakoro-nubo oreseta cepsepa cetw,
YCTPOWCTBO yCTaHaBNMBaeT 3Ha4yeHue nons «3anpoc noaTeepXaeHUs aganTUBHOW CKOPOCTW Nepeaayn aaH-
Heix» (ADRACKReq). Cepeep ceTn JomxeH OTpearnpoBaTk HUCXOOSAUWM KAgpOM B TEYEHWE criefyrLlmx
ADR_ACK_DELAY kappoe (Bocxoaswmnx), noBoi nonyyeHHbI HUCXOOSALMA nakeT cbpackiBaeT CYETHYUK
ADR_ACK_CNT Bocxogsauwen niHuM cBA3n. 3HadeHune nonsa «llogTeepmaeHue nony-YeHus cooblieHus»
(ACK) B HMCXOAALWEM COODLWEHWN YCTAHABNMBATL HE HYXHO, Tak Kak Nroboin OTBET B OKHO NpUeMa OKOHEYHO-
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ro yCTpOﬁCTBE YKa3blBaeT Ha TO, 4TO WN3 (6830839 CTBHLI,HH) BCe elle nony4aet BOCXoosauwme COOGLLI,GHIJ‘IH
OT 3TOro ycTponcTea. Ecnu oTBeT He Byaer nonyyeH B TedeHue Brivkanwmx ADR_ACK_DELAY Bocxopswwimx
coobleHnn (T. e. Nocne npeBbIleHUs KonuYyecTBa Bocxoaswmx cooblleHuit, octaBwuxcs 6es oTeeTa co CTo-
poHel cepeepa ceTu, Bonee yvem ADR_ACK_LIMIT + ADR_ACK_DELAY), To yCTPORCTBO OOMKHO NONBITATHCA
BOCCTAHOBWTb CBA3bL MYTEM HapallWBaHWS BbIXOAHOW MOLLHOCTM NepenaTyMKa A0 3HAa4YEHWS Mo YMONYaHuio,
ECIn1 3TO BOBMOMXHO, 1 3aTeM Nepeknio4YnTbCH Ha bonee HW3KYI CKOpPOCTb nepegaYvn daHHbIX, 4TO yBenn4nea-
eT JansHocTb cBA3n. OKOHEeYHoe YCTPOWUCTBO A0MKHO NPOOOMKaTh CHUXATE CBOK CKOPOCTb Nepefadq aaH-
HbIX War 3a warom, Bcakuii pas npu goctmxeHnn ADR_ACK_DELAY. Nocne Toro Kak ycTpoicTBO OOCTUTHET
CaMOi HU3KOW CKOPOCTKN nepeaayn AaHHbIX, OHO OOMKHO NOBTOPHO BKIMKOYMTE BCE YacTOTHbIe KaHansl BOC-
XOAALEN NMHUK CBA3K N0 YMONYaHMI0.

3HadveHre nons «3anpoc NoATBepKOeHWs afanTUBHOW CKOpocTM nNepedayn aaHHbix» (ADRACKReq)
He JOMKHO BbITb YCTAHOBMNEHO, ECMM YCTPORCTBO MCMONL3YET CKOPOCThL NEpeaaYy AaHHbIX U BbIXOQHYH MOLL-
HOCTb MepeaaTyuka no yMonuyaHuio, MOTOMY YTO B 3TOM Clyyae HUKakue OencTBus He mMoryT ObiTe npeanpu-
HATHI ANSA YAYYLWEeHNA Ka4ecTBa CBA3N.

MNMpumedaHua

1 OrcyTteTEne HeobX0OMMOCTM HEMELMEHHOMD OTBETa Ha 3anpoc nogreepxaeHma ADR obecneuveaeTt rubkocte
CETU MPK ONTUMANEHOM NNAHUPOBAHUIA CBOUX NEpeaaY Nno HUCXOAALWENA NMAHUK CBA3M.

2 lNpw nepefade nNo BOCXOAALLENA NMHWKW GBA3W 3HaA4YeHWe nons «3anpoc noaTBEPKAEHMA afanTUBHOW CKOPOCTH
nepegadyn gavHelx» (ADRACKReq) yeraHaenueaetcs, ecnu ADR_ACK_CNT >= ADR_ACK_LIMIT v Tekywas ckopocTe
nepeaayy AaHHbIX Gonblue, Yem onpeaeneHHas Ana YCTPOHCTBa MUHUMAanbHasA CKOPOCThL Nepeaay JaHHbIX, UMK MOLL-
HOCTb Nepefaqdn MeHblle, YeM Mo YMOMYaHUuio, UNA Tekyllas Macka KaHana WCMonb3yeT TOMbLKO MOAMHOXKECTBO BCEX
KaHanoe no ymon-axuio. MNpw apyrux ycnoeuAx oH obHynAeTcs.

B rabnuue 3 npueegeH npumep oOpaTHOR NocnegoBaTenbHOCTH CHIDKEHWUA CKOPOCTU Nepedaqi SaHHbIX
npw ycnoeuu, 4to koHcTanTel ADR_ACK_LIMIT=32 n ADR_ACK_DELAY=32.

Tabnuya 3 — MNpumep oBpaTHoil NOCNeAOBATENLHOCTU CHUXXEHWA CKOPOCTI NEPEaaY AaHHbIX

Mone «3anpoc
mmnesrs | sammoioosoe | repaaen | SSONEMUETR | s avars
(ADRACKReq)
Ot 0 go 63 0 SF11 9 TeKyLMiA CNWCoK KaHanoe
OT1 64 no 95 1 SF11 9 TeKyLMiA CNMCOK KaHanos
O71 96 pno 127 1 SF11 14 TekyLmia cnncok kaHanos
01128 go 159 1 SF12 14 TekyLwmia CNMCOK KaHanos
Bonee 160 1] SF12 14 Bce gocTynHele kaHankl

6) MNone «lMoaTeepxaeHUe nonyyeHus cooblueHus» (ACK) u npoueaypa noaTsepaeHWs

Mpu nonydyeHun cooblleHna, Tpedyiollero yBegoMNeHusa o NMonyYyeHu JaHHbLIX, nonydaTtens OomkKeH
OTBETUTL CO0BLLEHNEeM, B KOTOPOM YCTAHOBMNEHO 3HayeHne nona «logreepxaeHue nonyyeHns coobueHusy»
(ACK). Ecnu oTnpasuTenem ABNAETCA OKOHEYHOE YCTPONCTBO, CETh NONLITAETCA OTNPaBUTE NOATBEPXAEHWE,
MCNOMb3ya OAHO W3 OKOH MpUemMa, OTKPLITOe OKOHEeYHbLIM YCTPOWCTBOM nocne onepauwu otnpasku. Ecnu oT-
npasvWTenem ABNAETCA W03, OKOHEYHOE YCTPOWCTBO Nepegaer yBedoMIIeEHNEe No CBOEMY YCMOTPEHWIO
(CM. npumeNaHne Huxe).

MopTeepXxaeHwe OTNpaBnaeTca TONbKO B OTBET HA nocregHee nonyyeHHoe cooblieHne M HUKorda He
peTpaHcnpyeTca.

MpumMmedaHue — OKOHEYHOMY YCTPOWCTBY pa3pelleHO, HACKONLKO BO3MOXHO, YNPOCTUTL Npoueaypy nog-
TBEPHAEHUA N MMETE HECKOMNBEKO BapuMaHToB ee BhinonHeHws. OKoHeYHOe YCTPOWGTBO MOMET nepenasaTte ABHOE (BO3-
MOKHO, NyCcToe) cooBLUEHWE C NOATBEPXKOEHWEM NOMYHYEHWA OaHHLIX CPasy Mocre nony4YeHus) CooBLEeHWs C OaHHBbIMM,
Tpebylolero NOATBEPKAEHUA NonyyYeHus. Kpome Toro, OKOHEYHOE YCTPONCTBO MOXET OTNOMXUTL Nepefady NoATEepKae-
HWA, NDUKPEnUMB ero K cnegyowemy COOBLEHWIO OaHHBIX.
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B) MNMpouenypa NoETOpPHOR Nepenaqu

Huecxogswumii kagp (Tpebylwmia unu He Tpebylowwnin nogTBepHOeHUA OT OKOHEYHOro yCcTponcTBa) He
NOMKeH NOBTOPHO OTNPaBnATLECA CEPBEPOM CEeTW C UCMOMbL30BaHWEeM OfHOrMo W TOro e cYeTyuka 3HavyeHus
HYCX0OALWMX kagpos. Ecnu nocne oTnpasky HUCXOAsLWero coobluernuns, Tpebylowero NoATBE PXKAEHWSA, Cep-
BEp CETW HE nony4un ot yCTpOIFICTBa yBeaqoMneHns 0 JOCTaBKe, TO CEpBED CETKU O0IMKEH YyBEOOMUTb 06 aTom
cepeep npunoxeHusi. Cepeep NPUNOXeHUs NPMHUMAET pelleHne 0 UenecoobpasHoCTH NOBTOPHOM NepeaaYu
Hucxogsawero coobweruns, Tpebyrowero NnogTeepXaeHNns.

Bocxopawuwe kafpbl (Tpebylowue u He Tpebyloline NoATBepKAeHUS) NepefaloTca Yvucno pas, pas-
Hoe NbTrans (cm. 6.3.3), 3a ucknoueHUemM, ecnu nonyyeHo KoppekTHoe Hucxogsiee coobuieHue B xofe
ogHol cneayouwen nepegaqn. MNapametp NbTrans MoOXeT UCNONb30BATLCA aAMUHUCTPATOPOM CETH, YTODbLI
KOHTpONUpoBaTh WMABLITOYHOCTE BOCXOASLWX NAKETOB y3na CBA3W ANS NonyyYeHus 3agaHHoro kadectea o6-
cnyxusanus. OKOHEYHOe YCTPOWCTBO [0/MKHO BbINOMHATL CKaykoobpasHoe nepeknioyeHne 4acToTsl Mexay
NOBTOPHLIMK Nepeaadamu. INocne Kaxaoro NOBTOPEeHWA OHO JOMKHO XaTk, NOKa He 3aKpoeTCH OKHO npuema.
33;],8[)}1(}{3 MEX Y NOBTOPHbLIMKW NepeaydamMmmn OCTaeTCcAa Ha yCMOTpeHWe OKOHEYHOro yCTpDL?ICTBa 1 MOXET DbITh
pasnyv4HOW AN Kamoro OKOHeYHOro YCTPOWCTBa.

YCTPOWCTBO AOMKHO OCTAHOBUTE NMO0YI0 AanbHEeWWyo peTpaHcrAuVio BOCXOAALIMX Kaapos, Tpebyto-
WKX NOATBEPKASHWS, €CNY NONyYeH COOTBETCTBYIOWWA HUCXOAAWWIA Kagp C NOATBERKAEHUEM.

Yetpoictea knacca C fomkHel npekpatuTe Nwoby aanbHenlwylo petTpaHcnaun BOCXoqawmx kagpos,
Korga KoppekTHoe HUcxoaswee cooblleHne nonyvyeHo B okHo npvema RX1.

YeTtporcTea knacca A JOMKHbl NPEKpaTuTb Nbyio AanbHENLWYD peTpaHCcnsaUMIio BOCXOOAAWMX Kaapos,
KOrga KoppekTHoe Hucxogswee coobuleHdue nonyyeHo B okKHO npuema RX1 unn RX2.

Ecnu cepeep ceTu nony4aeT oavH K TOT e Bocxogswuii kagp 6onee NbTrans pas, To 310 MOXeT BbiTb
NpU3HaKomMm aTaku Ha CepBep UMM HeWcnpaBHOCTK ycTpoucTea. B atom cnydyae cepeep cetw He gomxeH ob-
pabaTtbiBaTk M3DbLITOYHbLIE Kaapsbl.

M pumevyaHne — Cepaep CEeTH, DGHapy)KHB araky B BUOe NOBTOPHbIX Nepegady, MOXeT NPUHATL O0NONHUTENb-
Hble MEpbI, Takne kak yMmeHblueHne napametpa NbTrans Ha 1 unu yaanenuwe ayBnupylowmx BOCXOAALMX Kaapos, npu-
HATLIX Yepe3 O0WH WU TOT Xe KaHan, Wy apyrve MmexaH1mambl.

r) MNone «OTnoxeHHbie kagpbl» (FPending) Tonbko Ana HUCXOAALWKMX coabLWeHnA

Mone «OTnoxeHxsle kagpel» (FPending) ncnonb3ayetcs TONbLKO B HUCXOAALWLEN NUHUKM CBA3KN W YKa3blBa-
eT Ha TOo, YTO CeTb UMeeT AaHHble, OXK1aatoLine CBoel OTNpaBKu, U MO3TOMY 3anpallBaeT OKOHeYHoe YyCTpon-
CTBO MakcuManbHO BbICTPO OTKPBITE ele OAHO OKHO npuema NOCPefcTBOM OTNPaBKU APYroro BOCXOAALLEro
coobLieHns.

MNogpobHoe ucnons3oBaHue nona «OTnoxeHHsle Kagpsl» (FPending) onucaHo B 8.3.

a) None «CyeTt4ymk kagpos» (FCnt)

Kaxpoe okoHeyHoe YCTPOWCTBO MMEET TpU CYeTyuka Kaapoe, 4ToObl oTcnexneaTe M XPaHWTb YWCMO
KaApoB AaHHbIX, NepefaHHbIX B BOCXOAALLYI0 NUMHMIO cBS3Kn ceTeBomy cepsepy (FCntUp) v otnpasneHHbix B
HUCXOOALLYIO NMHWMIO CBA3N CEPBEPOM CETKH Ha okoHeyHoe ycTpoicTeo (AFCntDown n NFCntDown).

B HucxopsaLeM HanpaeneHuu cyLecTByoT ABe pasHble CXeMbl CHETYMKOB KaapoB!

- eguHas cxema CYeT4ynKka, B KOTOPOM BCe MOPThl WCMOMbL3YIT OOWH W TOT Ke CYETYMK Kagpos
AFCntDown = NFCntDown = FCntDown, korga OkOHeYHoe YycTpoicTBo paboTaeT no cneuudukaumm
LoRaWAN v.1.0;

- CXema C ABYMsl CHETYMKAMM, B KOTOPOR nepebli cyeT4uk NFCntDown ncnonbayetcs ans MAC-komaHg
Ha nopt 0 wnwm korga none FPort otcytcTeyeT. Bropon cuetynk AFCntDown ucnoneayerca Anda BCex OpPYrux
nopToB, Koraa yctpoicTteo paBoraer no cneundukaumm LoRaWAN v.1.1.

B cxeme c gByms cHeT4mkamu cHet4mk NFCntDown ynpaesnsaeTtca cepeepom cetu, a cHet4nk AFCntDown
ynpasensaeTcs cepeepoM NMpUNoxeHui,

Mpumevyanwne — Cneundukaumn LoRaWAN v.1.0 n Gonee paHHWe BepcuiA NOAOEDKNBAIOT TONLKO OOWH CYET-
yuk FCntDown (oBlwyuih no Bcem noptam), W CETEBOW CEpBep Oon#eH obecnevnTs NOAMAEpPKKY CXeMbl AMA YCTPOWCTB,
pabotanwmx no cneundukaumm LoRaWAN ¢ sepcueid go 1.1,
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Beakuii pas, korga ycTpoiAcTBO © akTuBauuein no soaayxy (OTAA) yenewHo obpabaTsiBaet cooblieHue
noATBepXAeHWs NpucoeMHeHus (NnepenpucoeqnHeHunst) K cetu (Join-Accept), cueT4uK KaapoB Ha YCTPOWCTRE
(FCntUp) 1 cueTumkm kKagpoe Ha ctopoHe cetu (NFCntDown n AFCntDown) ans aToro oKOHe4YHoro ycTponcTea
cbpaceigatotca go 0.

YcTponcTea c akTvBauuvei Yepes nepcoHanusauuio (ABP, Activation By Personalization) umetot ceou
CHETHMKKM KagpoB, KOTOPbiE MHNUWMarnu3npywTcH B 0 npwv M3roTOBNEHWN. Ha y'CTpOIFICTBaX c BI{THBBL[HBFI 4Yyepes
nepcoHanu3ayuie CHETYMKN KaapoB He OOMKHbI cOpacbiBaTbCA Ha NMPOTSKEHWUA BPEMEHW XKWU3HU YCTPOWCTBA.
Ecnv oxoHeyHoe ycTpoicTBa nogsepraercs OTKIYeHU0 NMTaHusa Bo BpeMA cpoka cnyxbel (Hanpumep, 3a-
MeHa akkyMynaTopHoi Batapeu), cHeTYMKN KaapoB JOMKHbLI COXPaHATLCA.

Brnocneacteun cyeTuuk kagpos FCntUp yBenuuneaeTcs ¢ KamabiM BOCXOASAWMM cooblieHmnem. CueTuuk
kagpoe NFCntDown yBenuyMBaeTcs C KaXAbIM HUCXOAALWNWM cooblUeHneM B cnyyae, Korga sHadeHue B none
«MopT» (FPort) paBHo Hyn unu gadHoe none otcytcTeyeT. Cuetynk kagpoe AFCntDown yBenuvuusaetcs c
Ka¥OblM HUCXoasawmm coobuleHnem npu 3HaveHnn nonsa «Mopt» (FPort), otnuyHom ot Hyna. Ha ctopoHe no-
nydvaTensi COOTBETCTBYHOLLMA cHeTYMK BYOET CUHXPOHW3MPOBATLCSH C NONYHYEHHbIM 3HAYEHUEM NpU YCNOBUK,
YTO Nony4eHHoe 3HadveHwne Bbino YBENWYEHO NO Cpa@BHEHMIO C TEKYLWM 3HaYEHWEM CHETHMKa W none ({KOJ:[
LenocTHocTk coobueHusas (MIC) cooTBeTCTBYeT 3Ha4YeHMD Koga LenNocTHOCT COOBLIEeHNA, BEIYUCTIEHHOMY
NOKanbHO G MCMoNb3oBaHWEM COOTBETCTBYHILLENO CETEBOro ceaHcosBoro kmwoya. Cuetunk FCnt He yBenn4u-
BaeTCA MPU MHOTOKpaTHBIX Nepefayax kagpoe, Tpebyowmx v He Tpebyowwx NnoaTeepxaeHUs nonyyeHus
(cm. napametp NbTrans). CeTeBoin cepsep fomkeH oTbpackiBaTh NpUKNaaHbie AaHHbIE U3 NOBTOPHO NPUHS-
TbIX KAAPOB W NepenaBaTh CepBepy NPUMNOXKEHWA TONLKO OOWH 3K3eMNNAp Kaapa.

CueTunku KagpoB UMET pasmepHocTs 32 BuTa. B none «Cuetumk kagpos» (FCnt) nepegalorcs TonbKo
mnagwwue 16 6ut n3 32-6uTHoro cyeT4yuka Kagpoe (1. e. oT cyetunka FCntUp ons kagpoe gaHHbIX, nepegaeae-
MbIX B BOCXOOAWYO NUHUKO cBA3K, 1 cHeTunka AFCntDown/NFCntDown ansa kagpoB gaHHbIX, nepegasaembix
Mo HUCXOOSLLIENR NMNHK).

Mpumevyanune — MopAgok crnegoeaHna BainToB — «OT MNadwero K ctapwemy» (little-endian).

OKkoHeuyHoe YCTPOMCTBO He AOMKHO UCMOML30BaTh Te e 3HadeHUa cyeTulka aaHHbX FCntUp ¢ ogHuM
M TeM e CeaHCOBbIM KMOYOM MPUIOKEHUA UMW CeaHCOBLIM CETeBbIM KIIOYOM, 38 UCKMIOYEHUEeM Cry4yaes
perpaHcrnaUMmU O4HOIo 1 TOro Xe Kaapa ¢ NogTeepkaeHuem wnn 6es nogreepxaeHus.

OKOHEeYHOoe YCTPOMCTBO He AoMmKkHo obpabaTeiBaTte Nbkie NOBTOPHbLIE Nepeaayn HUCXOASILWUX KaapoB.
Mocneayolwmne NoBTOPHLIE Nepedaqi OoMmKHbI MTHOpUpoBaTkca 6e3 0BpaboTKu.

MpumeyaHua

1 O70 o3Havaer, yTo ycTponcTeo ByfeT oTNpaBnATe NOATBEPKASHWE eAVHOMAL!, TOMNBKO MOCINE NpuemMa HUCXoas-
wero kagpa, Tpebyruiero noaTeepaeHnA. AHanorMyHo YCTPOMCTBO DyaeT reHepupoBaTh TONLKO OOHO BOCXOAALLEE COo-
ofuenne nocne npuema Kagpa ¢ ycraHoeneHHsIM Butom nona «OTnoxeHHsle kaapol» (FPending).

2 Mockoneky none «Cyetynk kagpoe» (FCnt) HeceT Toneko mnagwwue 16 But n3 32-6UTHOro cHeTUMKa KaLpos, cep-
BEp OOIKEH BBIYMCNUTE 16 cTaplumx BUT cHeTYMKa Kaapoe W3 HabniogeHuia 3a TpaduKom.

e) Mapametpbl kagpa (none «[dnuHa napameTpos kagpa» (FOptsLen) u none «[lapameTpsl
kagpa» (FOpts))

MNone «[nuHa napametpos kagpa» (FOptsLen) B none «Ynpasnenue kagpom» (FCtrl) ykasoiBaeT dak-
THueckyro anuHy nonsa «lMapameTpel kagpa» (FOpts), BknoyeHHoro B kagp.

Mone «MapameTtpsl kagpa» (FOpts) nepepgaer MAC-komaHabl AnvHon go 15 BaidT, koTopbie Npucoeau-
HAKTCA K Kagpy gaHHbix. Cnucok MAC-komaHg npueeaeH B 6.3.

Ecnu 3HayeHue nons «[nuHa napameTtpoB kagpa» (FOptsLen) pasHo Hynw, To none «[lapameTpsbl Ka-
opa» (FOpts) pomkHo oTtcyTcTBOBaTh. ECnu 3Hadyenue nonga «[nwuHa napametpos kagpa» (FOptsLen) otnn-
yaetcsl OT Hyns, T. e. ecnu MAC-komaHge! NPUCYTCTBYIOT B none «lapametpsl kagpa» (FOpts), To He Mmoxer
BbITh MCNONL30BaHO Hynesoe 3HaveHue B none «[opt» (FPort) (none gonkHo oTcyTCTBOBATL WMAKM 3HAYEHUE
OTNNYaTLCA OT HYNs).

MAC-komaHabl HE MOTryT 0QHOBPEMEHHO NpUCYTCTBOBaTL B none «[puknagHele gaHHsble» (FRMPayload)
v B none «MapameTtpsl kagpa» (FOpts). Ecnu 310 nponsonaerT, To yCTPONCTBO SOMKHO MTHOPMPOBaTk Kaap.

Ecnu B saronoske kagpa umeetca none «lMapametpel kagpa» (FOpts), To none «lMapameTpel kagpa»
(FOpts) pomxHo BeiTb 3akoguposaHo go Toro, kak Byget paccuutaHo aHavenue nons «Kog LenoctHoctu co-
obueHusa» (MIC).
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6.2.3.2 Mone «Mopt» (FPort)

Ecnw none «MNpuknagHble gaHHblies (FRMPayload) He senaeTcs nycTeim, To none «Mopt» (FPort) nonx-
HO npucyTcTBOBaThL. [pu Hanuduu nonsa «[lopt» (FPort) aHavyeHue, paeHoe 0, ykaswlBaet, yto none «[llpu-
knagHele faHHele» (FRMPayload) cogepxuT tonsko MAC-koManasl, ¥ niobbie nonyyeHHble Kaapbl B 3TOM
cny-ae byayt obpaboTtaHbl Ha ypoeHe peanuzauud LoRaWAN RU (cnucok gonyctumbix MAC-komaHg npu-
BedeH B 6.3). 3HayeHna nona «opt» (FPort) B ananasone ot 1 go 223 (ot 0x01 go 0xDF) Beigenexsl nog
NpuUnoxeHus, u nioble Nony4YeHHble Kaapbl B 3TOM cnyYae AoMmKHbl BbiTb AOCTYMHBI HA YPOBHE NMPUMOXKEHWS.
3navenne nona «Mopt» (FPort), pasHoe 224, BuigeneHo nog npotokon ucneitavuin LoRaWAN RU ypoens
MAC. Peanusaunsa LoRaWAN RU gomkHa cTMpaTk niobble 3anpockl nepegayn oT YpoBHA NPUNoXeHus, rae
aHadeHue nong «opT» (FPort) He BxoauT B AnanasoH ot 1 go 224.

MpumevyaHnwne — 3HaveHune nons «Mopt» (FPort), pasHoe 224, npegHassaveHo ana cueHapues becnposog-
HblX MCMNbBITAHWIA COOTBETCTBWA OKOHYATENbHOWM Bepcoun yeTpoiicTea MAC HacToswen cneundukaunm, 6e3 HeobxogumocTH
nonaraThCa Ha ONpPegeneHHble UCHLITATeNbHLIE BEPCUM YCTPOCTE ANA NpuMKnagHbix 3agad. MenbitaHue He QomkHo co-
BMafaTe CO WTATHBEIMKM ONepauuammn, Ho peanuaaumnn MAC-ypoBHA yCTpOWCTBa AOMKHAE BbITe TOUHO TOMW, Kakas WCNonb-
3yeTcs Ans 06bIMHOTO NPUNOKEHUA

MpoTokon ucneiTaHna paboTaeT Ha NPUKNAAHOM YPOBHE U ONPefenseTca 3a paMKaMK HAcTOALLEro cTaHaapTa, Tak
KaK OH ABMNAETCA NPOTOKONOM NPUKNAaAHOMO YPOBHS.

3HaveHws nona «[lopr» (FPort) B ananasoHe ot 225 o 255 (ot 0xE1 oo OxFF) 3apesepeupoBaHbl AnA
Byoywmx cTaHgapTU3MpOBaHHbLIX paclunpeHili NPUNoXeHWA,
Crpyktypa nons «MAC-coobLieHme» (MACPayload) npusegeHa Ha pucyHke 13.

Paamep (B Gaittax) Ot 7 no 22 0wunm 1 OtT0mo N
MAC-cocbueHme 3aronoeok MAC- Mopt (FPort) MpuknagHsie oaHHble
(MACPayload) coobueHna (FHDR) (FRMPayload)

Puecynok 13 — Crpyktypa nons « MAC-coobuenuer (MACPayload)

N — uyucno banTtoB npuknagHeix AaHHbIX. [lonycTuMelid guanasoH N aenaerca perMoHanbHeIM napame-
Tpom W onpegensieTcs B pazgerne 9. N 4omkHO BbITb paBHBIM UAKM MEHBLLLWMM, YeMm:

N =M - 1 — (anuna nonsa «3aronosok MAC-cooGlenus» (FHDR) B bantax),

rae M — makcumaneHas gnuHa gaHHelx B none «MAC-cooblweHune» (MACPayload).

6.3 MAC-komaHabl

HaBop MAC-komaH npegHasHadeH Ans CeTeBoro agMUHUCTPUPOBAHUA M MOXET BbiTb MCNOML30BaH
ana obveHa mMexay cepBepom CETM U OKOHeuqHbIM ycTponcTeom Ha MAC-ypoere (cm. Tabnuuy 4). Komangbi
MAC-ypoBHs He obpabaTbiBaloTCs CEpBEpPOM MPUNOKEHWA U NPUAOKEHUEM, 3aMNYLLEHHbIM Ha YCTPOUCTBE.

OpavH kagp AadHbIX MOXeT cogepxats mobyo nocnepnoeatensHocTe MAC-kOMaHA, BCTABNEHHYH B
none «MapameTpbl kagpa» (FOpts) nnwu oTnpaBneHHyo B OTAENbHOM Kagpe daHHbIX, B none «[puknagHble
nauHsle» (FRMPayload) co anavenunem nons «Mopr» (FPort), pagheim 0.

MAC-komaHabl, NnepenaeaemMsie B none «lapameTpel kKagpa» (FOpts), oTnpaBnsakTCA B KOAMPOBAHHOM
BMAE W HE OOMXKHbI Npeebiwats 15 6ant. MAC-komaHabl, oTnpaenseMbie B none «[lpuknagHbie OaHHbIE»
(FRMPayload), scerga KoaumpyroTcs, U WX ANVHA He A0MKHa NpeBbllaTh MakcumanbHyw anury nons «Mpu-
knagHsle gavHsie» (FRMPayload).

MAC-komaHga cocTonT 13 nona «Mgentndukatop komaHge» (CID) paamepom 1 6aiT u nonsa «Atpnby-
Tkl KOMaHObl» pasmepom oT 0 go 14 banT. [lna HeKoTOPbLIX KoMaHg none «ATpubyTbl KOMaHObl» MOXeT BbITh
nycTbIM,

MAC-komaHabl O 3HaYeHUAMK naeHTUKukaTopos komanabl (CID) ot 0x01 go Ox7F npeaHazHayeHbl
aAns uenons3osaHusa Bo Beex cetax LoRaWAN RU.

MpuemMHas cTopoHa oTeevaeT/noaTrBepxaaer nonydyeHne MAC-KOMaHO B TOM Xe NOpPsAKe, Kak OHW
nepepawTtcs. OtBeT ana kaxgoi MAC-komaHabl nocneposatensHo aobaensercsa B Bydep. Ha Bce MAC-
KOMaHObl, NonyyeHHbie B OAHOM Kappe, OTBeThl A0IkHLl BbiTh NepeaaHsl B ogHOM Kagpe (T. e. bydep, co-
aepxalimnin oteetbl Ha MAC-komaHabl, oomkeH BbiTh oTNpaBneH 8 oaHoMm kagpe). Ecnu anuHa Bydepa ¢
MAC-otBeTamu Gonblue, yem MakcumansHas gnuHa nona «Mapametpel kagpa» (FOpts), ycTpoicTBo gomkHo
oTnpaBuTk Bydep B none «lpuknagHsie gaHHele» (FRMPayload) Ha nopt 0. Ecnu ycTpoicTsy Hago oTnpa-
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BWTb NpuknagHeie AadHbie u MAC-oTBeThl M OHKM He nomeLLaTca B oavH kagp, To MAC-oTBeThl fomkHLI BbITh
oTnpaenexesl B Nepeyw oyepedb. Ecnu anuHa Bydepa npesbliliaeT MakCUMarnbHbIA MCNONb3yeMblil pasmep
nonsa «lMpuknagHele aaHHele» (FRMPayload), yctpoictBo nepen cbopkoi Kagpa QOMKHO yMEHbLWUTL Bydep
00 MakcumMansHoro pasmepa nons «MpuknaaHsie paHHsie» (FRMPayload). MNoatomy oTBETHI HA NocnegHue
MAC-komaHabl MoryT 6biTe HENOMHLIMK. B ntobom crny4Yae nonHelid cnvcok MAC-koMaHf BbINONHAETCA, Aaxe
ecnu bydep, cogepxxawumin MAC-oTBeThl, gomkeH DbiTh 0bpe3aH. CeTeBon cepBEp HE JOMKEH rEHEpPUPOBaTh
nocnegosatensHocTb MAC-KOMaH, Ha KOTOpble OKOHEYHOE YCTPOMCTBO HE MOXET OTBETWTb OAHWM BOCXO-
aswmm kagpom, CeTesoi cepeep OOMKeH BbIYMCIATE MakcumanbHblii pasvep nona «MpuknagHsie gaHHbie»
(FRMPayload) ans oteetoe Ha MAC-komaHgsl cnegytowmm obpasom:

- ecnu none «ApanTuBHas CKOpOCTL Nepefadu AaHHelx» (ADR) nocneaHero sBocxoasiero cooblieHus
UMeeT 3HadeHwe 0, To HeobxoOwMO yCTaHaBMNMBAaTh MaKkCHMManbHbIA pasmep nong «llpuknagHble OaHHbIE»
(FRMPayload), cooTBeTCTBYHOLMA CAMOA HU3KOW CKOPOCTU NepeaaYy gaHHbIX;

- ecnu none «AganTuBHaA CKOPOCTL Nepegaydn aaHHex» (ADR) nocnenrero Bocxogswero coobuieHus
MMeeT 3HadveHwe 1, To HeobBxoAWMOo yCTaHaBnNMBaTh MaKCHMarnbHbid pa3mep nons «lpuknagHelie AaHHbIE»
(FRMPayload) cooTBercTBYIOLWMM CKOPOCTU NEPefaYy AaHHbIX, NCNOMNb3yEeMOW YCTPONCTBOM ANs nepena4u
nocneaHero BOCXoAsALLero coobLeHus.

Mpumevyanue — [pu nonydeHnn obpesanHoro MAC-oTeeta cepeep ceTu MmoxeTt peTpaHcnuposate MAC-
KOMaHObl, Ha KOTOpEIE HE NOMy4Yun OTBET.

Tabnuua 4 — MAC-komaHgel

Mepenaercs
CID Komaxna OKOHE4HOMY GHABEE Kpatkoe onucaHue
ycTponcTey CTaHLMK
0x01 Resetind X — cnonbe3yoTca YCTPOUCTBaMM € akTUBaumen yepes
nepcoHanuaauvio Ang Haukauum cbpoca u cornaco-
BaHUA BEPCUIA NPOTOKONA
0x01 ResetConf — X MoaTeepwnaeT komangy Resetind
0x02 LinkCheckReq X — McnonbayeTcs oKOHEYHbIM YCTPOMCTBOM O/18 NPOBEp-
KW EF0 NOAKMIOYEHUA K CETK
0x02 LinkCheckAns — X OteeT Ha komaHay LinkCheckReq.
CofepKuT OLEHKY MOLLHOCTH NOMYyYEHHOrO CUrHa-
na, yKkaselBalolyto Ha Ka4eCTBO NPMEMAa OKOHEYHOro
YCTPOMCTBA (YCTONYMBOCTE CBA3K)
0x03 LinkADRReq — X 3anpalumBaeT OKOHEYHOE YCTPONCTBO U3MEHUTE
CKOpPOCTbL Nepefayn JaHHLIX, MOLWHOCTL Nepeaayu,
KONWYECTBO NMOBTOPEHWA UK KaHan
0x03 LinkADRARns X — MogTeepxaaer komanay LinkADRReq
0x04 DutyCycleReq —_ X YcTaHasnueaeT MakcMmanbsHoe arperiposaHHoe 3Ha-
YeHue paboyero LWKNa yCTPoUcTea Ha nepenayy
0x04 DutyCycleAns X — MopTteepaaet komarvay DutyCycleReq
0x05 RXParamSetupReq — X YcTaHaenueaeT NapaMeTpbl OKOH NpUema
0x05 RXParamSetupAns X — MooTeepxnaet komanny RXParamSetupReq
0x06 DevStatusReq — X 3anpawmnsaet cTaTyc OKOHEYHOrD YCTpoMcTEa
0x06 DevStatusAns X — Bosepawyaet cratyc (COCTOSHME) OKOHEMHOTO YCTPOW-
CTBa, a MMEHHO YpoBeHb 3apaaa ero Batapew U oT-
HOLWeHWe curHan/Wwym (oueHka gemogynsauvmn)
0x07 NewChannelReq — X Co3gaet unn U3MeHsAeT onpeaeneHve paguokaHana
0x07 NewChannelAns X — Moareepxpaet komanay NewChannelReq
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OkoHvaHue mabnuisr 4

Mepepaetca
CiD Komanpa OKOHBUHOMY . Kpatkoe onucanue
yCTpDI:‘ICTB)I' CTaHuuK
0x08 | RXTimingSetupReqg - X YeraHaBnueaer BpeMeHHBIe MHTepBans! ANs OKOH
nprema
0x08 RXTimingSetupAns X — Mooreepxxaaet komaHny RXTimingSetupReq
0x09 TxParamSetupReq — X KMcnonbayetca cepsepom CeT, 4Tobbl YyCTAHOBUTL
MEKCUMAanbHO OONYCTUMOE BPEMS 3a0epXKn U MaK-
cumManbHyo ahMEKTUBHYIO M3OTPOMHYIO MOLLHOCTL
nanyyenus (EIRP) okoHevHoro ycTpoMcTBa Ha OCHOBE
NoKansHbIX COrNalleHnii U HOPMAaTUEHBLIX aKTOB
0x09 TxParamSetupAns X — MoaTeepxnaet komaHay TxParamSefupReg
0x0A DIChannelReq — X MameHsaeT onpeneneHne HUCXOAALWEro paguokadana
okHa npuema RX1 nyTem cMeLLeHna YacToTel nepe-
Aa4K HUCXOOAWEN NMUHWKA OT YacTOTkl BOCXOOALLEN Nu-
HIAW cBA3K (T. €. codfaHue acUMMETPUYHOO KaHana)
Ox0A DIChannelAns X - MogTeepxaaet komaugy DIChannelReq
0x0B Rekeyind X — lcnonbayeTtca yCTPOWCTBOM C aKTUBaLUWen Nno Bo3-
Ayxy ana onoeeweHua ob obHoBNEeHKW ceaHca CBA3n
ycTporcTea ¢ cepeepoM ceTk (oBHOBNeHWe Knioye)
0x0B RekeyConf - X MNopgTeepxpaet komaHay Rekeylnd
0x0C | ADRParam3etupReq — X Mcnone3yeTca cepeepoM CETU ANA YCTaHOBKK
ADR_ACK LIMT nADR_ACK_DELAY napameTpoB
OKOHEYHOro YCTPOUCTEA
0x0C | ADRParamSetupAns X — Moateepwxpaet komauoy ADRParamSetupReq
0x0D DeviceTimeReq X — Mcnone3ayercs OKOHeYHbIM YCTPOWUCTBOM A1 3anpoca
TEKYLWEN AaTkl U BpEMEHK
0x0D DeviceTimeAns - - X CeTk oTnpaenseT oTeeT Ha 2anpoc Device TimeReq
0x0E ForceRejoinReq — X MNoceinaeTcs ceTel ANA 3anpoca HeMeaneHHor
nepenpucoeqmMHeHns yCTpoONCTBa K CeTH, AOMNONHU-
TEMBHO YKA3LIBAETCH KONUYECTEO 1 NEPUOANMHOCTE
MoBTOPOR
0x0F RejoinParamSetup — X Mcnonbayerca ceTelo Ans YCTAHOBKM NEPUOAMYHOCTI
Req OTNPaBKK YCTPOMCTBOM 3anpOCOR HA Nepenpucoeiu-
HEHWE K CETH
0x0F RejoinParamSetup X — Moareepxaaet kKomaHay RejoinParamSetupReq
Ans
Ot [MponpueTapHeie b X 3ape3epBUMpPOBaHO 418 KOMaHA, AeNCTBYIOWUX TONBKO
0x80 KomaHabl B pErMoHarbHbIX CeTAX
ao
0xFF

MpumevyaHua

1 B OCHOBHOM OKOHEYHOe yCTpoicTBO OydeT oTBeYaTb TONMbKO OA4WH pas Ha Ny nonyyveHHylo MAC-komaHay.
Ecnuv oTBeT noTepsH, TO CeTb BbiHy}¥OeHa Gyner cHoBa nocnaTte koMaHay. CepBep cCeTu peluaeT, YTo KoMaHga OomkHa
BbITh OTNpaBNeHa NoBTOPHO, KOTAA OHa MoMny4aeT HoBoe BocXoadllee cooblueHWe, KOTOPOe He COOEpUT OTBETA.

Toneko RxParamSetupReq, RxTimingSetupReq w DIChannelReq umeroT Opyron MexaHusm noaTeepxaeHns, onm-
CaHHbI B COOTBETCTBYHOLUMX pasfenax, Tak kaK OHW BNWAIOT Ha NapameTpbl HUCXOOALLEW NMHWA CBA3K.
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2 Korpa MAC-komaHaoa MHWUMMPYETCS OKOHEYHLIM YCTPOMCTBOM, CeTh AenaeT Bce BO3MOKHOE ANA OTNPaBkX nod-
TBEPXAEHUA/OTBETA B OkHa npuema RX1/RX2 cpaay nocne aanpoca. Ecnun oTBeT He nonyyeH B okHa RX1 u RX2, 1o oko-
HEYHOE YCTPONGCTBO MOMET peanvaoeaTe Niobon MexaHnam NoeTopa, KOTOPLIM COYTET HYKHBIM.

3 OnwHa MAC-komaHdbl He 3agaeTcsl ABHO W AomkHa BblTe HEsBHO M3BecTHoW no MAC-peanusaumn. MNoatomy
HenasecTHble MAC-koMaHab!l He MOryT BbiTek Nponylluexsl, U nepeas HewspectHana MAC-koMmanna 3asepluaet obpaboTiy
nocnegoeatensHocT MACG-komaHa. LienecoobpasHo ncnonbksosate MAC-kOMaHabl, COOTBETCTBYIOWWE BEPCUAM CTaH-
napTta, B Kotopom MAC-komaHaa Geina enepesie onybnukosaHa. Takum obpaszom, ece MAC-KoMaHakl, peanvaosaHHele
00 NOsBMNEHUs HACTORLEro cTaHgaprta, MoryT BeiTe obpaboTaHsl okoHeuHbIM yeTporcTeoM gaxke cpean MAC-komang,
OMUCaHHBIX TOMBKO B Tekylwerh eepcun cneundukaumn LoRaWAN RU, w ecnwn oHa HoBee, Yem peann3aunsi OKOHEYHOTo
YCTPOWCTEA.

6.3.1 Komangb! nngnkaunu cbpoca (Resetind, ResetConf)

[anHaa MAC-komaHOa OOCTYNHA TOMbKO ANA YCTPOMCTB C akTUBauWel Yepes NnepcoHanunsauno, akTu-
BYPOBaHHbLIX B CETU C cepBepom ceTu, nogaepxusawwmm LoRaWAN v.1.1. Ha cepeepe ceTu, nogaepxusato-
wem Tonsko LoRaWAN v.1.0, panHas MAC-komaHzaa He peanuaoeaHa.

YeTpoicTBa ¢ akTuBaLUMein No BO3ayxy He A0MKHbI OTNPasnATh 3Ty komaHay. CeTeBol cepsep AOMKeH
WrHopmpoBsatk komaHay Resetind, noCTynMBLLYIO OT YCTPOWCTBA C aKTUBALUME MO BO3OYXY.

C nomollblo KoMmaHabl Reset/nd ycTpOWCTBO € akTUBaUMER Yepea NepcoHanvaalui uasellaeT ceTu,
YTO OHO ObINO MOBTOPHO MHUUMANU3MPOBAHO WM YTO OHO NepeknoYeHo Ha cson MAC- 1 pagvoHacTponkn No
yMon4aHuio (T. e. napaMeTpbl, W3Ha4yansHo 3anporpaMMupoBaHHbLIe B YCTPONCTBE NPW W3roTOBNEHUM, 38 UC-
KMNioYeHnem Tpex cHeTymkos kagpos). Komanaa Resetind nonxHa noBasnateca B none «MNapameTpsl kagpan
(FOpts) Bcex BocxogAwmx kKagpos, noka He Oyaet nonyyeHa komaHga ResetConf.

DauHas komaHga He SIBMSeTCs CUrHanoMm CeTeBoMYy cepBepy, YTo Bbinu cBpolueHbl CHETHUKU Kagpos.
CueTyMKM KagpoB HUCXOAALWNX W BOCXOAAWMX coobLeHnin He JOomKHbI cOpackiBaThcs B yCTPONCTBAxX C akTu-
Bauwvei Yepes nepcoHanu3aunio.

MpumeuyaHue — JaHHaa KoMaHOa npefHaszHaveHa ANA YCTPOUCTB C akTUBaLUeln yepes nepcoHanvaauuio,
NMTaHne KOTOPbIX MOKET ObITh OTKMIOYEHO B KAKOA-TO MOMEHT BReMeHM (Hanpumep, sameHa Garapen). YCTpoNCTBO MOXEeT
NOTEPATL HACTPOWKM COSAUHEHWNSA HA CEAHCHOM YPOBHe, XxpaHswmecs B O3Y (Kpome CHeTYMKOB Ka[poB, KOTOPLIE OOMKHbI
BbiTh COXpaHEeHbl B 3HEProHe3aBUMCUMOi NamMaT). B aToM cnyyae ycTpoWCTBO HYXOaeTcs B TOM, YToDb! Kak-TO COOBLUMTL
cepBepy CeTH O NoTepe HacTPoeK CoeanHeHUs Ha ceaHCHOM ypoBHe. B Byaywux sepcuax npotokona LoRaWAN RU ata
KOMaHOa MOXET Takke WCMoNbaoBaTbCA ANA COMMacoBaHWA HEKOTOPLIX NapaMeTpoB MpoTOKona Mexay YCTROMCTBOM 1
CEPBEPOM CETH.

KomaHnpa Resetind skniovaeT B ceba gononHuMTensHeld HoMep Bepcun LoRaWAN RU, noggepxueae-
Mo yetpoicTBom. CTpykTypa komaHasl Resetind npueegeHa Ha pucyHke 14.

Paamep (8 Baiitax) 1

Nannble Resetind (Resetind Payload) Bepcua LoRaWAN RU yetpoictea (Dev LoRaWAN RU version)

PucyHok 14 — CrpykTypa komangel Resetind

Crpyktypa nonsa «Bepcua LoRaWAN RU yctpoictea» (Dev LoRaWAN RU version) komaHabl Resetind
npueeaeHa Ha pucyHke 15.

Buthl 7:4 3:0
Bepcusa LoRaWAN RU yctpoiictea RFU [ononHuteneHelid HOMEp BEPCHN
(Dev LoRaWAN RU version) (Minor)=1

Pucyrok 15 — Crpyktypa nona «Bepcua LoRaWAN RU yctpoiictea» (Dev LoRaWAN RU version) komange! Resetind

Monme «[ononHuTenbHbli HOMep Bepcuu» (Minor) ykasbiBaeT Ha OOMNOMHUTENLHLIA HOMEp Bepcun
LoRaWAN RU, nogaepxueaemslil OKOHEYHbLIM YCTPOWACTBOM (CM. Tabnuuy 5).
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Tabnuua 5— 3HaueHws nons «JononHuTensHLIA Homep Bepckn» (Minor)

JononHutensHelii Homep sepeun (Minor) 3HaqeHne nons
RFU 0
1 (LoRaWAN RU x.1) i)
RFU Or2p015

Korga cetesoi cepeep nony4yaeTt Resetind, oH oTBevaeT komaHaon ResetConf.

Komanga ResetConf copepwut ogwvH BanT gadHbiX, 3aKOO4WPOBaHHBIX B COOTBETCTBMM C BEpCUEn
LoRaWAN RU, noopepxueaemon cepeepomMm CETH C UCNoNnb3oBaHnem hopmaTa, COOTBETCTERYIOLWEro BEepCUM
LoRaWAN RU yctpoiictea (Dev LoRaWAN RU version). CTpykTypa komaHabl Resetind npuseneHa Ha pucyH-
ke 16.

Paamep (B Gaiitax) 1

OaunHblie ResetConf (ResetConf Payload) Bepcus LoRaWAN RU cepeepa cetn
(Serv LoRaWAN RU version)

PucyHnok 16 — Crpyktypa komanpel ResetConf

Bepcus cepeepa, koTopyto HeceT ResetConf, gomxHa coBnagaTth ¢ Bepcuen yctpoicTea. Jlioboe gpyroe
3HaUeHne ABMAETCA HegonyCTUMbIM.

Ecnu Bepcus cepeepa He coBnajaeTt ¢ Bepcuein YCTPoMCTBa, YyCTPOMNCTBO AOMNKHO 0TEPOCUTE KOMaHay
ResetConf n noBTOpPHO OTNpaesuTe komauay Reselind B cnegylollem Bocxogdaluem kagpe.

6.3.2 KomaHgb! npoBepku nogknwyeHna k cetun (LinkCheckReq, LinkCheckAns)

C nomowsto komaHgbl LinkCheckReg oKOHEYHOE YCTPOWCTBO MOMET MPOBEPWTL CBOE MOLKITHYEHWE K
ceTu. Komaraa He MeeT nonesHblx AaHHBIX.

Korga ceteson cepeep nonyyaet LinkCheckReq 4yepe3 ofjMH UNU HECKOMbLKO LIMH308B, OH OTBEYaeT KO-
maHgon LinkCheckAns. CTpyKTypa KoMmaHabl LinkCheckAns npueefeHa Ha pucyHke 17.

Pazwmep (B GanTax) 1 1

Hanuble LinkCheckAns YcToluneocTe aemonynauum (Margin) Yucno wnwaoe (GwCnt)
(LinkCheckAns Payload)

PucyHok 17 — Crpykrypa komanael LinkCheckAns

Mone «YcTtoiyneocTe gemodynsummy: (Margin) npegctaenset coboi 8-6utoBoe uenoe Yucno 6e3 sHaka
B AnanasoHe ot 0 go 254 u ykasbiBaeT 3Ha4eHne yCcTon4YnBOCTY CBA3W B 4B, nonyyeHHoe no akTy ycnewHoro
npuema nocnegHen MAC-komaHabl LinkCheckReq. 3HaveHne, pasHoe 0, o3HavaeT, 4Tto kagp 6bin nony4ex
Ha MMHUMansHoM ypoeHe gemogynauun (0 gb wnn npu oTcyTcTBUKM 3Ha4YeHws ), a aHadveHue, pasHoe 20, Ha-
npumep, o3Ha4aeT, 4To Kaap gocTur wni3a ¢ 20 ob 3anaca oTHOCUTENbHO Nopora AemMogynauun. 3HadeHue,
paeHoe 255, aapesepBupoBaHo Ans byayuiero nenonsL3oBaHus.

Mone «Yucno wniozoe» (GwCnt) onpeaenset yucno WN30B (Ba30BbLIX CTAHUWA), KOTOPbLIE YCNELWHO
nony4yunu nocnegHwto komaHay LinkCheckReq.

3Ha4YeHs MUHMMAanbHOIO YPOBHA COOTHOLUEHMA CUTHan/WyM ANA 4eMOAYNALUK naketa npuBegeHbl B
Tabnuue 6.

Tabnuya 6— 3HAYEHWA MUHUMANLHOMD YPOBHA COOTHOLUEHWA CIa"IFHaJ'IJ'LLIyM Ona oemMoaynaluuia naketa

CropoGTb Nepega4n Curvan/wym (SNR) MuHumMansHOro ypoBHA demodynauyun naxketa (ab)
DRO =20
DR1 =175
DR2 =15
DR3 ~12.5
DR4 =10
DR5S -7.5
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6.3.3 ApanTauus cKOpoCTU Nepeaauu AaHHbIX (LinkADRReq, LinkADRARS)
C nomolubo komaHasl LinkADRReq ceTeBoi cepeep 3anpalluBaeT OKOHEYHOE YCTPOWCTBO BbINOMHWTL
afjanTauuio CKOpoCcTU nepedayu AaHHblx. CTpykTypa komaHabl LinkADRReq npuBeaeHa Ha pucyHke 18.

Pasvep (B banTax) 1 2 1
Oanvele LinkADRReq 3anpoleHHas ckopocTe Macka xanana (ChMask) Na3beiToyHocTs
(LinkADRReq Payload) nepenayun AaHHbIX U BbIXO4- (Redundancy)

HaA MOLWLHOCTE NepeqaTyn-
ka (DataRate_TXPower)

Pucyrok 18 — CtpykTypa komanasl LinkADRReq

CTpykTypa nona «3anpolieHHasn CKOpocTk Nepedayu AaHHbIX W BbiXogHasA MOLLHOCTE Nepedarqukar
(DataRate_TXPower) komanael LinkADRReq npvBegeHa Ha pucyHke 19.

BuTtsi [7:4] [3:0
3anpolleHHasn CKopoCTL Nepeaaym 3anpoleHHan GKOpPoCTL nepeaayn BeixogHaa MOWHOCTE Nepeaarynka
[AHHbIX M BBIXOOHAA MOLLHOCTE Nepe- nadHbix (DataRate) (TXPower)
naruuka (DataRate_TXPower)

PucyHok 19 — CTpykTypa nons «3anpolweHHas cKopoCTe Nepefaqy aHHbIX 1 BeIXOAHAR MOWHOCTE NepegaTivkar
(DataRate_TXPower) komaHak! LinkADRReqg

3anpolueHHan ckopocTk nepefaun aadHeix (DataRate) n BeixogHan mowHocTe nepenatumnka (TXPower)
SBNATCA PErMOHANbHLIMK NapameTpamu U onpeaeneHsl B pasaene 9. BoixogHas MOUWHOCTL NEpenaT4ymka,
yKa3daHHad B KOMaHoe, A0MmKHa pacCMaTtpuBaTbhbCH KaKk MakcMmanbHas MOUWHOCTE nepenaYn, Ha KOTDpOﬁ MO-
*eT paboTaTtk ycTpoucTBo. Ecnv B KOMaHOe 3agaHa MOLWHOCTL, NPeBbillaloWan MakcUMansHyl0 MOLWHOCTL
YCTPONCTBA, TO OKOHEYHOE YCTPOWCTBO AOMKHO NMOATBEpAWTL YCNeWwHoe BhINOMHEHWE KomaHabl n paboTtaTh
Ha CBOEN MakCUMarnbHO BO3MOXHON MOLLHOCTH.

3HadeHune OxF (15 B gecaTnyHom chopmare) aanpoLlieHHOn cKopocTU nepefadn aaHHbix (DataRate) unu
BbIXOHOWM MOLWHOCTK nepenatunka (TXPower) o3HadaeT, 4TO YCTPOUCTBO AOMAKHO UTHOPUPOBATL 3TO None u
COXpaHWTb Tekyulee 3HadeHne napametpa. Macka kaHana (ChMask) kogupyeT Mcnonb3oBaHWe KaHanoe ans
nepegavyn B BoCxogsLwen nuHum ceasm (but 0 cooTBeTcTByeT MnaglemMy paspsay) B COOTBETCTBUMM ¢ Tabnu-
uen 7.

Tabnuuya 7 — KoauwpoeaHue nona «Macka kaHana» (ChMask)

BuThl Wecnoneayemele kaHans
0 Kanan 1
1 Kanan 2
15 Kanan 16

But B none «Macka kaHana» (ChMask), yctaHoBReHHbIR B 1, 03Ha4YaeT, YTO COOTBETCTBYIOWNA KaHan
MOMET UCMNONL30BaTLCA ANA Nepefayn B BOCXOAALEN NMHUN CBA3M, 8Cnu 3TOT kaHan o6ecnevynsaer ckopocTs
nepefaqy gaHHbIX, B HacTofAWee BPeMs UCMONb3yemyk YCTPOWCTBOM. BWT, ycTaHoBNeHHbIA B 0, o3Hadaer,
YTO COOTBETCTBYHLIME KaHaNbl cnegyet NCKIMHYNTb.

Mone «W3beiToyHocTe» (Redundancy) (cm. pucyHok 20) srnodaet none «4ucno nepegad» (NbTrans).
370 none ncnonb3yeTcs AMNs BOCXOASAWMX Kaapos, Tpebyrwmx 1 He Tpebyrlmx NnoaTBEpHAeHUs nony4e-
HWA. 3HayeHWeM No ymonyaHuio Aensetcsa 1, KOTOpoe COOTBETCTBYET OAHOW nepenaye kaxaoro kagpa. [o-
nycTUMbIN ananasoH ot 1 go 15. Ecnun nonyyveHo aHaveHuve nona «4Yucno nepegad» (NbTrans), pasHoe 0, To
YCTPOWCTBO A0IMKHO COXPaHWThb TEKYLIEE 3Ha4YeHne Yrcna nepesay HenamMeHHbIM,
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BuTsl 7 [6:4] [3:01
MN3beITOMHOCTE RFU YnpaeneHWe Mackoi KaHana Yucno nepena4 (NbTrans)
(Redundancy) (ChMaskCntl)

Pucyrok 20 — CrpykTypa nons «3beitouHocTe» (Redundancy)

Mone «YnpaeneHus mackow kaHana» (ChMaskCntl) ynpasnseTt nHTepnpeTauuen paHee onpeaeneHHoro
BuToeoro nona «Macka kaHana» (ChMask). MNone «YnpaeneHua mackon kanana» (ChMaskCntl) koHTponupy-
et brok 13 16 kaHanos, k KoTopbiM NpuMeHsieTcs none «Macka kanana» (ChMask). Oxo Tawke moxeT BbiT
MCNONb30BaHO, YTODL! rMobanbHO BKMYMTE MU BLIKMIOYUTL BCe KaHanbl. Mcnonb3oBaHue storo atpubyTa
ABNAETCHA perMoHanbHbLIM NapameTpoM K onpedensaeTcs B pasnene 9.

CeTeBol cepBep MOXET BKITIOYUTL HECKOMbLKO NocneaoBaTenbHbiX KoMaHg LinkAdrReq B ogHO HWCXO-
asilee coobuieHune. C Luenb KOHUIYpUpPoOBaHMA MaCcKKM KaHana OKOHeYHOro YCTPOWCTBa OKOHEYHOE YCTPOr-
CTBO JormkHo obpaboTtaTte BCcl nocnegoBatensHocThk LinkAdrReq B coobueHWax B TOM NOpAAKE, B KOTOPOM
OHW NepefaHbl B HUCXoAsWeM cooblieHun, kak oauH eauHbln bnok komang. CeTeBol cepeep He [OMKeH
BKMOYaTL B HUCXoasWee coobuieHve Bonee oaHoro Takoro Bnoka komaHz. OKoHeYHoe YCTPOWCTBO AOMKHO
nocnate ogHy KomaHgy LinkAdrAns, 4yToObl nogTBepANTE WK OTKMOHUTE BeCb eanHblii ADR KoMaHgHbIM Grok.
Ecnu Hucxogawee coobuwerune HeceT Bonee ogHoro eguHoro ADR komaHgHoro brnoka, To yCTPONCTBO AOMKHO
obpabotarte Tonbko nepeblii 13 HUX 1 otnpaenTe NAck (komanga LinkADRAnNs co Bcemu Butamn cocTosHMs,
ycTaHoeneHHeiMu 8 0) B8 0oTBeT Ha Bce octanbHble ADR komaHaHble Broku. YeTpoicTeo gorxkHo obpabaTki-
BaTb nona «CkopocTb nepefadn aavHbix» (DataRate), «BeixogHas mowHocTs nepepatuukay (TXPower) u
«Mucno nepepady» (NbTrans) Toneko M3 nocneaHei komaHael LinkAdrReqg B nocnegoeatensHocT ADR ko-
MaHOHOIo ﬁnor(a, TaK KaK 3Ha4YeHwd 3TUX napameTpoB OnpeendwT oﬁmee COCTOHHKWE yCTpCIIﬁCTBa. B none
«MopTeepxaeHne nonyvyenusa coobuwenuar» (ACK) BUT macku KaHana B OTBeTe JOIKEeH OTpaxaTk NpuHATHe/
OTKNOHEHWE OKOHYaTENbHOMo NNaHa kaHanos nocne o6paboTky BCex 3neMeHTOB ynpaBneHusl Mackoii kaHana
B NnocnegoeatenbHocT ADR komaHgHoro Brioka.

YacToTa kawooro KaHana aagaeTcsa ANns KOHKPEeTHOro pernoHa v onpegeneHa B pasgene 9. OkaHevHoe
YCTPONCTBO oTBEYaceT Ha komaHgy LinkADRReq komangon LinkADRAns. Ctpyktypa komaHgel LinkADRAns
npueegeHa Ha pucyHke 21.

Pazmep (B baiTax) 1

OanHble LinkADRARNs (LinkADRANs Payload) Crartyc (Status)

PucyHok 21 — CtpykTtypa komanabl LinkADRANS

Crpyktypa nonst «Ctatyc» (Status) komanabl LinkADRAnNs npveefeHa Ha pucyHke 22.

Butbl [7:3] 2 1 0
Crartyc (Status) RFU BbixoaHas MOWHOCTL 3anpolueHHan Macka kaHana B none
nepefaTtyvKa B rone | CKopocTs nepena4n «MopTeEpPKAEHWE
«[NogTBEpPKOEHNE B none «MopgTeepx- | nony4yeHus coobiye-
nonyyeHusa coobule- AeHWe NonyyYeHus Hus» (Channel mask
HuA» (Power ACK) coobueHus» (Data ACK)
rate ACK)

PucyHok 22 — Crpyktypa nonsa « Ctarycy (Status) komadasl LinkADRAnNs

Butel nona «Cratyc» (Status) komange! LinkADRANs nmelaT 3HaveHna cornacHo Tabnuue 8.
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Tabnuua 8 — KoaupceaHnue nona «Cratycs (Status) komangbl LinkADRAns
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ATpubyT

Bur=0

Bur=1

Macka kaHana B none
«MoaTeepwaeHne nonyyeHns
coobLeHus»
(Channel mask ACK)

OTnpaeneHHas Macka KaHana paspellaer
WCNONG30BaHWE NOKa HEONpEeaEneHHoro
KaHana \mniu macka Kadana Tpeﬁye"r oT-

KnioyeHus Bcex kavanos. KomaHga Obina

OTKMOHEHA, W COCTOAHUE OKOHEYHOro
ycTporcTBa He BbINe M3MEHEHD

OTnpaBneHHas Macka kaHana
yCneLwHo MHTepnpeTupoBaHa.
Craryckl BCEX B HACTOSALIEE BPEMS
onpegenedHHblX KaHanoe Buinn ycTa-
HOBIMEHbl B COOTBETCTBUM C MaCKOK

3anpolleHHas ckopocTb

nepenaqn AaHHeIX B none
«MoaTteepwagH1e NonyyeHus
coobuleHus» (Data rate ACK)

3anpolueHHas ckopocTe Nepeaaqn AaHHbIX
HEM3BECTHA OKOHEYHOMY YCTPOMCTBY MU

HEBO3MOXHO 0BecneynTE 3aaaHHyIo Macky
KaHana (He NoQLepKMBAETCH HU OOHWUM

CkopocTk nepeaadqun faHHeix Geina
YCMNEeLIHD YCTaHOBNEeHa UNA none
«3anpoLeHHas CKopPOCTb Nepeaaqmny
(DataRate) B 3anpoce Bbino ycra-

M3 BKMIOYEHHbIX KaHanos). Komanaa Beina
OTENOHEHAa, W COCTOAHWE OKOHEeYHOro
yCcTpoHCTBa He BBING M3MEHEHO

HOBNEHOo B 3Ha4eHue 15, 1 oH Bbin
NPOVrHopUpoBaH

BeixogHas MoLIHOCTE nepe-
Aatyuka B none
«MoaTeepwaeHre nony4yeHus
coobuienua» (Power ACK)

YcTponcTeo He moxeT paboTaTte Ha ypoBHe
MU HAKE 38aHHOTO YPOBHSA BbIXOAHOH
MOLWHOCTU nepefatyvka. Komanpa Beina
OTKNOHEHA, U COCTOAHWUE OKOHEYHOro
YCTPOMCTBA He BbINe N3MEHEHO

YcTponcTeo moxeT pabotate Ha
YPOBHE UMW HWKE 331aHHOTO YPOBHA
BbIXO4HOW MOLLHOCTW NepegaTyvka,
unu none «BbixogHas MOLIHOCTL
nepenaruukar (TXPower) B 3anpoce
BbINo ycTaHoBNEeHo B 3HavyeHue 15, u
oH BbIN NpoMrHOpMpOBaH

Ecnu noboi 13 atux Tpex 6utos paseH 0, TO 3TO 3HAYMT, HTO KOMaH4a He BbINOMHEeHa W YCTPONGTBO
COXpaHWuIo NpEeKHEee COCTOAHNE,

6.3.4 Pabouun umkn ycrpomcrea (DutyCycleReq, DutyCycleAns)

KomaHpa DutyCycleReq wcnonbayetcs cepBepom CeTu, 4Tobbl OrpaHuynTb OKOHEYHOMY YCTPOWCTBY
BPEMA Ha nepefayy cooblleHWn B paguoadupe. CoOBOKYNHOE OrpaHnUyeHue Onsa BCex YacToT COOTBETCTBYeET
orpaHuYeHnio ANa Kaxao0i Ucnons3yemoid YactoTel. CTpykTypa komaHasl DutyCycleReq npveeneHa Ha pu-
CyHKe 23.

Paawep (e DanTax) 1

Oanubie DutyCycleReq (DutyCycleReq Payload) Pabounit unkn nepenasn (DutyCyclePL)

PucyHok 23 — Ctpyktypa komanasl DutyCycleReq

Crpyktypa nona «Pabouuin yukn nepegaymn» (DutyCyclePL) komangel DutyCycleReq npusegeHa Ha pu-
CyHKe 24.

Butbl

[7:4]
RFU

[3:0]

PaBouni ynkn nepega4mn

MakcumansHo gonycTimelin pabounia
(DutyCyclePL)

uukn nepemaqun (MaxDutyCycle)

PucyHok 24 — CtpykTypa nonsa «Paboqnin uukn nepenayu» (DutyCyclePL) komanas DutyCycleReq

MakcumansHo gonycTumMelid pabouynin UWKN nepegadn BelYMCNAeTcs:
1
2 MaxDutyCycle

aggregated duty cycle =

Jonyctumein guanasoH ana MaxDutyCycle ot 0 go 15. 3HauyeHwe 0 COOTBETCTBYET «HET OrpaHuyYeHuin»,
€CNu B perMoHankHbiX HACTPOMKAX He YKasaHo uHave.

OkoHe4yHoe ycTpoicTBO oTeevyaeT Ha DutyCycleReq komangoin DutyCycleAns. MAC-komaHga
DutyCycleAns He conepXuT HUKaKMX MoMesHbiX aHHbIX.
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6.3.5 MapameTpbl okoH npuema (RXParamSetupReq, RXParamSetupAns)

KomaHga RXParamSetupReq no3BonsieT U3MeHATb Y4acTOTy M CKOPOCTL Nepedadvn AaHHbIX, YCTaHOB-
neHHble Ana BTOporo okHa npuema (RX2) nocne kawpgoro Bocxogsuwero cooblleHns. 3Ta KoMaHga Takke
NO3BOMAET 3anporpaMMUpOBRaTE CMELLEHNEe CKOPOCTW Nepenaym AaHHbIX B BOCXOOALEN NMHWUA CBA3M OTHOCK-
TeNbHO CKOPOCTH NepeaaYn AaHHbIX B HACXOASALER NUMHUKM CBA3W B okHO npuema RX1. CTpykTypa KoMaHabi
RXParamSetupReq npuBegeHa Ha pucyHke 25.

Pazmep (B Balitax) 1 3
JanHele RXParamSetupReq MapameTpbl HUCXOASLWEN NMAHWK CBA3K Yacrota (Frequency)
(RXParamSetupReq Payload) (DLsettings)

PucyHok 25 — CrpykTypa komaHael RXParamSetupReq

Crtpyktypa nons «MapameTpbl HUCXOASALWER NUHKMK cBR3uy» (DLsettings) komangel RXParamSetupReq
npuBegeHa Ha pucyHke 26.

Buthl 7 [6:4] [3:0]

MapameTpbl HUCXOOALENR RFU RX1DRoffset RX2DataRate
nuHuK ceA3n (DLsettings)

PucyHok 26 — CtpykTypa nons «Mapamerpel HUCXoasaLwen niuHum ceaaus (DLsettings) komanael RXParamSetupReq

Mone RX1DRoffset sagaeT cMmelleHMe MeXay CKOPOCTbHO Nepeaaql AaHHbIX BOCXOAALWEN NUHUK CBS-
31 W CKOPOCTbLIO MNepejaydr faHHblX HUCXOAAWENA NWMHWKN CBA3KW, UCMNONb30BaHHOW ONA CBA3W C OKOHEYHBIM
YCTPONGTBOM B NepBoM OkHe npuema (RX1). Mo ymonyanuio ato cMmelweHne paesHo 0. CMmeLleHne ucnoneay-
eTcs, 4TOBbI Y4UTLIBATE MAKCUMAaNbHLIE OrPAHUYEHUS NNOTHOCTU NOKPLITUSA BA30BLIX CTAHLMA B HEKOTOPLIX
pervoHax u banaHcupoBaTh 3arpyeHHOCTbI0 BOCXOAALWER U HUCXOAALWeR NHnia paguocenaaun. MNogpobHee o
sHadeHusx RX1DRoffset onvcaHo B pasgene 9.

Mone RX2DataRate onpegenaeT ckOpocTh Nepefayv AaHHbIX HUCXOASLWEN IMHUK CBA3M, UCMOoNb3ye-
MO BO BTOPOM 0OKHe nNpuema RX2, cnegys npasunam, aHanorudHbelM Ana komaHasl LinkADRReg (0 o3HavaeTt
DRO/M25kl"y, kK npumepy).

Mone «Yacrtota» (Frequency) cooTBeTCTBYeT HYacToTe, UCMONb3YeMon ANsA BTOPOro okHa npuema RX2,
npw 3TOM YacToTa KogupyeTcs aHanormyHo onvcanuio komanasl NewChannelReq.

Komanga RXParamSetupAns vcnonb3yeTca OKOHEYHBIM YCTPOMCTBOM, 4YTOOBI NOATBEPANTE NPUEM KO-
maHabl RXParamSetupReq. Komanna RXParamSetupAns gomxHa nobasnatecs B none «apameTtpsl kaapa»
(FOpts) Bcex BocxogAwmx coobLeHM, NoKa OKOHEHYHOe YCTPOMCTBO He MOMNy4YuT HUcxogsdlee cooblueHne B
okHo RX1 unu RX2 (c gnutensHocTeio RX2, xapakTtepHon Ang ycTponcTea knacca A). 3To rapaHTUpyerT, 4To
Aaxe Npu Hanuyuu NOTEPU BOCXOANALUMX NAKETOB CEeTh BCErOa B Kypce NapameTpoB HUCXOAALLENR NUHUKM CBY-
34, UCNOJb3YEMbIX OKOHEYHBLIM YCTPOMNCTBOM.

Ctpyktypa komaHasl RXParamSetupAns npuseneHa Ha pucyHke 27.

Paamep (B Baritax) 1

Oannsie RXParamSetupAns Cratyc (Status)
(RXParamSetupAns Payload)

Pucynok 27 — CrpykTypa komavael RXParamSetupAns

Crpyktypa nons «CTtaTyc» (Status) komawgbl RXParamSetupAns npuBeneHa Ha pucyHke 28. lNMone
«Cratycr (Status) komaHgel RXParamSetupAns kogupyeTtcs B COOTBETCTBUK C Tabnuuei 9.

ButhI [7:3] 2 1 0
Cratyc (Status) RFU RX1DRoffset ACK RX2 Data rate ACK Channel ACK

PucyHok 28 — CrpykTypa nons «Ctatyc» (Status) komangbl RXParamSetupAns
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Tabnuua 9— Koauposanwe nona «Craryc» (Status) komanasl RXParamSetupAns

ArpubByT Bur=0 Bur=1
Channel ACK 3anpalwueaemas 4YacToTa He npuMeHnma ang oko- | Kanan ans okda npuema RX2 ycnew-
HEYHOro YCTpoWcTBa HO ycTaHoBneH
RX2 Data rate ACK 3anpoleHHas cKopocTe Nepenaqn AaHHbeIX HeuaeecT- | CKOpPOCTe Nepefayn Ans OKHa npu-
Ha OKOHEYHOMY YCTPOWCTBY ema RX2 ycnellHo ycTaHoBneHa
RX1DRoffset ACK CmelleHue MeXOy CKOPOCTLIO Nepefayn AaHHbiX Boc- | CmeweHune RX1DRoffset ycnewwHo

XogAwWwed NMHWK CBA3W W CKOPOCTbIO Mepedaqv gaH- | ycTaHOBNEeHo
HBIX HUCXOAALLEN NMUHKIA CBA3KN ANA okHa npuema RX1
3a npegenamu paspelesHoro guanaaocHa

Ecnu nw6on 13 atux Tpex 61UToB paeeH 0, TO KOMaHAa He BLINOMHEHA, U YCTPOMUCTBO COXPAHSIET NPEX-
HEe COCTOSHME.

6.3.6 CraTtyc okoHeuHoro ycTpoicTea (DevStatusReq, DevStatusAns)

C nomolubio komaHabl DevStatusReq ceTeBoil cepBep MOXET 3anpocuTb MHOpMAaUWID 0 COCTORA-
HWK OKOHe4yHoro yctpovctea. KomaHgoa He wmeeT arpubyTos. Ecnu okoHe4yHoe YCTPOWCTBO MOMy4uno
DevStatusReq, oHo fomKHO 0TBETUTL komaHaon DevStatusAns. CipykTypa komanobl DevStatusAns npvee-
OEHa Ha pUcyHke 29,

Pa3smep (B BanTax) 1 1
OaHHble DevStatusAns YpoeeHb 3apaga Garapewu Crartyc (Status)
(DevStatusAns Payload) (Battery)

Pucynok 29 — Crpykrypa komaHael DevStatusAns

MNMone «YpoBeHbL 3apaga Gatapeu» (Battery) komanpbl DevSiatusAns KogupyeTcs B COOTBETCTBUM C Ta-
ornuen 10.

Tabnwuuya 10— KogupoeaHue nons «YpoeeHs 3aapana batapeu» (Battery) komangel DevStatusAns

YpoBeHb 3apaga Gatapeu Onuncaxune
0 OKOHEYHOE YCTPOWCTBO NOOKIMIOMEHO K BHELUHEMY WCTOYHUKY NUTaHWA
Ot 1 00254 Ypoeets 3apana Gatapew:

1 — HaxogWTCA Ha MUHUMYME;
254 — HaxoQuTCH Ha MakcUmMyme

255 OKOHEYHOE YCTPOWCTBO HE CMOTTO M3MEePMTL YPOBEHE 3apada Gatapen

MNMone «YctonuneocTe Agemoaynauuu» (Margin) cooepXuT cooTHoLeHKMe curHan/wym (B ab), namepeH-
HOEe npu npueme nocnegHen komaHObl — DevSfatusReq. 3HadeHne nons «YCToMYMBOCTb AEMOAYNALMU»
(Margin) okpyrnsaeTca oo bnvxadwero Lenoro sHadenua. 270 Uenoe 6-BUToBOE YMCNO GO 3HAKOM C MWHM-
ManbHLIM 3Ha4YeHuem MuHyc 32 0B u makcumansHelM 3HadeHnem nnwc 31 ab.

Crpyktypa nons «Cratyc» (Status) komangel DevSiatusAns npuBegeHa Ha pucyHke 30,

BuTbl [7:6] [5:0]

CraTtyc (Status) RFU YeTon4arBocTs gemoaynsauum (Margin)

PueyHok 30 — CtpykTypa nong «Cratyes (Status) komaHabl DevStatusAns

6.3.7 Cospanne/moancukauna kaHana (NewChannelReq, NewChannelAns, DIChannelReq,
DIChannelAns)

YcTpowncTtea, paboTalwme B pernoHe, ANA KOTOpPOro onpenened (hMKCMpoBaHHbLIA YacTOTHbLIA NMaH Ka-
Hanoe, He JoMmkHel BeINONHATE 3T MAC-komangb! (T. €. YCTPOWCTBO He QOMKHO OTBeYaTk Ha KomaHabl). 3a-
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[laBaemMble KaHanb! A0MKHL COOTBETCTBOBATL TPEBOBAHMAM pervoHanbHbLIX NapaMeTpos, ONMcaHHLIX B pas-
aene 9.

Komanga NewChannelReq MoXeT MCnonb3oBaTbCA ANA MAMEHEHWsA NapaMeTpoB CyLLecTByLWero asy-
HanpaeneHHOro KaHana unu cosaaHns Hoeoro. KomaHaa 3aaaert LeHTpanbsHy YacToTy HOBOTO KaHana u gua-
Na3oH CKOpOCTEX nepefaYn AaHHbIX B BOCXOAAWEN NMHWKW, KOTOPbIe MOrYT UCNONb30BATLCA Ha 3TOM KaHane
(pvicyHok 31).

Paamep (B Gatax) 1 3 1
[anubie NewChannelReq | WHaekc kavanos (Chindex) Yacrora (Freq) [duanasoH ckopocTell nepe-
(NewChannelReq Payload) naqm naHdblx (DrRange)

PucyHok 31 — CrpykTypa komangel NewChannelReqg

Mone «MHgekc kaHanos» (Chlndex) coaepxnT MHAEKC BHOBb CO30aHHOMO MMM W3MEHEeHHOro KaHana.
[na kaxporo permoHa (cM. pagen 9) yctaHaBnNMBAKTCA KaHambl «Mo YMONYaHW», KOTOpbIe HE MOTyT BbiTh
M3MeHeHbI C Nomolbio KoMmaHasl NewChannelReq.

Ecnw yncno kaHanos «no ymMonvyaHuio» paBHO N, TO HYMepOoBarbCsA KaHanbl «NO YyMONM4YaHWH» Gyp,yT
ot 0 go [N-1], a ot N go 15 bygyT HymepoBaTbCa pegakTupyemble kaHanbl. Takum obpaszom, MNone «MHoeke
kaHanos» (Chindex) moxeT npuHumats 3Haderune ot N ao 15. YeTpoicTBo AomkHO BbiTe B cocTosiHUuM obpa-
6aTLiBaTh No MeHblen mepe 16 pasnuyHelX kKaHanos. B onpeaeneHHOM pervoHe yCTpONCTBO MOXKET XpaHUTb
napameTtpbl 6onee 16 kaHanos.

MNone «MactoTa» (Freq) npeactaenser cobou 24-6mToBoe uenoe 4ucno bes 3Haka. PakTnyeckasn va-
cToTa kaHana B 'y cumtaetcs 100 - Freg, raoe sHa4eHus, npeqctaensolwme YactoTel Huxe 100 My, 3apezep-
BUPOBAHLI ANS UCMONL30BaHKA B Byayllem. 3To NO3BOMAET YCTaHABNWBATL YACTOTY KaHana B AManasoHe oT
100 MINu go 1,67 My ¢ warom 100 u. 3HavyeHue Freq, pasHoe 0, oTknw4yaeT kaHan. OKoHe4YHoe YCTPORCTBO
AOIMKHO NPOBEPWTE, 4TO YacToTa Ha camom gerne paspeweHa (obecnevnBaeTcs) Ha annapaTtHoM ypoBHe pa-
Avomogyns, v BepHyTk coobuwenne ob owwnbke B NPOTUBHOM crydae,

Mone «[uanasoH ckopocTen nepeagadu aardHsix» (DrRange) onpegenser agnana3soH ckopocTeit nepeaa-
YW JaHHBIX ANA BOCXOAALLER NMHUU CBA3W, pa3peLleHHbI ANA AaHHoro kaHana. MNone «[luana3soH ckopocTei
nepena4u gadHbIx» (DrRange) pazgeneHo Ha Oea 4-BUTHLIX MHOEKCa (CM. PUCYHOK 32).

BuTel [7:4] [3:0]
,ElnanaaoH CI(OpOCTeI:I nepefayu MakcumaneHas CKOpPOCTE Nepenaqu MuHMManeHas CKOpPOCTb NepegaYu
nanHelx (DrRange) naHHeix (MaxDR) AaHHelX (MinDR)

PwuecyHok 32 — CrpykTypa nonst «[luanasod ckopocTeld nepegaqu aadHeix» (DrRange) komanasl NewChannelReq

B cooTtBeTCTBMM C cormaweHnamy, onpegeneHHeimin B 6.3.3, none «MuHumManeHaa CKOpOCTs nepeaadyun
AaHHblx» (MinDR) 06o3Ha4aeT camblit HU3KMA YPOBEHb CKOPOCTM Nepedayun SaHHbIX 4N BOCXo4AWwen NMHUA
CBS3M, AONYCTUMbIA HA 3TOM KaHane. Hanpumep, UCNonb3ys pernoHansHbie napameTpsl Poccuitckoin ®ene-
paunn, 0 obozHavaetr DRO B nonoce 125 klu. AHanormyHbiv oBpasom none «MakcumManbHasa CKOpocTe nepe-
aadvun gaHHbix» (MaxDR) o6o3HavaeT caMblil BbICOKMI YPOBEHB CKOPOCTY Nepedadqn AaHHblX 4N8 BoCXogsawen
NMHUW CBA3MW, JONYCTUMBIA Ha 3ToM KaHane, Hanpumep, DrRange = Ox77 o3Havaert, 4to Tonbko 50 kbut/c
GFSK pgonyckaetcs Ha kaHane u DrRange = 0x50 o3navaeT, 4To nogaepXuBaTcs CKOpPOCT Nepeadn gaH-
Heix oT DRO B nonoce 125 kl'y ao DR5 B nonoce 125 k.

MaMeHeHHbIA KaHan BKMYaeTcs U cpady MoXeT BbiTk MCNONL30BaH AN B3auMOOENCTBUS C CEpBEpPOM.

B okHe nprema RX1 yactota B HUCXOAALEN NMHWM YCTAHABNUBAETCA PAaBHOM 4acTOTE B BOCXOOAALLEN
NMUHWUK CBA3MK,

OkoHeuHOE YCTPOWCTBO noaTBepxaaeT nonydeHue NewChannelReq oTnpaBkoil B OTBET KOMaHAbl
NewChannelAns. CTpykTypa komaHabl NewChannelAns npveegeHa Ha pucyHke 33.

Paamep (B Baritax) 1

[annble NewChannelAns (NewChannelAns Payload) Cratyc (Status)

PwoyHok 33 — CrpykTypa komangel NewChannelAns
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Crpyktypa nona «Cratyc» (Status) komangbl NewChannelAns npueegeHa Ha pucyHke 34. MNone «Cta-
Tyc» (Status) komaHasl NewChannelAns kogupyeTcs B COOTBETCTBAM C Tabnuuein 9.

Butbl [7:2] 1 0

Cratyc (Status) RFU Data rate range ok Channel frequency ok

PucyHok 34 — CtpykTtypa nonsa «Ctatycy (Status) komanasl NewChannelAns

Tabnwya 11 — KoaupoeaHue nona «CraTyc» (Status) komangb NewChannelAns

ATpubyTt Bur=0 bur =1
Data rate range ok YkasaHHbIA Anana3oH ckopocTei [AunanasoH ckopocTeil nepegaqn
nepegadyu OaHHbBIX NPEBbILWAET Mod- | OaHHBIX COBMECTUM C BO3MOMHOCTS-
[EPKUBAEMBIA JAHHBIM OKOHEYHbBIM MW OKOHEYHOIO YCTPONCTBA
YCTRPOWCTBOM
Channel frequency ok YCTpoMCTBO He MOXET MCMNonb3oeaTh YCTpoMCTBO UMEET BO3MOXHOCTE
A3HHYH YacToTy MCNONBL30BATE 3TY YACTOTY

Ecnu noboit n3 atux asyx 6utoe paseH 0, To KOMaHAa He BLINONHEHA W HOBLIWA KaHan He co3aaH.

KomaHga DiIChannelReq no3BonaeT cetl acCOLUUPOBaTh pasniyHbie YacToTbl HUCXOAALEN NUHUK CBA-
31 ¢ okHom npuema RX1. 31a komaHga npumMmeHseTca And Bcex cneuudukaunin dou3nYecKkoro ypoBsH4, nog-
aepxusatowmx komanay NewChannelReq (nogaoepxueaeTtcs AN pervoHanesHbIX napameTpos Poccuickon
®enepauunn, Esponel (EU) u Kutaa u He nogpepxneartcsa ansa CLUA v Asctpanun).

KomaHga sagaeT ueHTpanbHYH 4acToTy, MCNOoNb3yeMyto ANA HUCXOASLENR NMHWK CBA3W B OKHE Npuema
RX1. Ctpyxrypa komanaet DIChannelReq npusenena Ha pucyHke 35.

Pasmep (B BanTax) 1 3
HanHble DIChannelReq WMHaeke kaHana (Chindex) Yacrora (Freq)
(DIChannelReq Payload)

PucyHok 35 — CtpykTtypa komanael DIChannelReq

Mone «Muaekc kanana» (Chindex) — MHaekc kaHana, 4Na KOTOPOro U3MEHAETCA YacToTa HUCXoAALLEN
MUHUK CBA3U.

MNMone «Yactota» (Freq) npencraenser cobon 24-butoBoe uenoe yucno bes sHaka. PakTudeckas 4a-
cTota kaHana B [y cumtaetca 100 - Freq, rge sHaqeHus, npegcrasnsoline yactoTel Hixe 100 MU, sapesep-
BWPOBAHBI ANS MCMNONL30BaHWA B Byaywem. 310 NO3BOMNAET YCTAHABNMBATEL YACTOTY KaHana B AnanasoHe or
100 My go 1,67 'y ¢ warom 100 Ny. 3HaveHwe Freq, pasHoe 0, oTknovaeT kaHan. OKoHeYHoe YyCTPOUCTBO
OOMKHO NMPOBEPWTEL, YTO YAacTOTa HA CamMoMm Aene NnogaepxuBaeTcd Ha annapartHOM ypoBHe paguomMmogynem,
W BEpHYTb coobueHne o6 ownbke B NPOTUBHOM crny4ae.

OkoHe4HOoe YCTPOWCTBO noarteepwpaer nonyydeHwe DIChannelReq oTnpaBkoW B OTBET KOMaHgbl
DiChannelAns. Komanna DIChannelAns ponxHa pobaenatecs B none «llapametpel kagpa» (FOpts) Bcex
BOCXOAALMX COOBLEHMIA, NOKa OKOHEYHOE YCTPOMCTBO HE NONYYUT HUCXOOALMIA nakeT. JTo rapaHTUpYeT, YTo
Aaxe NpW Hanv4yMm NoTepy NakeToB B BOCXOQALLEN NMHWKW CBA3M CETh Beerga byaeT B Kypce YacToT, MCMonb3y-
€eMbIX OKOHEYHLIM YCTPOMCTBOM B HUCXoAsLeR NuHuK cBasu. CTpykTypa komaHael DIChannelAns npuBeneHa
Ha pUcyHke 36.

Paamep (B DanTax) 1

Hanueie DIChannelAns (DIChannelAns Payload) Craryc (Status)

PucyHok 36 — Crpykrypa komauael DIChannelAns
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Crpyktypa nons «Ctatycy (Status) komangsl DIChannelAns npueenexa Ha pucyHke 37. MNone «Ctatycy
(Status) komanael DIChannelAns KOOUPYETCH B COOTBETCTBMKM € Tabnuuen 12.

Buthl

[7:2] 1

0

Status

RFU

Uplink frequency exists

Channel frequency ok

PucyHok 37 — Butel nonga «Crarycy (Status) komavasl DIChannelAns

Tabnuya 12 — Kogupoeanue nona «Ctatycy (Status) komanae DIChannelAns

ATpmrbyT

But=0

But =1

Channel frequency ok

YCTPOWCTBO HE MOXET UCMoNbL30BaTh
3Ty 4acToTy

YCTPOMCTEBO UMEET BO3MOKHOCTb WC-
NonL30BaTh 3Ty 4acToTy

Uplink frequency exists

YacTtoTa BOCXOAALWEN NMUHUKM CBA3M
HE onpegeneHa gns QaHHOro KaHa-

YactoTta BOCXOORALLER NMHUA CBR3N
ONs KaHana gonyctuMa (KoppekTHa)

na, YactoTa HUCXOAALWER NUHWKU CBSI-
31 MoMeT BblTb YCTAHOBNEHA TONBbKO
AN KaHana, KoTopbIl y*e uMeeT
OOMNYCTUMYHO YACTOTY BOCXOOALLEH
MUHUK CBA3K

6.3.8 Hactpownka 3agepxku mexay TX n RX (RXTimingSetupReq, RXTimingSetupAns)

KomaHga RXTimingSetupReq no3sonseTr HacTpanBaTe 3a4epXKy Mexay OKOHYaHWem nepegadw Boc-
xoasawero coobweHnsa (TX) w oTKpeITWEM Nepeoro okHa npuema (RX1). Bropoe okHo npuwema (RX2) oTkpbi-
BaeTcA Yepes 1 (0AHY) cekyHAy nocne nepsBoro okHa npuema. CTpykTypa komaHgbl RXTimingSetupReq npw-
BefeHa Ha pycyHke 38.

Paawmep (B Bantax) 1

RXTimingSetupReq Payload Settings

PucyHok 38 — Ctpyktypa komanapl RXTimingSetupReqg

MNone Delay onpegensaeTt Bpems 3agepxku. lNone pasgeneHo Ha gBa 4-pa3pAgHblx uHaekca. CTpykTypa
nona Delay komangel RXTimingSetupReq npusegera Ha pucyHke 39. Mone Delay komanawl RX TimingSetupReq
KOAWPYETCH B COOTBETCTBUM ¢ Tabnuuen 13.

Butsl [7:4] [3:0]

Settings RFU Del

Pucynok 39 — Crpyktypa nons Delay komanasl RXTimingSetupReq

3agepxka (Del) — ykasbiBaetcsa B cekyHaax. 3HaqeHue Del, pasHoe 0, cooTBeTcTBYEeT 1 C.

Tabnuua 13 — Koguposaxue nona Delay komaHabl RXTimingSetupReq

Del 3agepxka (c)
0 1
1 1
2 2
3 3
15 15
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OkoHewyHoe yCcTpoWCTBO oOTBevaeT Ha komaHaoy RXTimingSetupReq oTnpaekon  KoMaHObl
RXTimingSetupAns 6e3 aTpubyTos.

KomaHga RXTimingSetupAns gonxHa gobaensatecs B none «lapameTpbl kagpa» (FOpts) Bcex soc-
xoaawmnx coobeHnit, Noka OKOHeYHOE YCTPOWCTBO HE MONYYMT HUCXOZALWMA nakeT B okHo RX1 unu RX2 (c
OnUTenbHOCTbH RX2, xapakrepHoid AnsA ycTpolcTBa Knacca A). 3To rapaHTUPYET, 4To Aame Npy Hanu4un no-
TEPW NAKETOB B BDCXD,E[S!LLEEFI NMAHKUK CBA3WN CETb ﬁyﬂ,BT BCerga B Kypce napamMmeTpoB HHCXOﬂHLLI,BF‘i TNMMHWUKX CBA3MK,
WCNOMNb3YEMbIX OKOHEYHbIM YCTPOMCTBOM.

6.3.9 MNMapameTpbl Nnepegaym okoHe4yHoro ycTponcTea (TxParamSetupReq, TxParamSetupAns)

31a MAC-komaHga gomkHa BbINoNHATLECA ¢ cobniogeHuemM perMoHansHeIx napameTpor (cMm. pasgen 9).

KomaHga TxParamSetupReq moxet BbiTe UCNONbL30BaHa ANS YBeA0MMNEeHUs OKOHEYHOro YCTPORCTea o
MaKCMManbHO JONYCTUMOM BPEMEHW 3a0epKKW, T. €. MaKcUManbHOM BPeMEeHW HENPEpbIBHOW nepenayun na-
KeTa no paguoadupy, a Taike MakcumanbHO AonycTUMoW 3hPeKTUBHON M30TPOMHON MOLWHOCTU M3nNyYeHus
(EIRP) okoHeuHoro ycTpoicTea. CTpykTypa Komanabl TxParamSetupReq npueedeHa Ha pucyHke 40.

Paamep (B Baitax) 1

Hannbie TxParamSetupReq (TxParamSetupReq Payload) EIRP_DwellTime

PwucyHok 40 — Ctpykrypa komaHuabel TxParamSetupReq

Crpyktypa nona EIRP_DwellTime komangbl TxParamSetupReq npveegera Ha pucyHke 41.

Butbl [7:6] & 4 [3:0]
EIRP_DwellTime RFU MakcumansHoe MakcvmaneHoe Bpe- | MakcumankeHoe 3Ha-
Bpems 3a4ep- M5 33[1epXKN B BOG- | YEHWUE MOLLHOCTU W3-
KW B HUCXOOSLLEN XoAALWeA NHuK ceA- | nydeHus (MaxEIRP)
TNMHWW CBSan an (UplinkDwellTime)
(DownlinkDwellTime)

PucyHok 41 — CrpykTypa nons EIRP_DwellTime komanael TxParamSetupReq

Butel [0...3] komaHgbl TxParamSetupReq kooupyoT MakcumMansHoe 3Ha4eHne MOLLHOCTU N3ny4YeHus —
MaxEIRP. 3naueHna MaxEIRP oxeatbiBaloT WMpoKMIA gManasoH, BKNKOYAOLWNWIA NapameTpbl BCEX BO3MOMXHbIX
pervoHoB. MNpu yctaHoeneHnn MaxEIRP cnepyet cobniofgaTte perMoHanbHble napameTpbi, NpUBeAeHHbIe B
pa3sgene 9.

MaxEIRP kogupyeTcs 3Ha4eH1ssMU COrNacHo pUCyHKy 42.

Kopupyemoe 3HaueHne | 0 1 2 3 4 5 6 7 8 9 10 | 11 [ 12 | 13 | 14 | 15
MaxEIRP (dBm) 8 (10 (12 |13 (14|16 |18 | 20 | 21 (24 | 26 | 27 | 29 | 30 | 33 | 36

PucyHok 42 — Konmpoesanve MaxEIRP

3HaueHne MaxEIRP cooTBeTcTByeT BepxHei rpaHuLe BbIXOOQHOW MOLLHOCTU NepeaaTynka ycTponcTea.
YetpoicTeo He 06s3aHo NepefasaTh Ha 3TOW MOLLHOCTA, HO HUKOTAa HE AOMKHO MPEeBbIlaTh yKa3aHHOe 3Ha-
yeHue.

Butel UplinkDwellTime n DownlinkDwellTime onpegensoT MakcMmansHoe BpemMs 3aepxkn B BOCXOAs-
LWEW U HUCXOAALEN NMHWAX CBA3W COOTBETCTBEHHO, KOTOPbLIE KOAUPYIOTCA cornacHo Tabnuue 14.

Tabnuwua 14 — KogupoBaHue 3Ha4eHWA 3a0epikkn

Kogupyemoe sHaueHue Bpems 3anepHku
0 He orpaHn4eHo
1 400 mc
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Ecnu B cOOTBETCTBUU C permoHanbHLIMW NapaMeTpaMu OaHHAaA MAC—KOMaHﬂa nognepXuUBaeTca, 1O
OKOHEYHOe YCTPOWCTBO OTBEYaeT Ha KomaHay TxParamSetupReq otnpaBkoi KomaHabl TxParamSetupAns.
OTeeT TxParamSetupAns He COAePKUT aTpuByToB.

Ecnu pervoHanbHele napameTpsl He A0NYCKaT Wenons3osaHue aaHHon MAC-komaHasl, TO YCTPONCTBO
He obpabaTtkiBaeT ee 1 He nepenaeT NOATBEPKAEHUSA.

6.3.10 OnoseweHune 06 o6HoBneHnn knoven (Rekeylnd, RekeyContf)

3ta MAC-komaHaa gocTynHa Tonbko ana OTA-yCTPOMCTBE, akTMBUPOBAHHLIX B CETU C CEpPBEPOM CETH,
noggepxuearowmm LoRaWAN v.1.1. Cepsep cetn, noggepxunsawiunin Tonsko LoRaWAN v.1.0, He peanunayeTt
aty MAC-komaHay.

ABP-ycTpoiicTBa HE AOMKHLI BLINONHATEL 3Ty KOoMaHay. CeTeBol cepBep A0MKEH UTHOPUPOBATL KOMaH-
oy Rekeyind, noctynuswyo ot ABP-ycTpoicTea.

Ons OTA-yctpoicte MAC-komaHga Rekeyind wcnonb3yeTcs Ans nogreepxaeHus obHOBNEHUA Knye
BbeszonacHoctu u B Byaywnx eepcusax LoRaWAN RU (=1.1), ytobel goroBoputecs 06 MCNonb3yeMon Mexay
OKOHE4YHbIM YCTPOMCTBOM M CEPBEPOM CeTW Bepcun npotokona LoRaWAN RU. KomaHaa He sBnseTcs onose-
wenuem o cbpoce (nepesarpyaxke) napamerpos MAC u paguokanana (cm. 6.4.2.3).

KomaHga Rekeyind skniovaet B ceba Homep mnagwen sepcun LoRaWAN RU. CTpykTypa kKomaHabl
Rekeylnd npneepeHa Ha pucyHke 43.

Paamep (B baiiTax) 1

HaHHbie Rekeyind (Rekeylnd Payload) Bepcus LoRaWAN RU yctpoirctea (Dev LoRaWAN RU version)

PucyHok 43 — CrpykTypa komanasl Rekeyind

Crpykrypa nons «Bepcwna LoRaWAN RU ycTtpoictear» (Dev LoRaWAN RU version) komaHasl Rekeylnd
npuBeneHa Ha pucyHke 44.

Buthl [7:4] [3:0]
Bepcus LoRaWAN RU yctpoiictea RFU [ononHWTENBHLIA HOMEP BEPCK
(Dev LoRaWAN RU version) (Minor)=1

PucyHok 44 — CrpykTtypa nong «Bepcua LoRaWAN RU yctpoiictea» (Dev LoRaWAN RU version) komaHae! Rekeyind

Mone «[ononHuTensHbIA HoMep Bepcuu» (Minor) ykasblBaeT Ha OOMOMHWUTENbHBIA HOMEP BepCUU
LoRaWAN RU, nofnep:usaemoil OKOHEYHbIM ycTpoiicTBom (cMm. Tabnuuy 15).

Tabnuua 15— 3Havenuna nona «JononHutensHbId Homep Bepcuiy (Minor)

JononHuTensHbIW Homep Bepcum (Minor) 3HaueHwe nons
RFU 0
1 (LoRaWAN RU x.1) 1
RFU Or2pmo15

OTA-ycTpoiicTBa JOMKHBI OTNPABNATL KoMaHay Rekeyind Bo Bcex BocxoaaLwkx coobueHuax, Tpebyio-
WMx 1 He Tpebyowux nogTeepkaeHun, nocne ycnewHown obpabotkm Join-Accept (HoBble ceaHCoOBBIE KIHO4N
BNy nony4YeHsl), Noka He ByaeT nonyveHa koMaHaa RekeyConf. Ecnn ycTpoicTeo He nonyuuno RekeyConfs
TeueHue nepsbix ADR_ACK _LIMIT socxoasimnx cooblieHnil, To OHO A0MKHO BEPHYTLCH B COCTOSHWE NPUCO-
eguHeHus K ceTn. KomaHabl Rekeylnd, npucnaHHble 0T aTUX YCTPOWCTB Mocne aT1oro, AOMKHbI BbiTh NPOUIHO-
pupoBaHbl cepsepoM ceTu. CepBep CeTu JOMKeH OTKNOHWUTE BCE BOCXoAsLUMe Kaapbl, 3allWLEHHbIe HOBLIMK
CeaHCOoBbIMW KNioYamu, KoTopble Bbinu nony4YeHsl nocne otnpasku Join-Accept 1 40 NepBoro BOCXoasLLero
Kagpa, KkoTopblid HeceT B cebe komaHgy Rekeyind.

Korga cetesown cepeep nony4vaeT Rekeylnd, oH oTBe4yaet komaHgon RekeyConf.

Komanga RekeyConf copepxuT oauH ©alT nonesHbIX AaHHbIX C 3aKOAWPOBAHHOW Bepcuen
LoRaWAN RU, noggepxuBaemoll CEpBEPOM CETW, MCMNONb3YyeTcA TOT XKe dopmat, 410 v an4a
«Dev LoRaWAN RU version». CTpykTypa komaHael RekeyConf npueegeHa Ha pucyHke 45.
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Paamep (B DanTax) 1

Hanuble RekeyConf (RekeyConf Payload) Bepcua LoRaWAN RU cepeepa cetu (Serv LoRaWAN RU version)

PueyHok 45 — Crpykrypa koMmangsl RekeyConf

Bepcua npoTtokona cepsepa gomxHa BeiTe Gonblwe, yem 0 (0 He gonyckaeTtcs), M MeHblie nubo pas-
Ha BepcuM NpoTokona ycTpoicTea. [NoaTomy Ans ycTponcTBa, NogdepXMBaloLlero HacTOALWNWA cTaHaapT B
obbeme crneundpurkaymm LoRaWAN 1.1, eguHCTBEHHBIM AONYCTUMBIM 3Ha4eHMem aenaetca 1. Ecnn sepcus
cepeepa HeQelCcTBUTENbHA, YCTPOWMCTBO OOMKHO OoTOpocuTh komanay RekeyConf n NOBTOPHO OTNpaBuTh
(peTpaHcnupoBath) komaHay RekeyInd B cnefytollemM BoCxoaslulem Kkaape.

6.3.11 NapameTpl ADR (ADRParamSetupReq, ADRParamSetupAns)

Komangoa ADRParamSetupReq no3Bonser WMameHsTb napametpsl ADR_ACK _LIMIT nm ADR_ACK
DELAY, onpegeneHHbie B anroputme obpatHoro nepeknioyerna ADR.

CrpykTypa komanasl ADRParamSetfupReq npveefeHa Ha pucyHke 46.

Paamep (B bantax) 1

HavHele ADRParamSetupReq (ADRParamSetupReq Payload) ADRparam

PucyHok 46 — CtpykTypa komaHasl ADRParamSetupReq

Crpyktypa ADRparam komanabsl ADRParamSetupReqg npusegeHa Ha pyucyHke 47.

Buthi [7:4] [3:0]

ADRparam Limit_exp Delay_exp

PucyHok 47 — Crpyktypa ADRparam komanael ADRParamSetupReqg

Mone Limit_exp yctaHasnusaet sHaqeHue napametpa ADR_ACK_LIMIT.
ADR_ACK_LIMIT = 2Limit_exp

HdonycTumblin AnanazoH 3HadeHui Limit_exp HaxoguTes B npegenax ot 0 go 15, 4To cooTBeTCTBYET
AuanasoHy 3HadveHun ot 1 go 32768 ana napametpa ADR_ACK_LIMIT.
MNMone Delay _exp ycTaHaBnueaeT 3HayeHne napametpa ADR_ACK_DELAY.

ADR_ACK_DELAY= 2Delay_exp

HonycTumel guanasoH 3HadeHuin Delay exp HaxopguTcs B npegenax or 0 go 15, 4To cooTBeTCTBYET
amanasoHy 3HadeHun ot 1 go 32768 ana napametpa ADR_ACK_DELAY.

Komanga ADRParamSetupAns ncnonb3yertca OKOHEYHbIM YCTPOWCTBOM, 4ToDBI NOATBEPAWTE NpUEM
komaHns ADRParamSetupReq. Komanga ADRParamSetupAns He UMeeT Nons AaHHbIX.

6.3.12 Bpemn yctpowcTBa (DeviceTimeReq, DeviceTimeAns)

OanHaa MAC-komaHga gocTynHa, TONMbKO ecnv YCTPOWGTBO akTUBMPOBaHO B GETWM G CEPBEPOM GETH,
nopaepxusarowmm LoRaWAN 1.1. Cepeep cetn, nognepxueawwmin Tonsko LoRaWAN 1.0, He peanuayer
aty MAC-komaHay.

C nomouyblo komaHabl Device TimeReq oKOHeYMHOE YCTPOWCTBO MOXET 3anpalumMsaTb Yy CeTW Tekyliue
Aaty 1 Bpema ceTu. 3anpoc He UMEET HUKaKUX NONe3HbIX AaHHBIX.

C nomouwso komaHabl Device TimeAns ceTeBOW cepBep NpefocTaBnaeT OKOHeYHOMY YCTPOACTBY Aaty
v Bpemsa ceTu. [lpegocTaeneHHoe BPEMS — 3T0O BpeMs CeTW, 3ahMKCMpOBaHHOE B KOHLE nepegadqv Boc-
xogsawero coobuwenns. Komanga DeviceTimeAns umeet 5 BallT nonesHsix gaHHelX. CTPyKTypa KoMaHgbl
DeviceTimeAns npueeeHa Ha pucyHke 48.

Pasmep (B GanTax) 4 1
HanHbie DeviceTimeAns 32-6uTHoe Uenoe 6e3 3Haka. Yynucno 8-buTHoe uenoe Bea aHaka: gonu
(DeviceTimeAns Payload) CeKyH/ C Hadana anoxu cekyHabl ¢ warom B 128 cekynab

PucyHok 48 — CrtpykTypa komanael Device TimeAns
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Bpemsa, npegoctaBneHHOE CETLIO, AOMKHO UMETL TOYHOCTL He xyxe +/-100 mC.

MpumevyaHne — B Ka4ecTBe Ha4anbHOW TOYKM OTCHETA BPEMEHW 3N0XKM Mcnonesyercsa 6 ausaps 1980 roga,
nonHoub. MNone «cekyHOb!» — 3TO KONWYECTBO CeKyHd, Npollealee ¢ MOMEHTA Havana anoxy. 3To None MOHOTOHHO yBe-
nu4MBaeTCA Kamaylo cekyHay Ha 1. Ytobel npeobpasosats ato none B UTC spems, BUCOKOCHLIE CEKYHABI A0MKHEI BbITh
NPUHATLl BO BHUMAHME.

Mpumep — namHuya, 12 ¢peapanna 2016 zoda, 14:24:31 no MpuHeuyy coomeemcmayem 1139322288 cexyHd
¢ Havana anoxu no wkane GPS. Mo cocmosaHuro Ha uroHL 2017 200a epemsa GPS Ha 17 cekyHd enepedu epemMeHU
uTc.

6.3.13 BoiHyXOeHHOe NOBTOpPHOE NpucoeguHeHue K ceth (ForceRejoinReq)

C nomowbio koMaHabl ForceRejoinReq ceTb 3anpaluvMBaeT y YCTPONCTBA HEMeAneHHo nepenaTth co-
obweHne ¢ 3anpocom nMosTopHoro npucoeguHerua 0-ro nnu 2-ro Tuna (Rejoin-Request type O or type 2) c
YCTAHOBMEHHbBIM YWCMIOM U NEPUOANHHOCTLI0 NOMbLITOK MPUCOEAVNHEHUA U CKOPOCTLIO Nepefadn AaHHbIX. 3ToT
Bocxogalwmnn RejoinRequest MoXeT BbITb UCNONL30BaH CETLIO ANA HEMEANEeHHOW 3aMeHbl KNKYer YCTpon-
CTBa UNU NS UHULMWMPOBaHWA NpoLenypbl NnepefayY ycTpoucTsa B Apyroid cepeep ceTh B pOyMUHre.

Komanpa ForceRejoinReq wmeet asa Bailta noneausix gaHHbix. CTpykTypa komaHgel ForceRejoinReq
npuBegeHa Ha pucyHke 49.

BTl [15:14] [13:11] [10:8] 7 [6:4] [3:0]

ForceRejoinReq RFU Period Max_Retries RFU RejoinType DR

PucyHok 49 — CTtpykTypa komaHgel ForceRejoinReq

[MapameTpbl KOAWPYIOTCH crneaytowum obpasom.
Period — zapepxka mexay noBTopamMu nepenaydv, AomkHa ObiTe paBHa:

Period = 32 - 2Period 4+ Rand32,

rae Rand32 — ato ncesgocny4ainHoe 4vucno B gnanasoHe [0..32].

Max_Retries — obLiee Konu4yecTBo NOMbITOK, KOTOPbLIE BbINOMHUT YCTPONCTBO, YToGbLI OTNPaBUTL 3anpoc
Ha NosTOpHOe NpucoeauHeHue K cetu (Rejoin-Request).

- 0: 3anpoc Ha NOBTOpPHOE NpUcoedWHEHWe K ceTu ByaeT oTnpaBneH TONbKO oauH pa3s (6es noeTopa).

- 1: 3anpoc Ha NOBTOpPHOE NPUCOEOMHEHME K CeTW OomkeH BbiTe oTnpasneH ABa pa3a B oblwei cnox-
HocTu (1 + 1 nosTOP).

-7 3anpoc Ha NoBTOpPHOEe npucoeguHeHWe K CeTw O0IMKeEH ObITh OTrnpaBneH BOCEMb pa3 (1 + 7 noBTO-
poB).

MNone RejoinType ykaseiBaeT TMn 3anpoca RejoinRequest, koTopblid DyaeT nepedaH yCTpOWCTBOM:

- 0 munwn 1: ponxeH BuiTb NepeaaH sanpoc RejoinRequest Tuna 0.

- 2: ponmxeH BuiTh Nepenad 3anpoc RejoinRequest Tvna 2.

- ... 7: 3ape3epBNpOBaHbLl 4NA NOCNE4YIOLWero NCnob3osaHus.

DR-kagp c RejoinRequest gomukeH BbiTe NnepegaH ¢ ykazaHHOW CKOPOCTLIO Nepedayn AaHHbix. COOTHO-
WeHWe Mexay peanbHon hrM3MYecKon CKOPOCThIO Nepeaaym AaHHbeix (0BycnoBneHHoW TMNOM WCNonb3yemMon
MOZYNALWKA) N 3HAYEHWEM CKOPOCTU NEpeaaqn AaHHbIX ONpefenseTcs TEMUY e NpaBunamMun, Y4To 1 Ans KoMaH-
abl LinkADRReq, v onpeaensieTcs B COOTBETCTBUM C peruoHarnbHbiM1 napametpamu (cm. pasgen 9).

KomaHaa He nmeeT oTBeTa, Tak Kak YCTPOWMCTBO AOMKHO OTNpaBuTh RejoinRequest npyu nony4yeHun Ko-
maHabl. MNepsasa nepepava cooblieHns ¢ RejoinRequest aonixHa BbiTe OCylWECcTBNEHa Cpasy Xe nocne npu-
emMa KoMaHabl (HO CeTb MOXET He Nony4WTh ero). Ecnu ycTponcTBO NonyYaeT HoByw kKomaHnay ForceRejoinReq
npexae, 4em OHO OOCTUIHET MAaKCMMAanbHOro YWcna NoBTOPHLIX Nepedad, To YCTPOWCTBO AOMKHO npogon-
XWTk Nnepegady RejoinRequest ¢ HOBLIMW NapaMeTpamu.

6.3.14 MapameTpbli NOBTOPHOrO  MPUCOEAMHEHUA K ceTH (RejoinParamSetupReq,
RejoinParamSetupAns)

C nomoubio komaHabl RejoinParamSelupReq ceTbe MOXeT 3anpocuTb YCTPOWCTBO NEPUOAUYECKN
oTnpaenaTthL coobleHne ¢ 3anpocoM Ha nosTopHoe npucoeauHeHue k cethh Tuna O (RejoinRequest type 0)
€ 3aaHHOW NeproAUYHOCTLIO OTNPaBKW, ONpedeneHHon KaK BpemMs UM YMcno BocXogsalux KagpoB.
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1 BpeMmAa, W HUCNo KagpoB nNpeanaralnTcAa AnAa UCnonbk30BaHWA yCTpOI:"ICTBBMH, KOTOPbLIE MOTYT HE UMETh
BO3MOXHOCTW M3MepATb BpeMs. 3ajaHHaa NepuoAW4HOCTb YCTaHaBNMUBAEeT MaKCUManbHOE BpeMs U KOonu-
YeCTBO BOCXOAALWMX KagpoB Mexay ABymsa oTnpaBkamu RejoinRequest. YCTpoWCTBO MOMET nepedaBaTb
RejoinRequest Jawe 3afaHHoi nepuognyHocT. KomaHaa umeeT efMHCTBEHHbIW BalT nonesHelx AaHHbIX.
CTpykTypa komaHabl RejoinParamSetupReq npueegeHa Ha pucyHke 50.

Butht [7:4] [3:0]

RejoinParamSetupReq MaxTimeN MaxCountN

Pucynok 50 — CrpykTypa komangel RejoinParamSetupReq

MNapameTpkl onpegeneHsl cnegyowum obpasom:

MaxCountN = C = o1 0 go 15.

YCcTpOACTBO JOM#HO oTnpaenaTe RejoinRequest Tuna 0 He pexe, Yem Kampaoe 2C+4 ucxogsulee co-
obLeHue.

MaxTimeN =T = o1 0 go 15.

YCTpoWCcTBO AOMKHO oTnpaenaTth RejoinRequest Tuna 0 He pexe, YeMm Kaxabie 2T+10 cexkyHa.

- T =0 cooTBeTCTBYET NPUMEPHO 17 MUHYTaM.

-T =15 — okono ogHoro roga.

YcTtpoicteo gomkHo obecneyvuBate NOBTOPHOE MPUCOEOVHEHWE K CEeTW MO AOCTWKEHWMM MOPOroBoro
3HAYeHUA KoMMuYecTBa BocxodawWwmx kanpos. [epuoanyHOCTL NOBTOPHOMO NPUCOEAMHEHWs, OCHOBaHHAaA Ha
BpemMeHu, ABngetca HeobasartensHoW. YCTPOMCTBO, KOTOPOE He MOMET peanv3oBaTk NOOCYET BPEMEHHOro
WHTepBana, JOMKHO N3BEeCTUTL 06 3ToM B oTBeTe. OTBET cogep:WUT oauH BarlT nonesHblx AaHHbIX. CTpyKTypa
komaHabsl RejoinParamSefupReq npusegeHa Ha pucyHke 51.

Buthi [7:1] 0

RejoinParamSetupReq RFU TimeOK

PwcyHok 51 — CTpykTypa komaHgbl RejoinParamSetupReq

Ecnuv 6ut 0 paeeH 1, To nprbop NpuHAN yCTaHOBKY NEPUOOUYHOCTHU B chopmaTte BPpeMeHU 1 KonuyecTea
BOCXOASLUUX KAAPOB, B NPOTUBHOM Cry4Yae OH NPUHUMAET YCTAHOBKY NEePUOAWYHOCTH TOMLKO B BUAE OrpaHu-
YEHUA KONUYecTBa BOCXOOALLMX KafpoB.

6.4 AKTMBALIMA OKOHEYHOTO YCTPOWCTBA

[Ona pabotbl B cetax LoORaWAN RU kawaoe okoHeyHoe YCTpOWCTBO AOMKHO BblTh 3aperucTpupoBaHo
M aKTMBMPOBaHO,

AKTUBaLUS OKOHEYHOro YCTPOWUCTBA MOXET BbiTh BbINONHeHa AByMSA cnocobamu: no Bosgyxy (OTAA)
wnn Yyepes nepcoxannzauuio (ABP).

6.4.1 daHHbIe 06 aKTMBaUWUU, COXpPaHAEMbIe B YCTPOUCTBE

6.4.1.1 Mepen akTuBaLnei

a) JoineUI

JoinEUI siBnsietcs rno6anesHeiM naeHTUdukaTopom npunoxeHus s [1] EUIB4 agpecHoro npoctpaHcTea,
KOTOPbIA OAHO3Ha4YHO naeHTuuurpyeTca cepeepom npucoeanHeHus kK cetu (Join-Server), kotopeiin obecne-
YMBAET BbINONHEHWE NPoUefypbl NPUCOEAWHEHWSA K CETW M NPOW3BOACTBEA CEAHCOBLIX KMOYEn.

0Onsa ycTpoWicTB, NogaepXuBaioLmMx akTuBauuio no so3ayxy, JoinEUl gomkeH 66Tk coxpaHeH B aHepro-
He3aBMCUMOWM NaMATU YCTPOWCTBA A0 HAaYana BhINONHEeHWs npoueaypbl NPUCOedNHEHNS.

Ons ycTponcTts, NogoepxyuBaoLwuxX TONLKO akTWBaLMIO Yepes nepcoHanusaunio, Hanudme JoinEUl He
TpebyeTcs.

6) DevEUI

DevEUI — ato rnoBansHblil MOeHTUuKaTop OKoHeYHoro ycTpoicTtea B [1] EUIG4 agpecHom npocTpat-
CTBE, KOTOPLIW OQHO3HAYHO UAEHTHUPULMPYET OKOHEYHOe YCTPOWUCTBO.

DevEUI pekomeHayeTcs WCNOMNbL30BaTh CETEBLIM CepBepamM B Ka4ecTBe YHMKanbHOro naeHTudukaropa
YCTpOMCTBA, HE3aBUCKHMO OT UCMONB3YEMOro MEeToda akTuBauuy yCTponcTea, ANA MOeHTUdMKaunn yeTpoi-
CTBa NMPWU MEXCETeBOM POYMUHIe (MepemMelleHn YCTPOMCTBA U3 O4HOro CerMeHTa ceTu B ApYroi).
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[ns ycTpoiicTe, NnogaepxuMBaoLLMxX akTusauuio no so3ayxy, DevEUl gonxkeH BbiTh coxpaHeH B 3Hepro-
He3aBMCUMMOW NaMsTH YCTPOUCTBa A0 Hayana BbIMOMHEHWs npoLleayps! NPUCOeOWHEHUS.

[na ycTpolCTe, NogdepMBaLWLKX TONLKO akTUBauuio Yyepea nepcoHanuaauuto, DevEUI He Tpebyetca
COXPaHATL B 3HEPrOHEe3aBUCUMOW NaMATH YCTPOWCTBA, HO PEKOMEHYeTCs 3To caenats.,

MpumevaHnune — PexomeHpyerca ucnonesoeare DevEUI Takke B Ka4ecTBe 3THMKETKM YCTPOWCTBA (HOMEHKNA-
TYPHOTO HOMepa) 1 ONns ynpaBneHus YCTPOMCTBOM (Y4eTa 1 CONPOBOMOEHUS).

B) MNMepeuuHble knouu yetporctea (AppKey n NwkKey)

Kntoun NwkKey n AppKey aBnaioTcs nepsUYHbIMU KNio4amMu, MHAWBUAYANLHLIMW AN OOHOMO 3K3eMnNa-
pa okoHeqHoro yctpoicTea. Knwdn NwkKey n AppKey HasHa4awTcs OKOHEYHOMY YCTPOWCTBY NPWM €ro npo-
n3eogctee. B xone npouegypel NpUCOEaMHEHUS OKOHEYHOrO YCTPOMCTBA K CETM METOAOM akTMBaLUWK Nno Bo3-
ayxy NwkKey ncnonbayetcsa ona nony4yenns ceaHcoBbix knodein FNwkSIntKey, SNwkSIntkKey, NwkSEncKey
(LoRaWAN v.1.1) u NwkSkey (LoRaWAN v.1.0); v AppKey ncnonesayetca ana nony4eHuWa ceaHCoBOrO Knkoya
AppSKey.

MpumevyaHnwe — pu pabote ¢ ceTeesim cepepom LoRaWAN v1.1 ansa nonyyYyeHns CEaHCOBOTO KIo4va npu-
NOXeHWA McnonbayeTca Tonsko AppKey, noatomy NwkKey MoxeT GbiTh MCMONbL30BaH B CETU ANS YNpaBneHns npoueny-
POW nprcoedvHeHMA 6e3 BOIMOXHOCTU onepaTopa CeTW packoaAnpoBaTh AaHHbLIE MPUNOXKEHWA,

TpeboBaHus k cucteme GeaonacHOCTU cepBepa CeTH BbIXOAAT 3a paMKX HACTOALLEero cTaHaapTa U Oomk-
Hbl pACCMAaTpPUBATLCH OTAEMNLHO.

[na obecneyeHna obpaTHoi coBmecTumoctn ¢ LoRaWAN v.1.0 n Gonee paHHUX Bepcuid ceTeBbIX cep-
BEPOB, KOTOPbLIE HE NOOASPUBAIOT ABa NEPBUYHLIX KMDYa, OKOHEYHbLIE YCTPOMCTBA MO YMONYaHWK A0MKHbI
ObITh HACTPOEHBLI HA NCMOMNbL30BaHWE NPY NPUCOEOMHEHUN K CETU CXeMbl C OAHUM NEPBUYHBLIM KIToHom. MNpu-
3HAKOM TAKOrO COCTOSHWS OKOHEYHOro YCTPOMNCTBA ABMAETCH YCTAHOBMEHHLIA B HOMb BuT Ne 7 «OptNeg» B
none DLsetting 8 coobwenunn Join-Accept.

YCTPOACTBO B 3TOM Clyyae AOMKHO:

- ncnoneaosate NwkKey ans nonydenuns ceancosbix krodein AppSKey n FNwkSIntKey, kak ykasaro B
cneumndmkaumm LoRaWAN v.1.0;

- yctaHoBUTb SNwkSIntKey u NwkSEncKey paeHeimn FNwkSIntKey. OguH v TOT ke ceTeBoil ceaHco-
BbIA KN4 ucnone3yeTtca Ansa pacyeta MIC Bocxoasawmx U HACXOAALWNX cOOBLLEHWIA U KOAWPOBaHUA KaapoB
AaHHbiX (MACPayload) B cooTBeTtcTBUM co cneludukalmein LoRaWAN v.1.0.

NwkKey gomkeH GbiTb COXpaHeH B 3HEproHeaaBWCKMMON NamaTy YCTPOWCTBa, NOAOAEPKNBAIOWETO UC-
nons3osaHue npoueaypsl OTAA.

NwkKey He TpebyeTca OKOHEeYHBIM yCTpOWCTBaM, NOAAEPKUBAIOWMM TONLKO npouenypy ABP.

AppKey gomkeH ObiTb COXpaHeH B SHEpProHe3aBMCMMOW NaMATW YCTPONCTBA, NOSAEPKMBAOLWETO UC-
nons3oeaHue npouenypbl OTAA.

AppKey He TpebyeTcsi OKOHEYHbIM YCTPOWCTBAM, NOAAepKUBAKOLLMM TONbKO npoueaypy ABP.

NwkKey 1 AppKey A0OMmKHE! XpaHUTLCH Takum 06pasom, YTobbl UCKMIOHYNTE BO3MOXHOCTb UX U3BNeYeHus
W MOBTOPHOTO MUCNONbL20BAHWA 3NOYMbILNEHHUKaMM,

MpumMedyaHwne — [NOCKONbKY BCE OKOHEYHBIE YCTPOMCTBA OCHALLEHb! YHUKANBHLIMU NS KaXA0ro OKOHEYHOro
YCTPOWCTBa NepeuyHbIMK kKmioyamu AppKey n NwkKey, To B cnyvae nasneyeHua AppKey/NwkKey 13 0koHE4HOoro ycTpon-
CTBa KOMNPOMETHMPYETCH TOBKO 9TO OfHO OKOHEYHOE YCTPOWCTRO,

r) ®opmuposanuve JSIntKey u JSEncKey

Ana OTA-ycTpoicTB 13 nepBryHOro knwva NwkKey chopmupyroTca gBa crneynankHbeiX KNiyYa Ha Bech
MU3HEHHBIW LUK YCTPOWCTBA:

- JSIntKey ucnonekayetca ans chopmuposaHus MIC B coobuieHuu ¢ 3anpocom Rejoin-Request nepeoro
TUNa v oTeerta Join-Accept;

- JSEncKey ncnonsayetcs ans koguposanus Join-Accept, cchopmupoBaHHoro B OTBET Ha aanpoc Rejoin-
Request.

PekomengyeTtcs ucnone3oBats anroputm BnodHoro wudposarus. OnucaHue n BoIGOp KOHKPETHbIX an-
ropyvTMOB WKPOBAHUA SaHHBIX BLIXOAAT 32 PAMKWA HACTOALLEro ctaHgapra.

Onsa ebivncneHns JSintKey ¢ nomollblo knova NwkKey kogupoBaHuio Nnoanexut cooblyeHue:

message = 0x06 || DevEUI || Pad,g
Ons seivncnerns JSEncKey ¢ nomousi kKnwya NwkKey kogMpoBaHWIO NOANEXUT cooblLieHue:
message = 0x05 || DevEUI || Pad,4
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6.4.1.2 lNocne akTuBauyum

MNocne akTuBaLMW B OKOHEYHOM YCTPOWCTBE XPaHATCA CneayolmMe AoNonHUTeNbHLIE CBeAeHUs:

- KOPOTKWIA agpec okoHeyHoro ycTpoicTtea (DevAddr);

- Tpw ceTeBbix ceaHcorblx knova (NwkSEncKey/SNwkSIntKey/FNwkSIntKey);

- CeaHCOoBbIR KNy npunoxeHus (AppSKey).

a) KopoTtkuin agpec okoHevHoro ycTpoiictea (DevAddr)

DevAddr cocTouT 13 32 BUTOB, MASHTUULUMPYIOLLMX OKOHEYHOe YCTPOUCTBO B TeKyLlen (CyLuecTByHo-

wemn) cetn. Ctpyktypa DevAddr npnBegeHa Ha pucyHke 52,

BuTthl Ot 31 no 32-N OT31-Npo 0
DevAddr AddrPrefix NwkAddr

PucyHokr 52 — Ctpyktypa DevAddr

N — uenoe 4ucno B guanaaoHe [7:24].

Mpotokon LoRaWAN RU noggepmuBaeT pasfiyHbie TWMbl CETEBbIX agpecoB € pasHbiM pasMepom
afpecHoro npoctpaHcTea. [lepemeHHblid paamep nonsa AddrPrefix aBnaeTcs Npou3BogHbIM OT YHUKaNbHOro
vaeHTudukatopa cepeepa cetv NetlD (cm. 6.4.2.3), 3a ncknioyeHuem aHaqeHnin AddrPrefix, sapesepeupoean-
HbIX ANA 3KCnepuMeHTansHbix/JYacTHeIX cetei. MNMone AddrPrefix noasonser ceresbim cepsepam oBHapyku-
BaTh W B peansHoOM BPeMeHW yNpaenaTk yCTPONCTBAMW B pOyMUHre. YCTponcTea, KoTopble He cobniopaioT ato
Npasuno, He CMOrYT NepenoaknioyaThes MEeXOy ABYMS CeTAMM, T. K. ByaeT HeBO3ZMOXHO HaNTWU UX OOMaLUHUA
CeTeBol cepeep.

Mnagwwe (32-N) 6utel DevAddr — 370 ceTeBoW agpec okoHevyHoro yctporcTea (NwkAddr), koTopeii
MOXET Ha3Ha4yaTbCHd NO YCMOTPEHWK aAMWHWCTPAaTopa CeTu.

3HaueHns AddrPrefix, ykaszaHHble Ha pucyHke 53, MoryT 6bITe MCNONb30BaHb! NGO YacTHOW/3KCNepK-
MEeHTanLHOM CeTbIo U He BYAYT B3aUMO4eNCcTBOBaTh B POYMUHIE.

AddrPrefix, sapesepeupoBaHHblie ANA YaCTHLIX/IKCNEPUMEHTANbHEIX CeTel
N=T
AddrPrefix = 7'b0000000 unw AddrPrefix = 7'b0000001

NwhkAddr — 310 25 61T, Ha3Ha4aKTCH MO YCMOTPEHUK agMUHUCTPAaTOPa CEeTH

PucyHok 53 — 3HadeHua AddrPrefix

6) CeTeBoi ceaHCOBbIN KMHOY LENOCTHOCTM Bocxoasawmx coobueHun (FNwkSIntKey)
FNwkSIntKey (forwarding netwaork session integrity key) — aTo ceTeBon CeaHCOBbI KN4, onpeaenex-
Hblil ANa oKoHeyHoro ycTpoWcTea, OH MCMoNb3yeTca OKOHEYHbLIM YCTpoWcTBOM Ans BeliducneHna MIC vnu
vactn MIC scex Bocxopawux coobuieHuii ¢ gaHHsIMK ang obecnevyeHua ux LenocTHOCTI.
FNwkSIntKey gormkeH xpauntbca Takum obpasom, 4Tobbl NpegoTepaTuTL M3BNEYEHWE 1 MOBTOPHOE MC-
NonbL3oBaHWe 3MOYMbILLMEHHUKAMM.
B) CeTeBOil CeaHCOBbIA KIHOY LeNoCTHOCTW HUCXoaawmx coobuwenun (SNwkSIntKey)
SNwkSIntKey (serving network session integrity key) — aT0 ceTeBOW CeaHCOBbLIA KNOY, OnpeaeneHHbIn
ONA OKOHeYHoro ycTtpoicTBa. OH MCNonb3yeTcsa OKOHe4YHbIM ycTpoucTeom Ans npoeepku MIC Bcex Hucxoas-
Wux coobLeHni ¢ AaHHBIMK Ansa obecneveHnsa LENOCTHOCTHU OaHHbIX M BblYMCnieHns nonoeuHsl MIC Bocxo-
OALWKMX coobLeHun.

Mpumevyanne — [Ona pacdera MIC socxogawmx coobileHnid ucnonesyetca gea knoda (FNwkSintKey n
SNwkSIntKey) gna Toro, 4tobel obecneuuTs Nnepeagpecauuio CeTeBoro Cepeepa B HacTpoMKax poOYMUHIa W BO3MOMHOCTb
NPOBEPATE TOMLKO NnonosuHy nons MIC.

Koraa yctpoicTteo nogkntodaerca k cetu LoRaWAN 1.0, ceTeBoit cepeep MCNonb3yeT OAWH M TOT Xe
KNty ans pacdeta MIC Kak BocxogAwmx, Tak M HUCXogawmx cooblenuid, B atom cnyydae SNwkSIntKey npu-
HUMMaeT aHaveHue, coBnagatwee ¢ FNwkSIntKey.

SNwkSIntKey nomnkeH XxpaHuTbecs Takum obpaiaoM, YTobbl NPeaoTBPATUTE U3BMNEYEHWe W NOBTOPHOE UC-
NonsL30BaHNe 3NoYMbILLNEHHUKAMU.
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r) CeTeBoi ceaHcoBbi koY kogupoeaHusa (NwkSEncKey)

NwkSEncKey (network session encryption key) — 310 ceTeBOW CeaHCOBLIM Krko4, onpeaeneHHsIn ans
OKOHEYHOro yctponcTea. OH ucnonb3yeTcs Ans KoAUMPOBaHWUA U PaCKOAMPOBaHWUSA BOCXOAAWLNX U HUCXOAALWMX
MAC-komaHga, nepefaBaemMsix B none npuknagHeix aanHdsix FRMPayload Ha nopt 0 nnu B none FOpt. Korpa
ycTpoicTeo nogkntodaetca k cetr LoRaWAN 1.0, cepBep ucnonbayet oguH W TOT Xe KNioY Ans KoAWpoBaHWA
MAC-coobuweHnsa (MACPayload) n pac4eta MIC. B atom cnydae NwkSEncKey npyHumaeT aHadeHue, coBna-
pawwee ¢ FNwkSIntKey.

NwkSEncKey gomxeH xpaHuTteca Takum obpasom, 4Tobel npegoTepatuTh W3BMeYEHUE 1 NOBTOPHOE UG-
nonb3oBaHWe 3NoyMbILNEHHUKaMK.

) Ceadcosbii knitod npunoxeHus (AppSKey)

AppSKey (application session key) — 3To ceaHCOBbLIA KN4 NPUINOXEHUsA, onpedeneHHbIA ANg oOKoHeu-
Horo ycTporcTea. OH UCNONb3yeTCs CEPBEPOM MPUNOKEHUA U OKOHEYHbIM YCTPOMCTBOM Of1S KOGUPOBaHWUS U
OEeKDOMPOBaHUA Nons npuknagHeix gadHeix (FRMPayload) B uHOpMaUMOHHBLIX COOBLLEHUAX NpU YCNOBMK
3HaveHus nona FPort ot 1 ao 224. AppSKey fonXeH XpaHuTbCA Takim obpasom, 4Tobbl NpenoTBpaTUTL W3-
Brie4EHVE KM NOBTOPHOE NCNOMNb30BAHWE 3N0YMbILLNEHHWKaMA.

e) KoHTeKCT ceaHca CBA3M

KoHTeKCT ceaHca CBA3M BKIKOYaeT NnapaMeTpbl CETEBOTO CeaHca M MapamMeTpel ceaHca NpUnoKeHus.

B pamkax ceTeBoro ceaHca onpeaensiloTca credyoue CyLWHOCTH:

- FNwkSIntKey/SNwkSIntKey — ceTeBble ceaHcoBble KMOYM LEeNOCTHOCTY;

- NwkSEncKey — ceTeBol CeaHCOBLIR KN4 KOOWUPOBaHUSA;

- FCntUp — cyeTumnk BOCXOAALWMX NO CETU KaapoB;

- FCntDown (LoRaWAN 1.0) u NFCntDown (LoRaWAN 1.1) — cyeTymkn HUCXOOAWMX NO CEeTU KaapoB;

- DevAddr — agpec OKOHE4YHOro yCTponcTBa.

B pamMmKax ceaHca NpunoXxeHua onpenendaTcd cneywuine CyLUHOCTA:

- AppSKey — ceaHCOBbIN KITHY NPUMNOXEHUS;

- FCntUp — cyeTumnk BoCXogALWmMX Kagpos;

- FCntDown (LoRaWAN 1.0) u AFCntDown (LoRaWAN 1.1) — cueT4MKM HUCXOOALLMX KaApOoB.

CocTosiHne CeTeBoro ceaHca NoAaepKMBaeTcs CepBepOM CETH M OKOHEeYHbIM ycTporcTeom. CocTosHue
ceaHca NPUNoKeHUA NOAAEPKMBAETCA CEPBEPOM NPUNOKEHWUA N OKOHEYHBLIM YCTPOMCTBOM.

Mo okoH4YaHWW npoueaypsl aeTopuaauuu OTAA unu ABP ycTaHaenueaercsl HOBLIA Be3onacHblid ce-
aHC CBH3W MeX Yy CEPBEPOM CETU (WM CEPBEPOM NPUNOKEHWIA) M OKOHEYHBIM YCTpOoWCcTBOM. Knoun u agpec
OKOHEYHOro YCTPOWCTBa ABNAKTCA (PUKCUPOBAHHBIMY B TEYEeHWe Bcero cpoka ceaHca ceasM (FNwkSIntKey,
SNwkSIntKey, AppSKey, DevAddr). Cuetunku kKagpoe yeenuunsaloTcs no pakty obMeHa naketamun 8 TeueHue
ceaHca ceszn (FCntUp, FCniDown, NFCntDown, AFCntDown).

Ona ycrponcte OTAA cyeTyMKkM KagpoB He AOMKHbI MOBTOPHO MCNOMNb30BATLCA NP OOHWX W TEX XKe
CeaHCOBbIX KMio4ax, NO3TOMY HOBBIV CEaHC AOIMKeH ObITh YCTAHOBMNEH 40 MOMEHTA NepPenonHeHrsa CHeTYNKOB
kaapoB. Takum o6pa3omM, KONUHYECTBO OTNPABIEHHbIX COOBLIEHUIA C OQHUMUK U TEMM KE CEeaHCOBLIMK KMoYamu
He MOXeT npesbiwarte 4 294 967 295 coobweHnin.

PekomeHayetcs, 4Tobbl COCTOSIHME CeaHCa COXPaHANOCL Aae MPU NepeknioveHUuMn (BbIKMIYEHUH WU
BKITHOYEHWW) MWTAHWA Ha OKOHEYHOM yCTpoicTBe. HeskinonHeHue atoro Tpebosanna anga yctponcts OTAA o3-
Hauaert, 4To npouenypy akTuBaL MK NPUAETCA BbINOMHATE NPU KaXAOM BbLIKMIOYEHWM U BKIIOYEHUM YCTPOUCTBA.

6.4.2 Aktueauuna no eozayxy (OTAA)

[ns aktMBauun No BO34yxXy OKOHEYHOE YCTPOWCTBO AOMKHO NPOMTY Npoueaypy NpucoeduHEHWs K ceTH,
npexage Yem y4acTBOBaTb B obmene OaHHbIMW C CETEBbIM CEPBEDOM. OkoHe4Hoe yCTpCIIFICTBD OOIMKHO nmpo-
XOAUTb YEpe3 HOBYHD MPOUEAYPY NPUCOEOUHEHWA K CETW KaXKOblid pas npv noTepe cBedeHuii o napameTpax
CeaHCHOro YpoBHS CBSA3W.

Mpexpae Yem HauHeTCA NpoLeAypa NPUCOefNHEHNUS K CETH, HeoBXoAUMO, YTOBEl OKOHEYHOE YCTPOMCTBO
BbIno nepcoHanuavposaHo creayowein nHgpopmauuein: DevEUL, JoinEUI, NwkKey u AppKey.

MpumevyaHue — [Ing akTusaLMK Mo BO3AYXY YCTPOWCTBA HE NEPCOHANW3VPYIOTCA NAPOi CETEBLIX CeaHCOBLIX
KntoHeit. BMEGTO aTOro BCAKWIA pa3, Korga OKOHE4HOE YCTPOAGTBO NMPUCOBAMHAETCA K CETW, ANA KOOMPOBAHWUS W NPOBEDKA
LenoCTHOCTU NepefaBaemMbiX Ha CETEBOM YPOBHE [jaHHbLIX (DOPMMPYIOTCS CETEBble CEaHCOBbIE KIHOUM, cneuuduieckme
ANS [aHHOTO YCTPOWCTBa. TakuM 06pa3oM, POYMUHT OKOHEYHBIX YCTPORCTE MEXIY CeTAMM Pa3NUYHbIX NpoBaifepos ob-
nervaeTcs. Mcnone3oBakne pasHbiX CETEBbIX CEEHCOBBIX KIOYE 1 CEeaHCOBOrO KIlo4a NpUMoXKeHWs No3eonseT gonon-
HWTENBbHO DrPaHNYKUTb CETEBbIE CEPBEPA, HAa KOTOPbIX AaHHbIe NPUTOKEHWH He AODKHb! GbiTh MPOYMTAHBI UNM M3MEHEHBI
CeTeBbiM NpoBangepom.
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6.4.2.1 lNpouenypa npucoequHEHWS K CETU

Co CTOPOHbI OKOHEYHOTO YCTPONCTBA NpoLieaypa NpucoefuHeHUs K CeT npeacTaBnser cobon oTnpasky
OKOHEYHbLIM YCTPOWMCTBOM 3anpoca Ha npucoeavHeHue K ceti (Join-Request) unu noBTopHOe npucoeguHeHue
k cetn (Rejoin-Request) n nonyyeHne noateepxaeHus npucoesuHeHUA (NnepenpucoeuHeHns) K ceTu
(Join-Accept).

6.4.2.2 Cooblwenune c 3anpocom Ha npucoegnHexne K cetu (Join-Request)

Mpoueaypa npucoeanHeHus Bceraa UHULMMPYETCS OKOHEYHBIM YCTPOWNCTBOM NyTEM OTNpaBkK cooblue-
HWA C 3anpocom Ha npucoeawHexne. CTpykTypa coobweHns npusedeHa Ha pucyHke 54.

Paamep (B BanTax) 8 8 2

3anpoc Ha NpUcoeguHEHWE K CETH JoinEUI DevEUI DevNonce

PucyHok 54 — CTpykTypa coobleHWA ¢ 3anpocoM Ha NPUCoeaUHEHUEe K CETH

CoobLyeHune ¢ 3anpocom Ha npucoeguHeHne k cetn cogepxnt JoinEUI nu DevEUI okonewHoro yctpoi-
cTBa C NOCNeayrLUm NonemM cny4ainHoro aHa4eHus ua 2 baintos (DevNonce).

DevNonce — waeHTudWKaTop 3anpoCOB Ha NPUCOEOWHEHWE, A0MKEH BbiTh crny4YanHbiM YMCHOM
(ana obpaTtHoi coBmecTUMOCTK co cneundukaunamu LoRaWAN v.1.0.x) nnm cyetymkom (ana obpaTHoi co-
BMecTumocTu co cneundukaymein LoRaWAN v.1.1).

Ecnu DevNonce — 310 cyeTt4ymk, To ero 3HadeHwe HauyuHaetca ¢ 0, korga ycTpoWCTBO W3Ha4YaneHo
BKIIOYAETCA U yBenuYnBaeTcs ¢ kawabim JoinRequest. 3Hadenne DevNonce Hukorga He AOMKHO MCMOMNB30-
BaThCH MOBTOPHO ANA 3a4aHHoro 3HavyeHus JoinEU|. Ecrnu okoHeyHoe YCTPOWCTBO MOXET BbiTh BBIKMIOYEHO
n BKkNo4eHo, To DevNonce He OOMKeH W3MEeHATLCA (QOMKEeH COXPaHATLCH B 3HEProHe3aBUMCMMON NamaTH).
C6poc DevNonce 6e3 uamenenns JoinEUI BbizoBeT oTkNMoHeHWe ceTeBbiM CEPBEPOM 3anpoca YyCcTpoWcTBa
Ha npucoeguHeHue K ceTu. [ANs KaOoro OKOHeYHOoro YCTPOWCTBA CEeTeBOW CepBep OTCMNeXMBAEeT 3HAYeHUs
DevNonce, Mcnonb30BaHHbIE OKOHEYHLIM YCTPOACTBOM, M UTHOPWUPYET 3anpockl Ha NpUCOeaMHEHWE K CETH,
ecnu DevNonce He nameHuncsa (He yeenudunca). Korga cyetunk DevNonce nepenonHsaetca (npegbigyuiee
3HavyeHue cHeTymKa pasHo 16 777 215), akcnnyaTauns OKOHEYHOro YyCTpOoWCTBa 3aBepLluaeTcs.

MpumMeyaHUue — ITOT MEXAHW3M NPEAOTEPALUAET aTaku MOBTOPHOMD BOCMPOW3BEOEHUS NYTEM OTNPAaBKW pa-
HEee 3anucaHHbiX COODLUEeHMIA — 3anpocoB Ha NPUCOeOUHEHWE C Lenbl OTKIIYEHWA COOTBETCTBYHOLLErD OKOHEYHOro
ycTpoWcTBa oT ceTh. Cetesoi cepeep B Noboe Bpemsa oGpaboTaeT 3anpoc Ha NpucoeaUHEHNE W COPMUPYET NakeT ¢
NOATBEPIKAEHNEM NPUCOEAWHEHUA, OH JOMKEH NOAAEMKNBATE U CTapble NapameTpbl KOHTEKCTa CeaHca (KMiouW U cyeT-
YMKW, ECNU OHW ECTh), W HOBBIE, MOKA HE NONYYMT Nepeblid YCnewHbIW NakeT 3 BOCXOAAWEN NMMHUKN CBA3WN, CoOAepKallui
KomaHaoy Rekeylnd ¢ Mcnons3oBaHWemM HAcTpOeK HOBOro ceaHca. [locne aroro HacTPOWKK CTAporo ceaHca MoryT BhiTh
BesonacHo yganeHsl.

3HaveHne MIC ana coobuleHus ¢ 3anpocom Ha NpUcoedMHEHWe PAaCCHUTHIBAETCA C NOMOLLBH NEpPBUY-
HOrO CeaHCOBOTO KNk4a okoHevHoro ycTpouctea — NwkKey.

PexkomeHayetca ncnones3oeate anroputM BnoyHoro wugpoeanus. OnucaHue n BelBop KOHKPETHbLIX an-
ropuTMOoB WKWhpPoBaHUA AaHHBIX BLIXOAAT 3@ PAMKM HACTOALLErD cTAaHAapTa.

KoaupoeaHW C NOMOLLBH KITHoYa NepBUYHOINO CEaHCOBOrO Krnwua okoHe4dHoro ycTpoicTtea (NwkKey)
noanexuTt coobuleHune:

message = MHDR || JoinEUI || DevEUI || DevNonce.

CoobLieHue ¢ 3aNpocoM Ha NpUCOEfMHEHME K CETH HEe KOOWPYETCH 11 MOXET nepefaBaTtkes Ha nwboi
CKOopocCTK nepe,qaqm A3aHHbBIX U 4aCTOoTE, cnyqafmbm oﬁpaaom Bh[ﬁpaH HOW 13 BO3MOMHbLIX Onsa npyucoeguHeHns
KaHanoB. PekoMeHayeTca UCNonL30BaTh pasnuyHbie CKOPOCTU Nepeaadu AaHHbIX. MHTepBansl Mexay nepe-
[layamu 3anpocoB Ha NPUCOeANHEHWE AOMKHbLI coBNaaTe YCNOBUA, onucaHHsie B 6.5. [ing kaxaoii cneayto-
Liei nepefayn 3anpoca Ha NOAKIOYEHWe YCTPOWCTBO AOIMKHO YBENUYUTL 3HaveHne DevNonce.

6.4.2.3 Coo6lieHne c NOATBEPKAEHNEM NpUcoeauHeHNns (nepenpucoeanHeHns) k cetun (Join-Accept)

CeTeBoi cepsep oTBeYaeT Ha coobLieHWe C 3aNpoCcoM Ha NpYCOoefuHEHWE (MNK NOBTOPHOE NPUCOean-
HeHwne) cooblLieHWeM ¢ NOATBEpKASHWEM NPUCOEqUHEHUS (NepenpUCcoedvHEHUs) K CETHU, €CMN OKOHEYHOMY
YCTPOWCTBY paspelleHo npucoednHeHne Kk ceti. CooblwerHne ¢ nogTBepKAEHMEM COeANHEHWA OTNpaenaeT-
cA Kak 0obblYHOEe HMcxogsuwee cooblleHue, HO ucnoneayeT 3agepkkn JOIN _ACCEPT_DELAY1 nnn JOIN_
ACCEPT_DELAY2 (smecto RECEIVE_DELAY1 u RECEIVE_DELAY2 cooteeTtcTBeHHO0). YacToTa kanana u
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CKOpOCTbL Nepedaqu OaHHbIX, UCNOoNk3yemMblxX ANA nony4YeHWA 3TUX OBYX OKOH npyUeMa, WOEHTWYHBLl TEM, KOTO-
pble MCNonb3yTCA ANA OKOH npuema RX1 n RX2.

OTBET OKOHEYHOMY YCTPOWCTBY HE nepedaeTcs, ecnu 3anpoc Ha NOAKMIYEHUE HE NPUHAT.

CoobuieHre ¢ npucoeavHeHnem (NepenpucoeguHeRnem) K CETU COQepKUT None Crny4aiHoro 3HayeHna
(JoinNonce) u3 3 6ailTos, ceTesoi naeHtTucdukartop (NetlD), aapec okoHevHoro ycTpoicTea (DevAddr), none ¢
napamMerpamun HucxogsaLlen nuHumn ceaaun (DLSettings), sagepxky mexgy TX u RX (RxDelay) v gpononuurens-
HbIK cnucok ceTeebix napameTpos (CFList & CFListType) ona cetu, K KOTOPOM NpUcoeauHUNOCh OKGHEYHOoe
ycTpoicTeo (cm. pucyHok 55). [lononHunTeneHble nona CFList & CFListType AaBnAwTCA pernoHanbHbIMKM Ha-
cTpoiikamu W onpegerneHsl B pasgene 9.

Pazmep (B Balitax) 3 3 4 1 1 15 1

MogTeepwaeHne npu- | JoinNonce Home_NetlD | DevAddr | DLSettings | RxDelay CFList | CFListType
coefuHeHua (nepe-
NpUcoeaNHEHUR)

K ceTu

PucyHok 55 — CtpykTypa coobLleHWs ¢ nogTBEMKAEHWEM NPUCOEONHEHWA (NEPEnpPUCOedUHEHWS) K CETH

JoinNonce cogepxuT 3HavyeHWe cHeTYWMKA MOBTOPHLIX NPUCOEOMHEHWMA ONsA KOHKPETHOro YCTpoMCTBa
(3Ha4yeHmsa cyeTyMKka HMKOrAa He MOoBTOPAITCA), MpeAocTaBneHHoe cepsepoM npucoedunHeHnna (Join-Server)
N UCNonb3ayeMoe OKOHEUHBIM YCTPONCTBOM ANA nonyyeHus ceaHcosbix knoden FNwkSIntKey, SNwkSIntKey,
NwkSEncKey u AppSKey. JoinNonce ysenuuusaeTcs ¢ kaxabiM coobLieHmem ¢ noaTBep}aeHUeM npucoeau-
HeHWA (NepenpucoeanHenus) (Join-Accept).

YcTpoRcTBO OTCnexusaeT 3HaqeHue JoinNonce, ncnons3oBaHHoe B nocnefHemM ycnewHo obpaborau-
Hom Join-Accept (cooTBeTCTByeT nocnegHen YCnewHon reHepaunn Kno4ven), YCTponcTeo npuHumaet Join-
Accept, Tonbko ecnu B none MIC koppekTHoe 3Ha4enue 1 JoinNonce cTporo Gonblue, 4em 3anvucaHHoe paHee.
B atom cny4yae HOBOE& 3Ha4eHWe JoinNonce 3amexaeT paHee CoXxpaHeHHOoe.

Ecnu ycTpoicTBO NogBepraeTcs Nepuogu4eckoMy BbiKITHYEHW/BKIMKOYEHNIO NuTanus, JoinNonce npu
3TOM MEHATBLCA He AOMMKEH (AOMKEH COXPaHATLCA B SHEPrOHE3aBUCMMON NamaATh),

YHukaneHeld naeHTuchukatop cetn (NetlD) coctasnser 24 Buta, 3a ucknodeHMem cneayolmux 3Ha4eHWn
NetlD, oTBefeHHbIX ANS IKCNEePUMEHTANBHBIX/JACTHLIX CETEH, ynpaBneHue KOTOPbIMA He OCYLLEeCTBRSeTCS.

Buigensetcs 219 sapesepenpoBanHbix sHaueHnin NetlD 4ns yacTHLIX/aKCnepUMeHTanbHLIX ceTen, op-
MUPYEMbLIX COTMacHO PUCYHKY 56.

BuTel 23:21 20:.7 6:0
3HaveHune 000 KXKXHKKKXXXXXKXX MpomazsoneHoe 14-6uTHOE 3Ha4YeHWe 0000000 unu 0000001

PucyHok 56 — PopmuposaHue aHaqvennin NetlD ana yacTHeIx/akCcnepuMeHTaneHeIx ceTen

[None Home_NetID & Join-Accept cootseTcTByeT NetlD gomMalliHen ceTh yeTponcTea.

Cetb, koTOpas npuceaveaer DevAddr, n gomallHsAA ceTb MOryT BbITh pasHbIMKM B COCTOSHUM POYMUHIA.

Mone «MNapameTpbl HUCXOAAWEW NuHKUKA ceAsu» (DLsettings) cogepuT KOHMUrypauuw HUCXoOAWen
NMWHWW CBA3W COrMacHo PUCYHKY 57.

BuThl 7 6:4 3:0
DLsettings OptNeg RX1DRoffset RX2 Data rate

PwcyHok 57 — CrpykTypa nonst DLsettings

But OptNeg yka3aLIBaeT, Kaky Bepcuio npoTokona peannayet cetesoi cepeep: LoRaWAN v.1.0 (6uT He
ycTaHoeneH), v.1.1 v Bolwe (BUT ycTaHOBMNEH).

Korga 6ut OptNeg ycTaHoBMeH, To:

- Bypet ncnone3oearecs npotokon sepcnin LoRaWAN v.1.1 (nnv Gonee no3gHui), cornaleHne mexny
OKOHEYHbLIM YCTPOMCTBOM W CETEBLIM CEPBEPOM OcyllecTBnseTca Yepea obmen MAC-komaHgamu Rekeylnd/
RekeyConf;
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- ycTpoiicTeo BuluucnsaeT FNwkSIntKey & SNwkSIntKey & NwkSEncKey na NwkKey;

- YCTPOWCTBO BbiMMCHAET AppSKey 13 AppKey.

Korga 6ut OptNeg He ycTaHOBMEH, TO!

- yeTponcTeo nenons3dyet LoRaWAN v.1.0;

- komaHna Rekeylnd He oTnpaBnseTcs YyCTPOWCTBOM;

- ycTpoucTeo BbiancnsaeT FNwkSIntKey n AppSKey na NwkKey;

- YCTPOWACTBO YycTaHaBNWMBaeT 3HadeHna kmoverd SNwkSintKey u NwkSEncKey akBuBaneHTHLIMM
FNwkSIntKey.

YeTrlpe ceaHcoBblx kmtoda FNwkSIntKey, SNwkSIntKey, NwkSEncKey n AppSKey dopmupyiotca cne-
ayowum obpasom.

Ecnu OptNeg He ycTaHOBNEH, TO CEaHCOBLIE KIMO4YM paccuuThiBaloTes U3 NwkKey.

CeaHcoBblii Krod npunoxeHus AppSKey paccunTbiBaeTca ¢ NOMOLWLI0 NEPBUYHOIO CEaHCOBOro Ko4a
NwkKey n coobueHus:

message = 0x02 || JoinNonce || NetlD || DevNonce || Pad,g

PyHkumna Pad, g gobaenser Hyneson 6ait Takum obpasom, 4tobel ANvHa faHHbIX cTana kpaTtHoW 16.

HenocpeacTBeHHbIi anropyuTv KOAWPOBaHWUSA HE paccMaTpuBaeTCs B HACTosALWeM cTaHgapTe u Beibupa-
ETCH B COOTBETCTBHA C TpeSDBaHMﬂMM OPYIMX HOpPMAaTWBHbIX NPaBOBbIX 8KTOB, ,qef“'ICTByiOLLI.HX Ha TeppuTopuvn
Poccuiickoin ®@epepauii.

CeTeBoil ceaHCoBbI KNOY LIENOCTHOCTU Bocxoaawmx coobuwenun FNwkSIntKey paccuntbiBaetcs ¢ no-
MOLLEI NEPBUYHOrO ceaHcororo knoda NwkKey u cooblueHus:

message = 0x01 || JoinNonce || NetlD || DevNonce || Pad,g
SNwkSIntKey = NwkSEncKey = FNwkSIntKey

3HaveHne MIC aona CGOSLIJ,BHHFI noaTeepxaeHWa npucoeduHeHA paccynThiBaeTCA C NOMOLW B Nepeny-
Horo ceaHcosoro knwva NwkKey un coobuwenus:

message = MHDR || JoinNonce || NetID || DevAddr || DLSettings || RxDelay || CFList || CFListType

WenoneayoTea mnagwue 4 6anta nony4eHHoOro 3Ha4YeHuns.

Ecnu OptNeg ycraHoeneH, To AppSKey paccunTteiBaeTca 13 AppKey cnegyouum obpasom.

CeaHcoBbli KoY npunoxkeHna AppSKey paccunTbiBaeTCs C MOMOLLbH NMPUKNaaHOIo NEPBUYHONO KIHo-
ya AppKey 1 coobuieHus:

message = 0x02 || JoinNonce || JoinEUI || DevNonce || Pad,g
Ceteroit ceaHcoBul Kntod FNwkSIntKey paccunteieaetca na NwkKey 1 coobuwienus:
message = 0x01 || JoinNonce || JoinEUI || DevNonce || Pad,g
CeTeroil ceaHcoBblin kimod SNwkSIntKey paccunTeiBaetcsa nz NwkKey 1 coobweHus:
message = 0x03 || JoinNonce || JoinEUI || DevNonce || Pad,g
CeteBoi ceaHcosblin knioy NwkSEncKey paccunteiBaeTcsa na NwkKey v coobuienns:
message = 0x04 || JoinNonce || JoinEUI || DevNonce || Pad,g

B atom cnyyae aHavyeHuwe MIC ana cooblueHws noaTeepxaeHna NpucoesMHEHUA PaccHUTLIBAETCS C Mo-
mouikio JSIntKey (knkoy yenocTHocTy Bocxoasuwero coobuienna ¢ 3anpocom Rejoin-Request nepeoro Tuna u
Hucxoasuero coobuleHus oteeTa Join-Accept) u coobLieHus:

message = JoinEUI || DevNaonce || MHDR || JoinNonce || NetID || DevAddr || DLSettings || RxDelay ||
CFList || CFListType

WcnonbaywTea mnagwue 4 6anta nony4eHHOro 3Ha4YeHus.
JoinReqType npeacTtaenaeT coboi ogHo BalToBOE None AN KOAUPOBAHUSA TUMA 3aMpoca Ha Npucoeau-
HeHne (JoinRequest unu RejoinRequest), nHnuvmposaewero oteeT Join-Accept (tabnuua 16).
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Tabnuua 16 — Koagupoeaxue JoinReqType

Tun JoinReqType 3Havenue JoinReqType
JoinRequest OxFF
RejoinRequest type 0 0x00
RejoinRequest type 1 0x01
RejoinRequest type 2 0x02

Kriou, ucnoneayemblil Ans KoAUMpoBaHUS coObLLEeHWs ¢ NoATBep)KOEeHWeM NPUCOEAUHEHNA K CETU, AB-
naetca dyHkUumer oT coobuieHns ¢ aanpocom npucoeauHerns (JoinRequest unu RejoinRequest), unmyunpo-
BasLlero ero (Tabnuua 17).

Tabnuuya 17 — 3HadeHue knoda koguposanus Join-Accept

Twn sanpoca Kniod kogupoeanus Join-Accept
JoinRequest NwkKey
RejoinRequest type = 0 unu 1 unn 2 JSEncKey

CoobuieHre ¢ nogTeepXaoeHUeM npucoeguHeHns (nepenpucoenuHenus) k cetu (Join-Accept) kogupy-
eTcs ¢ nomowbio knova NwkKey (unn JSEncKey) n cooblieHns;

message = JoinNonce || NetID || DevAddr || DLSettings || RxDelay || CFList || CFListType || MIC

[nwHa coobwenus 16 nnu 32 GanTa.

Mone RX1DRoffset onpegenset cmelleHre Mexay CKOPOCTLIO Nepeaaqun 4aHHbiX BOCXOAsWero kaHana
CBSI3M U CKOPOCTLIO fepefaqn JaHHbIX HUCXOASLEro KaHana CBAaun, UCNonNb3yemoe Ans CBA3U C OKOHEUHbIM
YCTPOMCTBOM B NepBoM okHe npuema (RX1). Mo ymonyaHuo cmelleHue pasHo 0. CMelleHne ncnonk3yercs,
yTo6bI y4yecTbk MakKCumManbHbIEe OrpaHNYeHUA No MOLWHOCTK And BazoBbIx CTEIHL[HFI B HEKOTOPBLIX pErMoHax w1
Ansa 6anaHcMpOoBKW OrpaHNYeHNiA BOCXOAALLEN U HUCXOOALEN NTMHWIA CBA3M.

PaKTUYECKNE OTHOLLEHWNS MEXOY BOCXOAALLENA U HUCXOOALLER CKOPOCTLIO Nepegadn AaHHbIX onpeaens-
I0TCH B pErvoHanbHbIX NapaMeTpax (npueefeHsl B pasaene 9).

3apepxka RxDelay cnenyet Taomy xe cornalieHunto, 41o v none Delay B komaHge RXTimingSetupReq.

Mona CFlist u CFlistType aenawTcsa HeobazaTeneHLIMK, HO gomkHel Nrbo o6a npucyTcTBOoBaTL, NMOO
oba oTcyTCTBOBATL.

Ecnu coobuienne ¢ nogTeepxaeHmem npucoeanHenns (nepenpucoeguHeduns) k cetu (Join-Accept) no-
ny4yeHo nocne nepega4u:

- 3anpoca Ha npucoeauHeHye (MNKu 3anpoca Ha NOBTOpPHOe npucoeauHeHue Tuna 0 unu 1) U ecnu none
CFlist oTcyTcTBYET, TO YCTPOWCTBO NEPEexoguT Ha YacTOTHbIE KaHanb! No ymonyaHuo, Ecnu CFlist npucyTctay-
eT, TO OH NnepeonpeaensieT Bce paHee 3afdaHHble kaHanel. MNapamerpbl MAC-ypoeHs (RXdelay1, ckopocTb
nepena4yv gadHbix RX2, ...) gomkHbl 6biTe COpOLLEHEI B 3HAYEHUA MO YMOMYaHWIo;

- 3anpoca Ha NoBTOPHOE NpucoeanHeHue Tnna 2 u ecnm none CFlist oTcyTcTBYET, TO YCTPOWMCTBO O0MNM-
HO COXpPaHUTb CBOMW TEKyllMe 4YacToTHble kaHansl 6e3 nameHeHun. Ecnu CFlist npucytcTeyet, TO oH nepe-
onpegenseT Bce onpefeneHHble paHee kaHankl. Bece octansHbie napametpel MAC-ypoBHSA (3a MckNioYeHHem
CHETYMKOB KaapoB, koTopble cBpackiBatoTcs) ocTalTes 6e3 nameHeHus.

Bo Bcex cnydasx nocne ycnewHown obpaboTku coobuenus Join-Accept ycTpoiicTeo nepenaetr MAC-
KomaHgy Rekeyind, noka He nonyunt komaHay RekeyConf (cm. 6.3.10). MNpuem Bocxogsllein KoMaHObl
Rekeylnd vcnoneayetcsa ceTeBbiM CEPBEPOM KaK CUTHan ANns nepexoaa K HOBOMY Ceawcy.

6.4.2.4 CooblieHune c 3anpocom Ha NoOBTOPHOE npucoeaunHeHmne k cetu (Rejoin-Request)

Mocne aktmeauun yCTPOMCTBO MOXET NepuoauyYeckn nepenasars 3anpoc Ha NOBTOPHOE NMpUcoeuHe-
Hve Kk ceTu (Rejoin-Request) (nomvMo oBmeHa gaHHLIMKW, ONpeaeneHHoro npunoxeHvem). 310 cooblleHne
C 3anpocom NOBTOPHOTO NpUCcoeguHeHWA OaeT BO3MOXKHOCTbh Nepuoavdecky, Ha CTOpoHe cepeBepa, MHUUK-
anuaMpoBaTh HOBLIM CeaHC ANA OKOHe4YHoro ycTporctea. C aTod uenblo ceTkb (ceTeBoW cepeep) oTBevaer
coobuieHnem noaTsepxaeHusi npucoennHeHns k cetu (Join-Accept). 310 MoxeT BbiTh UCNONL30BaHO AN
nepegaqn (NnepeMeLleHns) ycTPONCTBA MeXAy OBYMSA CETAMU UMW B UCXOOHOW CETW ANA 3ameHbl KNioyen
n/unn uameHeHun devAddr ycTpoicTea.
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CeTeBoil cepBep MOMET TAKKEe UCNONbL30oBaTh okHa npuema RX1/RX2 nocne aanpoca noBTOpHOTO
npucoeauHeHUs ONg nepefadl HOPMarnbHbIX NOATBEPXOEHHbLIX UMK HEeNnoATBepXOeHHbIX HUCXOASWWUX COo-
obweHuin, gononHUTensHO nepegasas MAC-komaHObl. 3Ta BO3MOXKHOCTE NonesHa ansa cbpoca napaMeTpos
npuema ycTponcTea B cnyvyae, ecnu coctosHrue MAC-ypoBHA pacCUMHXPOHW30BANOCE MEXAY YCTPOACTBOM 1
CEeTeBbLIM CEPBEPOM.

Mpumep — QaHHbill MexaHusM moxem 6biMb UCNONL3068aH ONA UIMEHeHUs CKopocmu nepedayu GaHHbIX
okHa RX2 u cmelyeHun ckopocmu nepedavu 0aHHLIX okHa RX1T dna ycmpolicmea, komopoe 6onee He docmynHo
€ Hucxodsuwel TUKHUU NPU UCNONL308aHUU mekyuell KoHguaypayuu Hucxodauweld NUHUU C8A3U.

Mpouegypa NOBTOPHOTO NPUCOEAUHEHWA K CETM BCErda MHULMMPYETCA OKOHEYHbLIM YCTPOWCTBOM NyTem
OTNpaBkn cooBLLEHWs C 3aNpoCcoM NOBTOPHOTO NPUCOEANHEHWS,

MpumevyaHue — B moboe epema ceteBoil cepeep obpabaTbiBaeT 3anpockl Ha NOBTOPHOE MPUCOEAWHEHWE
(Tuna 0,1 unu 2) u reHepupyeT cooblLeHUA C NOATBEPKAEHUEM NPUCOEANHEHWS K CETU, OH NOMKEH NOAAEPKUBATL Kak
CTapblil CEAHC (KMOYM U CHETYWKKM, ECNU OHW ECTb), TAK 1 HOBbIW, MOKa HE NONY4YWT NEepBbLIA YCNELWHbIA NakeT U3 BOCXoAs-
e NUHUK CBA3KN, UCTIONbL3YA HOBLIM CeaHc, NMochne Yero cTapbiil ceadc crnegyeT yoanute. Bo Becex cnyyasx obpaboTka
COOBLEHWS C 3aNpOCOM Ha MOBTOPHOS NPUCOEAWHEHe CEeTeBLIM CepBepoM noxoxa Ha obpaboTKy cTaHgapTHoro coob-
LLIeHUS C 3aNPOCOM Ha NMPUCOEAMHEHWE K CETH, B KOTOPOM CETEBOM cepBep B Hadane 0b6paboTku cooblieHus onpenenser,
OOMKEH NV OH NEpegaTtk €ro Cepeepy npucoedvHeHwa (Join-Server) AnA OpMMpPOBaHMA NOQTEERKAEHWA NPUCoeauHe-
HW1s Kk ceTu (Join-Accept) B oTBeT.

CyI.I.I,ECTByE!T TPU TUNa COOﬁLIJ,EHHI:’I C 3anpocomM Ha NoBTOpHOE NpucoeMHeHWe, KOTopble MOIYT BbITh
nepefaHbl OKOHEYHBLIM YCTPOMCTBOM M COGTBETCTBYIOT TPeM pasnuuHbIM uensam. Mepebiil BalT cooblleHus
C 3arnpocoM Ha MOBTOPHOE NMPUCOEOWHEHME Ha3bIBaeTCH « TN NOBTOPHOMO npucoeguHeHus» (Rejoin Type) n
MCMonbL3yeTcs ANA KOAWPOBaHMS TUNAa 3anpoca Ha NOBTOPHOE NpUcoeduHeHue. B Tabnuue 18 onucaHo Ha-
3HaYeHUe Kaxaoro TWna coobLieHKaA ¢ 3anpocoM Ha NOBTOPHOE NPUCOeUHEHNE K CETU.

Tabnwuya 18 — Tunbl cCOOBLIEHWIA C 3aNPOCOM Ha NOBTOPHOE MPUCOEOWHEHWE K CETH

Twn 3anpoca Onucarne u HasHavyeHne

0 Copepxut NetlD+DevEUI. Wcnonk3yeTca Ang 3akpbiTUA CoeIMHEeHWA Ha YPOBHE CeaHca ¢ YCTpoK-
CTBOM, BKMIOYanA Boe napametpel paauo (devAddr, knwoum ceaHca, cHeTYMKM KaapoB, NnapaMeTpel
paauo). Takve coobLIeHsa MOryT HANPARNATLCA YCTPONCTBAMU TOMLKO HA AOMALUHUE CETEBLIe
cepeepa, He Ha cepeep npucoeguHeHna (JoinServer). MIC aTtoro coobenns moxeT BeiTe npose-
PEH TOMLKO NPY TPaH3UTHOM 0BCNYXMBAHMM UMY JOMALIHWM CETEBLIM CEPBEPOM

1 Copepuart JoinEUI+DevEUL. B TouHocTH 3KBMBANEHTHO UCXOAHOMY 3anpocy npucoenHeHms
Join-Request, HO MOXET NepeaasaTbca NoBepx 0DLIMHOIO NPUKNAAHOrO Tpaduka 6es oTknHeHus
ycTpoicTea. Tonbko Nony4arLLmMi ero CeTeBoi cepBep MoXeT NepeHanpaBnTe Ha COOTBETCTBRYI0-
LLUWIA ycTpolcTBy cepeep Join. MononbayeTca Ans BOCCTAHOBNEHWSA YTEPAHHOMO KOHTEKCTA CeaH-
ca (Hanpumep, CETEBOA cepaep NOTEpAn KIYW CeaHca M He MOXET CBA3aTL (accoUMMpoBaTh)
yCTponcTBO ¢ JoinServer). Toneko JoinServer cnocober nposeprte MIC atoro coobiueHWA

2 Copepxut NetlD+DevEUL. MenonbayeTes aAna 3aMeHb! kKNoYer yeTpoicTBa Unu UaMEHEHUs ero
devAddr (devAddr, ceaHcoBbIE KNOYW, CHETYUKA Kagpoe). MNapameTpbl paguo 0CTalTCsH HEN3-
MEHHBIMK. 3TU cooBLLEHUS MOTYT HAaNPaBNATLCA Ha AOMALLHWA CETEBOIN CepBep TOMLKO noce-
WwaembIMy CETAMM (M3 poymuHra). He moryT ObiTe OTNpaBneHel CepeepoM nprcoesnHenna Join

okoHeuHoro yetpoietea. MIC atoro cooblyeHus MoxeT BuiTh NpoBepeH TONLKO NpU Nepenpaske

(TpaHanTHOM 0DCNYKUBAHWM) UNK OOMALLHMM CETEBBIM CEPBEpOM

a) CooblieHne ¢ 3anpocom Ha NOBTOPHOE npucoeguHeHue Tuna 0 unu 2
Coo6LleHne ¢ 3anpocomM Ha noeTopHoe npucoeauHeHue Tuna 0 unm 2 cogepxut NetlD (mgeHTudunkatop
JomaluHen ceTu ycTpoictea), DevEUI okoHeuHoro ycTpoiicTea n 3HavyeHue 16-6utHoro cyetunka (RJcount0)
(cMm. pucyHok 58).

Paamep (B baiitax) 1 3 8 2

ReJoin-Request Rejoin Type =0 unu 2 NetlD DevEUI RJcount0

PucyHok 58 — CtpykTypa coobLieHns C 3anpocom Ha NOETOPHOE MpUCoeguHeHne
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Rdcount0 — CHETHYMK, 3HAYEHWE KOTOpPOro yeenM4iMBaeTCA C KaXdbiM NepefaHHbLIM 3anpocomM Ha NOBTOP-
Hoe npucoeauHeHne Tuna 0 unu 2. RJcount0 nHMumanuaupyetcs B 0 kaxObliA pas, Korga noATeepxoeHne npu-
coeguHeHus ycnelwHo obpabotaHo OKOHEYHbIM YCTPOWCTBOM. [1Ns KaXaoro OKOHeYHOro YCTpoicTBa CeTeBoi
cepBep OOMKeH 0TCNeXuBaTe U XpanuTe nocnepHee sHadeHne RJcount0 (Tak HaseiBaembin RJcount0_last),
MCNONbL30BAHHOE OKOHEYHbIM YCcTpohcTBOM. OH WrHOPKMPYET 3anpockl HAa MOBTOPHOE NPUCOEAMHEHKUE, ecrnn
(RJcount0 <= RJcount0_last).

RJcount0 Hukorga He MoOBTOPSETCHA (He OOMKEH UCMOMb3OBaTbCA B LUMKMNE npu nepenofiHeHwun). Ecnu
RJcount0 gocturaer 2" - 1, ycTpoiicTBO 4OMKHO NPEeKpaTWTL Nepeaaqy 3anpoca Ha rMoBTOPHOE NPUCoeanHe-
Hve Tuna 0 unu 2. YCTpoWCTBO MOXKET BEPHYTLCA K COCTOAHUIO NPUCOEONHEHNA K CETH.

MpumevaHue — [laHHbIi MEXaHU3M NPEOOTBPALLAET aTaki NOCPe/ICTBOM OTNPaBKMA NPEABapUTENBHO 3an-
CaHHbIX COOBLIEHNIA C 3aNpOCamMi Ha NOBTOPHOE NPUCOEdMHEHNE.

MIC ansa CODGLLI,BHHH C 3anpocomM Ha NOBTOPHOE NPUCOoedVNHEHNE PACCHMTREIBAETCA C NOMOLWBH) CETEBOIO
CeaHCOoBOro KMo4a LuenoctHoeTn Hucxogawmx coobuwennin SNwkSintKey u coobuienns:

Message = MHDR || Rejoin Type || NetID || DevEUI || RJcountO

Wecnonbayotea mnaguwive 4 6anTa nony4eHHOro 3HaYeHus.

CooBLeHne ¢ 3anpocoM Ha NOBTOPHOE NpUCOeQMHEHWUE HE KOOUpYeTCs.

KoaddpuumeHT «pabounii umkn yctpoiictear (duty-cycle) npu nepefade 3anpocos Ha NOBTOPHOE NpWUCo-
enunHeHre Tuna 0 unm 2 gomkeH 6ot meHee 0,1 %.

MpumevarHus

1 CoobuleHue ¢ 3anpocom Ha NoBTopHoe npucceavHeHue Tuna 0 npepnonaraeTca nepefaeath (Mo 3ameicny) ot
04HOro pasa B 4ac A0 OAHOIMo pasa B HeCKOMNBKO OHEN, B 3aBUCUMOCTM OT BapuaHTa WCNonbL30BaHWA YCTPoRcTEa. 370 co-
obleHme Takke moxeT ObiTh nepegadHo MAC-komannoi ForceRejoinReq. 3To cooblleHre MOXEeT MCNonb3oBaTLeA AN
nepencgxknioYeHna MOBUNLHOTO ycrpoﬁcma K rOCTEBOWM CeTH npn poymuHre. Takxe MoxeT BbiTe MCNONL30BaHD ana ame-
Hbl KNIOYer unu nameHeHns devAddr ctatuyeckoro yetpoictsa. MoBuneHele YCTPOMCTEA, Kak OXWOAETCs, NnepemMeLLanch
MeMOy CeTAMM, JOMKHEI NepeqasaTs aTo coobLlleHne Halle, Yem CTaTM4eckne YCTPOMCTEa.

2 CooBlueHWe ¢ 3anpocoM Ha MOBTOPHOE NpUCOoegUHEHWE TUNA 2 NpefHasHaveHo Toneko AnA obecnedeHys aa-
MEeHBbI Knioven okoHe4yHoro yeTpoicTsa. 3T1o coobuieHvne moxeT nepeaasaTteen Toneko MAC-komangon ForceRejoinReq.

6) CooblieHne ¢ 3anpocomM Ha NOBTOPHOE NpucoeauHeHue Tuna 1

AHanNorM4yHo 3anpocy Ha npucoeguHeHve cooblieHne C 3anpocoM Ha MOBTOPHOE NpUCOedWHEeHWe
Tuna 1 cogepxut JoinEUI 1 DevEUI| okoHeuHoro yctpoicTea (cm. pucyHok 59). Noatomy cooblieHne ¢ 3anpo-
COM Ha NoBTOPHOE npucoeauHeHue Tuna 1 MoxeT BbITh HANpaBneHo cepsepy NPUCOeAMHEHUS OKOHEYHOTo
ycTponcTea (Join-Server) nio6bbivM ceTeBbIM CEPBEPOM, NMPUHABLLWM €ro. 3anpoc Ha NOBTOPHOE NpUcoeanHe-
HWe Tuna 1 MOXET UCNOMb30BaTLECA ANA BOCCTAHOBINEHNUS CBSA3U C OKOHEYHbIM YCTPOWCTBOM B CryYae NonHom
noTtepu ceTesoro cepeepa. PekoMeHayeTca nepegasaTts cooblieHne ¢ 3anpocom Ha NOBTOPHOE NpyucoeguHe-
HWe Tuna 1 He pexe OAHOMo pasa B Mecsl.

Paamep (B bantax) 1 8 8 2

RedJein-Request Rejoin Type = 1 JoinEUI DevEUI RJcount?

PucyHok 59 — CrpykTypa coobLieHks ¢ 3anpocomM Ha NoBTOPHOE NPUCcoeauHEeHWe K ceth Tuna 1

RJcount1 ans sanpoca Ha NOBTOPHOE NpUcoeanHeHue K cet Thuna 1 — aTo apyroi cuetymnk, He RJCount0
(koTopbI MCNONL3yeTCA ANA 3anpoca Ha NoBTOpPHOe npucoedvnHedue Tvna 0).

RJcount! — cyetuuk, 3HaveHWe KOTOPOro yBENWMYMBAETCH C KaXOblM NepefaHHbiM 3anpocom Ha
nosTopHoe npucoeguHeHune Tuna 1. [ns Kaxaoro OKOHEYHOro YCTPOWCTBA cepBep NpUcoenuHEeHWA
(Join-Server) oTcnexusBaeT U XpaHWUT nNocrnegHee 3HavyeHwe RJcount! (Tak HaabiBaeMbln RJcount1_last),
WUCNONbL30BaAHHOE OKOHEYHbIM yCTpOﬁCTBUM, Oun WrHOpUpYyeT 3anpocCbl Ha NOBTOpPpHOE npucoeguHeHWue,
ecnu (RJcount1 <= RJcount1_last).

RJcount1 Hukorga He noeTopserca AnsA BeiaadHoro JoinEUI. MNMeproanyHocTs OTNpaBKK 3anpoca Ha no-
BTOpHOE npucoeduWHeHue Tuna 1 aomkHa BbiTe Takow, 4ToBbl HEe MOIMOo NPOW30WTH NepenoNHeHne cHeTYrKa
1 MOBTOPHOE UCNOMbL30BaHUe ero 3Ha4eHuin B Nepuos XW3HKU YCTPORCTBA C 3afaHHbIM 3Ha4eHrem JoinEUI.

I pumedyaHne — ﬂaHHblr‘l MEXaHW3am NpenoTspallaeT aTaky NocpegcTBoOM OTNPaBKW NpeaBapuTenbHO 3ann-
CaHHBIX COOBLUEHWIA C 3anpocaMM Ha NOBTOPHOE NPUCOEAWHEHKE.
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MIC ans CDGBLLLBHHH C 3anpocom Ha NOBTOpHOE NpUCOeUHEHWE TUna 1 pacc41ThiBaETCA C NOMOLULHD
knioya JSIntKey (kntoy KoguposaHua Join-Accept B cnyyae nonydeHus sanpoca Rejoin-Request) u coobuieHus:

Message = MHDR || Rejoin Type || JoinEUI || DevEUI || RJcount1

KMcnonbaytoTca mnaglve 4 6anta nony4eHHoro 3HavyeHus.

CoobuieHne ¢ 3anpocom Ha NoBTOpPHOE NpucoedvHeHvne Tuna 1 He kogupyeTca.

Pabouni uvkn yctpoicTea (duty-cycle) npu nepenade 3anpocoB Ha NOBTOpPHOE nNpucoeanHeHye Tuna 1
Bcerga gomkeH boite <0.01%.

MpumeyaHue — CooblleHHe c 3aNpocoM Ha NOBTOPHOE NpUcoeaUHeHue Tuna 1 npeanonaraeTca nepeaaeath
OT OQHOI0 pasa B 4eHb 40 O4HOMO pasa B Hedento. IT0 COOBLWEHME MCNOMNB3YETCHA TOMNBKO B Cy4ae NorHoM noTepu cep-
BEPOM KOHTEKCTa YPOBHSA ceaHca. 10 cobbiTHe 04eHb ManoBepoATHO, NOSTOMY NOBTOPHOE NOAKMIOYEHNE YCTPONCTEE C
NepUOAMYHOCTLIO OT OAHOTO pa3a B AéHb A0 0HOTO pa3sa B HeAenio cUMTAsTCA NpUeMneMbIM.

8) Mepenaya 3anpoca Ha NOBTOPHOE NpUcoeOuHeHUe
B tabnuue 19 npuBeneHsbl BO3MOXKHbIE YCNOBUA ANs nepefaqn cooBLUeHns Kaxaoro Tuna aanpoca Ha
NOBTOPHOE NMPHUCOEAWHEHNE.

Tabnwuya 19— BoamoxHee ycnosus ansa nepenadn coobLleHns Kaxaoro TMna 3anpoca Ha NoBTOopHOe NpucoeauHeHne

Tun 3anpoca Ha NoBTopHDE
npucoennHeHue (RejoinRequest)

Mepenaercd aBTOHOMHO K nepuoar<ecru
OKOHEYHBIM yCTDDﬁCTBOM

MNepepaetcs ¢ MAC-komaHaoi
ForceRejoinReq

0

X

X

1

X

2 X

Coobuienve ¢ 3anpocom Ha NoBTopHOE npucoeguHerune Tunos 0 u 1 gomkHo nepegasarbes no niobomy
onpegeneHHoMy ANA nNpouefypsl NpucoeguHeHWs kaHany (cMm. pasgen 9) Ha COOTBETCTBYIOLWMX CRyYanHo
nepeknioyaemMslx (BblbrpaemMbix) YacToTax.

3anpoc Ha NoBTOPHOE NpUCOedWHEHWE TUNa 2 JOMMKEeH NepegasaTecs Mo NOoMy BKMIOYEHHOMY B Ha-
CTOALWMI MOMEHT KaHany Ha COOTBETCTBYIOWMX Cy4alHo nepekniovaemsbix (BoibUpaembix) HacToTax.

3anpocel Ha nNOBTOpHOe npwucoeanHeHne Tunos 0 w 2, nepegasBaemble C MOMOLLLID KOMaHAb
ForceRejoinReq, non#Hbl MCNOMNB30BaTL CKOPOCTh NEepeaa4vy AaHHbIX, yKkadaHHyo B MAC-komaHge.

38I’|p0{‘.bl Ha NOBTOpHOE NpuUucoenovHeHWe Tna 0 [!‘IEpE,ELaPDTEFI nepuogu4yecku n aBTOHOMHO OKOHEYHBIM
YCTPOWCTBOM (C MakCUMansHOW NepuoauYHOCTLI, YCTAaHOBMNEHHOM KomaHaorW RejoinParamSetupReq)] v 3a-
Npockl Ha NOBTOPHOE NpUCOEfMHEHKe TUNa 1 AO/MKHLI MCNONb30BaTh:

- CKOpPOCTL Nepefayy AaHHbIX U BbIXOAHYI0 MOLWHOCTL Nepegaryuka, Menonb3yemble B HACTOALWMIA MO-
MEHT ANnA nepefayyv NpuknagHbix AaHHbIX (payload), ecnu BinodeH ADR;

- NoBYyH paspeLueHHyYI0 45 KaHanos NpUCOeaMHEHUs CKOPOCTE Nepedayvt 4aHHbIX U MOWHOCTL nepe-
patyuka no ymondauuio, ecnu ADR oTkniouyeHa. B aTom cny4ae pekomeHayeTcs UCMOoNb30BaTh pasnuvHbie
CKOpPOCTW Nepefayv gaHHbIX.

r) O6paboTka 3anpoca Ha NOBTOPHOE NpUcoeUHeHne

[na Bcex Tpex TUNOB 3anpoca Ha NOBTOPHOE NpucoeuHeHue CeTeBoi CEpBep MOXET pearnpoBaTs!

- cooblueHneM c NoaTBepKAeHNeM NPUCOeAMHEHMS (Kak onucaHo B 6.4.2.3), ecnv OH X04YeT U3MEHWTb
CeTeBol NAEHTUKUKATOP YCTPONCTBA (POYMUHT MNK 3ameHa kriodein). B atom cnyyae RJcount (0 wnu 1) 3a-
meHsaeT DevNonce B npouenype nony4yeHus Knden;

- HOpManbHbIM {06bIYHBIM) HUCXOAALWMM Kaapom (cooblleHrem), AononHUTENLHO coaepxawmm MAC-
KOMaHgAbl. 3TOT HUCXOAALWMIA Kaap AomKeH ObITe OTNpaBneH B TOT »Ke KaHan C ToW XXe CKOpPOCThbH nepeaayn
AaHHBIX U ¢ TOW e 3aAepxKkoit, YTo Bbiny 3agaHbl Ans cooblleHna ¢ NoATBepKAeHUeM NOAKMIYEHHUsA, KOTOo-
poe OH 3ameHseT,

B BonblinHCTBE CryYaes Ha NonyTHLIE 3anpockl Ha NOBTOpHOE npucoeguHeHue Tuna 0 unu 1 ceTb He
ByneT pearpoBaThb.
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6.5 3apepxka NOBTOPHLIX Nepead

[nsa BoCXoOsALWMWX Kagpoe, ANA KOTOPbIX OQHOBPEMEHHO BLINOAHAKTCA yenoema (1) n (3) unu (2) u (3),
CYLLIECTBYET OfpaHUYEHWEe Ha 3arpy3ky paguosdivpa Bocxoadlwumu coobuleHuamu. YCnoBusa, npu KOTopbIX
AelCTBYIOT OrpaHNYeHuUs:

1) TpebyLinMx NOATBEPXKAEHUA UMM OTBETA OT CEPBEPA CETU UMK CepBepa NPUNOMeHN;

2) ABNAKLWNXCA NOBTOPHOW NepeaaYein no NpuyvMHe OTCYTCTBUA OTBETa (NOATBEPXKAESHUSA) OT cepeepa;

3) 0ObeauHEeHHbIX BHELWHUM cODbITMEM (OTKMIOYEHWE 3NEKTPUYecTBa, OTKITIOYEHWE CeTH U T. 4.), KOoTo-
poe MOXeT MHNUMWPOBAaTh OJHOBPEMEHHYI0 CHMHXpOHW3auuio Gonbworo Konuyecrtsa yctporcts (>100), yto
MOXET BbI3BaTb KATACTPOMUUECKYIO, THHENO BOCCTAHABNMBAEMYH CUTYALIMIO Neperpy3kn paguoceTy.

anMB'-IaHHB —_— ﬂpHME’:pOM TAKOro BOCXOAdALlero kagpa ABNAETCHA JoinRequest, Korga OH BbINONHAETCA
rpynnor OKOHeYHbIX YCTPOMCTE, pPelMBLIKMX ocylwecTenTe cbpoc MAC-ypoBHs B cnydvae cbos cetn. Bca rpynna oko-
HEYHBIX yC-'TpDﬁCTE Ha4YWHaeT OTnpaendTe BOCXKOoOAWWE JoinRequest W NpekpawaeT TONeEKO nocne nofy4YeHuA OT CeTH
JoinResponse.

AnA Takux NMOBTOPHbLIX OTNPaBOK KagpoB WHTEpPBan Mex4y OKOHYaHUeM OkHa npuema RX2 u cnepgyto-
LA MOBTOPHOW Nepeaqeil B BOCXOASALLYIO NMUHWIO CBA3W AOMKEH BbiTh CNyYaiHBIM AN KaxOoro yCTPOWUCcTBa
(HanpumMep, peKomeHayeTca NCNoNb3oBaHWe reHepaTopa NcesfocnyYaitbIX YMCen G aapecom yCcTponcTea).
PekomeHayeTcs, 4Tobbl pabounii uukn nepenaym Takmx coobLLeHWil COOTBETCTBOBAN PEerMoHanbHLIM napame-
Tpam (cM. pazgen 9) u npueegeHHeIM B Tabnuue 20 orpaHUdeHUAM, B 3aBUCUMOCTM OT TOFO, YbW OFPaHWUYEHUSA
Bonee cTporue.

TabGnuya 20— TpeboeaHus K JONycTMMON 3arpyake pagvoadchvpa

Onucaxue nepuopa MomeHT nepeaayn ovepeaHoro kagpa (f) Donyctumas sarpyska paguosadmpa
B TeueHve nepeoro Yaca nocne To<t<Ty+1h Bpewmsa nepepaqn < 36 cekyHa 3a
BKMHOYEHUA NMUTaAHUA unKu cbpoca 1 vac
Mocne nepsoro 4aca, B Te4eHWe Tat1h<t< T+ 11h Bpems nepenaqn < 36 cekyH 3a
cnegywowmx 10 Yacos 11 yacoe
Mocne nepesix 11 yacos, B Te4eHue To+ M +N<t<T;+35+N Bpenms nepenauu < 8,7 cexyHg 3a
CcnenyoLwmnx 24 4yacos 1 3a Kaxable Nz0 24 vaca
nocneaywowne 24 yaca

7 OkoHeuyHble ycTpOncTBa Knacca C

7.1 Pexxnm cBA3M OKOHEYHOro yCTpPOMCTBA

OkoHeyHble ycTpoiicTea Knacca C ncnonb3ylTes TaMm, fhe eCTe BO3MOXHOCTb MCMNONb30BaTh BHELLHUA
UCTOYHUWK NATaHWA (I‘IHTaIOTCSl OT CETW NOCTOAHHOTO BHTBHHF!} W, cnenosaTernbHO, HE TpeﬁyeTcn MWHUMW3NpPO-
BaTb BpEMS npyuema.

OxoHevHoe ycTpoicTBo knacca C Gonbwyio 4acTe BpeMeHW npocnywmnsaeT paanmo3adup ¢ napameTpa-
MUK OkHa npuema RX2. OKOHeYHOE YCTPOMCTBO QOMKHO CNYLWAaTL B OkHe npuema RX2, koraa oHo He nepegaer
(a) nnmbo He npuHYmMaeT B okHe npuemMa RX1 (D) B cooTBeTCTBMM C onucaHnem knacca A, [Ansa atoro emy Heob-
XOAMMO OTKPbITh ManeHbKoe (KOpoTKOEe) OKHO, Mcnonbayllee napameTpbl RX2, mexay KOHUOM nepejaqn 8
BOCXOOSALLYH MWHWIO CBA3WN 1 Ha4YanoMm okHa npuema RX1 » Heobxoaumo nepeknioyMTLCs Ha NnapaMeTpel okHa
npuema RX2; kak Tonsko okHo npuema RX1 3akpoertca, okHo nprvema RXZ2 AomKHO OCTaRaThLCH OTKPLITLIM A0
Tex nop, NoKa OKOHEYHOMY YCTPOWCTBY He noTpebyeTca nocnatek elle ogHO cooblueHuve.

MpumeyaHuns

1 Ecnu ycTpOMCTBO HaxX0AMUTCA B NpoLecce AeMOoaynauun HUCxoasaLero coobllerns, ncnonb3ya napametpol RX2,
B MOMEHT, KOraa S0MmKHO ObITe OTKPBITO OKHO npuvema RX1, TO yCTPOMCTRO QOMKHO NPeKpatnTe 4eMOAYNAUMI0 U nepe-
KIFOYWTBCA Ha Nprem B okHe RX1.

2 YetpoiicTeo knacca C He MOXET cooBLUUTE cepBepy, YTo oHO nogaepxueaet knacc C. CeeneHna o NnpuHannex-
HOCTM YCTPOWGCTBA K knaccy C gonxHel nonagarth B CEPBEP C NPUKNaAHOT0 YPOBHA.

B cnyuyae, ecnv coobueHre NPpUHMMAETCA YCTpOMCTBOM, paboTtaiinm B pexume knacca C, u Tpeby-
eTcs nepeaada socxoasilero coobuienmna (Hucxoasuwaa MAC-komanaa — 3anpoc unu HUucxoasuwee coobue-
Hve, Tpebyloliee NOATBEPKOEHNA), YCTPOWNCTBO AOMKHO OTBETUTL B TEYEHWE Nepuojia BPEMeEHH, U3BECTHOIO
Kak OKOHEYHOMY YCTRPOWCTBY, Tak U CETEBOMY CepBepy.
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[o ucteyeHuns storo nepuopa (Taum-ayTa) ceTb HE JOMKHA HaNpaBnATh KakMe-nubo HoBblie coobiyeHus,
Tpebyolwme noareepxaeHus, unu MAC-koMmaHObl Ha YCTpoRCTBO. [locne MCTeYeHusl 3TOro nepuoaa wunu no-
crne npvema nboro Bocxofsawero coobLleHna CeTH paspeLleHo NnockinaTte HOBOE HUCXOAsALWee coobeHne.

7.1.1 OnutensHOCTE BTOPOro OKHa npvema ansa knacca C

YcTpoucTtea knacca C peanunayioT Te Xe OBa OKHa npuema, YTO M YCTPOoWCTBa Knacca A, HO OHUW He 3a-
KpbIBalOT OkHO npuema RX2 oo momeHTa oTnpaBky o4epegHoro socxoasuiero coobuweHmsa (cM. pucyHok 60).
MosToMy OHM MOTYT MonyYaTb HWCcxoOsWwKe cooblweHus B okHe npuema RX2 nodtu B nioboe Bpems, B TOM
yncne HucxopAauwme coobuleHns, oTnpaeneHHble ¢ uensto nepegaqn MAC-komaHabl nnm nogTeepaeHns no-
ny4veHua coobuierua (ACK). KopoTkoe okHO npocnyliMBaHWa Ha YacToTe U CKOPOCTW Nepefadu AaHHeix RX2
TalKe OTKPLIBAETCA MEXAY OKOHYaHWeM nepefadu U Hauyanom npuvema B okHe RX1.

Onutea po CneyrLjero BoCXogallero
co0BLIEHWUS OT OKDOHEYHOTO YCTPOWCTEA

[ MNepenaqa 1 RX1

RX2 RX2

PRUSISIN W S—

Bpems nepenaun RECEIVE_DELAY1 |
OT OKOHEMHOFD YCTPORCTBa '

PucyHok 60 — BpemeHHow rpadiuk nprema coobweHnii gna knacca C

7.1.2 MHoroagpecHas pacchinka gna knacca C

YCTpOﬁCTBa knacca C MOryT NPpUHWUMaTre MHOToagpecHble HUCXOo4AuUWe NaKkeTkl. A,qpec MHOFDa,ﬂpECHDf’I
paccbInku U COOTBETCTBYIOLLUME CETEBOW CEaHCOBbLIM KMKOY U CEaHCOBbLIA KINIOY NPUMNOXKEHWA OOMKHLI NPUX0-
OWTb HA YPOBHE NPUITOKEHWUS,

Mpumevyanune — MHoroagpecHan pacchinika MOXET UCMONL30BAaTLCA ANS MHOrOaApecHoOr nepesaqun cnegy-
OLKWX AaHHBIX: 0BHOBMNEHWE BCTPOEHHOTO NPOrpaMmMHoro obecneyeHns, equHoe Bpema, anbMmadax u achemepugbl GPS/
GLONASS-cnyTHUKOB (ON8 YCKOPeHHOTo onpefeneHsa KOOPAUHAT OKOHEYHbLIMUW YCTPOCTRAMMU) U T. 4.

OrpaHnyeHus, pacnpocTpaHaoLWecsa Ha MHOToaapecHble HUCxogawmne cooblleHna ana knacca C:

- co0BLLeHns nepeaatoTcs TONLKO B HUCXOAALLEM KaHane ceaau;

- coobuweHns He JomkHel HecTk MAC-komaHabl HU B 0bnactu FOpts, HM B none npuknagHbix AaHHbIX
FRMPayload Ha nopt 0,

- butel ACK n ADRACKReq gomkHbl BbiTh paBHbl 0;

- none MType AOMKHO HECTW 3HaYeHWE, COOTBETCTBYIOLLEE HMCXoAALLeMY coobuieHuto, He Tpebylolle-
my noaTeepxzaeHuns (MType = Unconfirmed Data Down);

- BuT FPending oomkeH ykasblBaTb Ha TO, YTO UMEOTCH ellle MHOroaapecHble AaHHbIe Ans OTNpaBKu.

Mpumeyanune — YunTbiBas, 4to ycTpolicteo knacca C coXpaHaeT akTUBHbLIM CBOW NpuemHuK GonbLUyio YacTb
BpemeHu, 6ut FPending He Bei3kiBaET Kakoro-nvbo KOHKPETHOMD NOBEAEHWS OKOHEYHOrO YCTporCTEA.

7.2 MAC-komaHgbl

Bce komaHabl, onucaHHbie Ang knacca A, gomkHbl BbITb peanu3oBaHsl B yeTpoiicTeax knacca C. Ana
ycTpoicTe knacca C gononHutensHo onpegenedsl MAC-komaHgel, ykasaHHble B Tabnuue 21.

Tatnuya 21 — MAC-komaHabl Ansa yetponets knacca C

Mepenaerca
CcID Komanga KpaTtioe onucaHue
KY BC
0x20 DeviceModelnd X icnonbayeTca OKOHEYHBIM YCTPOWCTBOM ANnsA 0603HavyeHusA ero
TeKyLiero pexuma pabotel (knacc A nnu C)
0x20 DeviceModeConf X Mcnone3syeTtca ceTeio ANA NoaTeepaeHns komaHae DeviceModelnd

43



roCT P 71168—2023

7.2.1 Pexum paboThl ycTpoiicTea (DeviceModelnd, DeviceModeConf)
C nomowbo komaHabl DeviceModelnd oKoHeYHOe YCTPONCTBO M3BELLAET CETh O PeXUMe CBoel paboTbl
B knacce A unn C. KomaHaa uMmeeT gaHHble pasmepoM oguH 6aiT (cMm. pucyHok 61).

Paavep (B 6anTax) 1

DeviceModelnd Payload Knacc (Class)

PucyHok 61 — AtpwbyT komangsl DeviceModelnd

3HaueHwn knaccos Ans komanasl DeviceModelnd npusepeHsi 8 Tabnuue 22.

Tabnwuya 22— 3HaveHuda knaccoB Ans koMaHasl DeviceModelnd

Mone «Knaccs (Class) 3HaveHve
Knacec A (Class A) 0x00
RFU 0x01
Knacc C (Class C) 0x02

Koroa ceteBoW cepsep nonydaetr komaHgy DeviceModelnd, oH oTBe4YaeT Ha Hee KOMaHOOW
DeviceMaodeConf. YCTpOACTBO OOMKHO BKNOYaTh komaHay DeviceModelnd Bo Bce socxofsuyme coobiueHns,
noka He nonyynt komaHgy DeviceModeConf.

YeTpoRCTBO AOMKHO NepeknioYnTs pexnmM paboThel, Kak ToNbLKo nepeas koManaa DeviceModelnd Gynet
nepegada.

Mpumevanue — [OnaycTpoicTs ¢ BaTapeiHLIM NUTAHUEM PEKOMEHAYETCA NPU Nepexoae oT knacca A k knaccy
C peanu3oBaTb MeXaHWaM TakiM-ayToB Ha NPUKNanHOM YPoBHE, YToBbI rapaHTUPOBaTh, YTO YCTPOMCTBO HE 3afemHUTCs Ha
HeonpeAeneHHLIN CPoK B pexume knacca C npw OTCYTCTBIW CBA3M C CETbIO.

Komanga DeviceModeConf cogepxut oguH BaiT gaHHbIx (pucyHok 62).

Pazmep (B BanTax) 1

HanHsbie DeviceModeConf (DeviceModeConf Payload) Class

PucyHok 62 — CtpykTypa komanael DeviceModeConf

MNapametp Class onpenensetcs Tak *e, kak ana MAC-komaHabl DeviceModelnd.

8 Mpumepbl peanuzauumn
Huxe nprueegeHbl NpUMepkl, MNNHDCTPUPYHLLKWE NPpUMeHeHe HaCTOALWEerc ctaHgapra.

8.1 OnarpaMmma nepepgayv BocXoasulero coobLeHus ¢ NoaTBepXAeHUEM

Cnepgyowaa gnarpamma (cm. pucyHok 63) MNMCTpUpyeT LWark, BbiNOMHAEMbIe OKOHEYHLIM YCTPOW-
CTBOM, KOTOPOE nbiTaeTcd nepegartb Aea Bocxogsawmx coobuwerwnsa (Datal w Datal) c tpeGoeanmem nog-
TBepxgeHus. [apametp NbTrans atoro yctpoiictBa gomkeH BbiTh 6onblie unu paseH 2, 4Tobbl 3TOT Npumep
DObin gelcTBUTENLHBIM (T. K. NEPBLIA NOATBEPKAEHHLIA Kaap NepenaeTca OBaxabl).
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Wmos ok ACK ok ACK ok Data+ACK
y
3 5 X A T A Py
v ‘
OKoHeuHoa atal ¢ TpeGomaH- ko ak Y Data1 ¢ rpetosanm- o
YETpORCTRD &M nog EH1A €M NDJTEEPHIEHHA
{Cu} {Cu+1}

(Ouarpamma 1) [ | | ! |‘_—| L_—|

| I 1
RECEIVE DELAYl ACK TIMEOUT|

PucyHok 63 — [uarpammMa nepenadyu socxofddllero cooblleHna ¢ noATEepKAEHUEM

OKoHe4HOe YCTPOWCTBO CHaYana nepefaeT Kagp AaHHbIX, TPEByLMIA NOATEBEPKAEHWS, coaepKaLliui
faHHble Data0, B Npon3BONbHbIM MOMEHT BPEMEHW U HA NPOU3BONLHOM KaHane. 3HavYeHue cHeTHnKa Kaapos
(Cu) cdbopmmnpyeTca nytem gobaeneHna 1 kK npegpigylleMy CHETHMKY KaapoB BocxogsAwen NMHuM ceasu. Cep-
BEp CETU MPUHUMAET Kaap WM reHepupyeT Kagp B HUCXOAALLYIO NUHWUIO cBsA3u. B Hucxopswem coobuieHun
yctaHoeneH out ACK, 1. e. nogreepxgeHne nony4eHns npegsiayuiero coobwenns. Hucxogswee coobeHne
nepegaetca ¢ 3agepxkon RECEIVE _DELAY B nepsoe okHo npuema RX1 okoHedHoro yctpoucTtea. [daHHoe
HWUCxodsLee cOoobLLEeHWe UCTONB3YET Ty Ke CKOPOCThL Mepenayn AaHHbIX U TOT e YacTOTHLIA KaHan, uTo U
npeabigyulee Bocxoasawee coobweHue ¢ Data0. CueTuuk Kagpoe B HKUCXoaslen nuHuy cesasu (Cd) nonyya-
erca nytem gobasnenua 1 Kk npeabiayliemMy 3HAYEHUIO CYETUMKA Ka[IpOB B HUCXOASAWEN NUHUW ANS AaHHO-
ro 3K3eMnnsipa OKOHeYHOro YCTPOWCTBa. Ecnu B cepeepe HeT AaHHbIX, OXKMAAKLWMX Nepejadn B OKOHeYHoe
YCTPOWCTBO, TO CETh [JONXHAa reHepupoBaTh cooblieHne 6e3 NnpuknaaHsIx AaHHbiX. B gaHHom npumepe kaap,
Hecyw i But ACK, He npuHUMaeTcsa OKOHEYHbIM YCTPOWCTBOM M3-33 NOMEX B pagnokaHane.

Ecnu okoHe4yHoe yCTpPOWCTBO He nonyyaet B TedeHue spemedn ACK_TIMEOUT Hw B ogHOM M3 OKOH
npremva (RX1 nnm RX2) kagp ¢ tutom ACK, TO OKOHEYHOE YCTPOWMCTBO MOMET MOBTOPHO OTNPaBUTL TE Xe
daHHele (Data0) ¢ Tem xe cuerynkom kagpos (Cu). 3Ta noBTOpHAas OTNpaBKa 4OMKHA BLINOMHATLCHA HA APYrom
YacTOTHOM KaHare 1 JOImKHa COOTBETCTBOBATL orpaHudeHnto pabouero umkna (DutyCycle), kak n nobas gpy-
ras nepegaya B BOCXOAALLEM KaHane. Ecnu Ha 3TOT pa3 OKOHEUYHOE YCTPOWCTBO NMPUHUMAaET B HUCXOAALEM
kaHane noaTeepxaeque (6ut ACK) o Bpems ceoero nepsoro okHa npuema RX1, 10 okoHeuHoe ycTpoincTBo
3aTem MOXET nepefaeath cnegyrowmi kagp (Datal) Ha HOBbIV KaHan.

Kagp HUCxoasiuei NMHUW CBA3KM MOXKET HECTM KOMBUHALWK CBEAEHWA: NOATBEPKAEHWE NPeabiayLero
coobuweHuns (ACK), MAC-komaHabl M NpYKNagHbIe AaHHbIe,

8.2 [narpamMmma nepegayn HUCXogsaWero coobweHna c NnoATEBePXKOEeHUEeM

Crepytouian guarpaMma (CM. pUCYHOK 64) MNCTPUMPYET TUNOBYIO NOCMeaoBaTensLHOCTL Nepeaaqn co-
06LUEHNA ¢ NOATBEPXXAEHMEM B HUCXOAALLYIO NUHWIO CBA3W.

Wiios ok el il ok
A TCd) A
I ok
I
1
OKoHEUHOS Data, ne TpeGywowan ACK
YGTPOAGTED HOIITREPKASHNA
{Cu} : {Cu+1)
I

RECENE_DELAY'

PucyHok 64 — [uarpamma nepegayu HUCXoasLero coobleHus ¢ noaTeep¥aeHuem
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OBMeH 0aHHLIMW MHUUMUPYETCHA OKOHEYHbIM YCTPONCTBOM Knacca A, nepepawiwum coobuleHuve (Data),
He Tpebyollee noaTeepxaeHA. CepBep CeTHM UCNONb3YeT NEPBOE OKHO nNpuema (RX1) B HUCXOoOALER NUHWK
cBA3M ANns nepefadqu cooblieHus, Tpebylwero NoaATeepxaeHUs B HarnpasneHuM OKOHEYHOro YCTPOWCTBA.
Mepepaya Hucxopswero cooblieHusa OCyWEeCTBINAETCA Ha KaHane npeablayLero BoCxoasaLlero cooblueHus.
OKOHeYHOe YCTPOWCTBO NOCne Npuema AaHHOMo Hucxoasulero coobulenus nepenaeT coobuleHne ¢ Butom
ACK, nogTeepxgatowmm nony4yeHue npegbiaywero coobuleHuna. [laHHoe BocxogdAlee cooblleHe MoXKeT Co-
depxaTk AaHHble unu MAC-koMaHasl M nepedaeTca Ha HOBOM KaHane, BbibpaHHOM cnyYanHbsIM obpa3som.

M puMmedaHve — YrtoBbl OKOHEYHbLIE yCTpoﬁcraa BbinKU MakcumManbHo APOCTEIMK U MMENK KaK MOXHO MeHblLUe
COCTOSIHWIA, OHW MOTYT NepenasaTs NycToe cooblieHne ¢ noaTeepaeHuem (6e3 npuknagHeIX 4aHHbIX) cpasy nocne npu-
eMa HNCxXogAaLwero COOﬁLL[eHHFl, rpeﬁymmem nogTeepxaeHWA. B ka4ectBe ansTepHaTlBbl OKOHEYHOE yCTpOﬁCTBU MOXET
OTNOXWTL Nepenaqy noATeep>XOeHuAa, yToBkbI nepenaTts ero BMecTe co CROMMUW cnefyLlnMy NnpuknagHbIMiU JaHHBIM.

8.3 Ouarpamma nepegaym ovepesn HUCXOOALWMNX COoBWeHnn

Cnepyrowan gnarpamma unniocTpupyeT ynpaeneHne odepeabio HUCXOOAWMX COODLLIEHUI C MOMOLLLIO
buta FPending.

But FPending MoxeT BbITh YCTaHOBMEH TONBKO B Kaape HUCXOOAWER NUHWUM CBA3W W WHMopMUpyeT
OKOHEYHOE YCTPOWCTBO O TOM, YTO CEepBep UMeeT HeCKONbLKO cooblueHuiA B odepean Ana nepefaqyu JaHHoOMY
OKOHe4yHomy ycTpoucTBy. B Bocxogawwmx coobuwennax out FPending nrHopupyeTca CepeEepom CeTH.

Ecnu kagp c yctaHoBneHHsliM 6utom FPending=1 Tpebyer noaTBepKaeHWs, TO OKOHEYHOe YCTPONCTBO
AOMKHO cAenaTtb 37O, Kak onucaHo Beille (8.2). Ecnu nogteepxaeHue He TpebyeTcs, OKOHEeYHoe YCTPOWCTBO
MOXeT 0TnpaBnTb NycToe cooblieHne (6ea NnpuKknNaaHbIX JaHHbIX), YTOBLI OTKPLITE OYepedHble OKHa npyema
(RX1 n RX2) nnu goxgartscs, Korga B OKOHEYHOM YCTPOWCTBE MOABATCA NPUKNagHble 4aHHbIe, KOTOpLIe He-
obxogmmo nepenaTe B CEpBEp CETw.

MpumevaHue — but FPending He 3aeucuT oT noaTeepxaeHus (ACK).

Mpumep 1 NnpreedeH Ha pucyHke 65.

LLimoa ok ool il ok Cbeadi e oy ok
Vs cay A a1 A
B
%mp:?‘qn—me nmén!um ACK ACK
(Cu} (Cu+1) (Cu+2}

- -

RECEIVE_DELAY

F P = ycranoenedHsii Gut FPending
PucyHok 65 — [luarpamma nepegauv ovepenm HUCXoOsaLWmMx coobieHui (npumep 1)

B paHHOM npumepe ceTh nepenaer B OKOHEYHOE YCTPOUCTBO ABa cooblieHna, Tpebyolwmx noaTsepx-
AeHus.

OB6meH cooBLUEHUAMU MHULMUPYETCS OKOHEYHbIM YCTPOWCTBOM Knacca A nocpeacTBOM nepefavun co-
obleHns B BOCXOAsLLYO NUHKIO cBA3W. CoobleHne nepegaeTca Ha YacToTHoM kaHane chA. CeTb Mcnonk-
3yeT nepeoe okHo npuema (RX1) ona nepegayu Ha kaHane chA faHHbix Data0 ¢ ycraHoBneHHbIMu GuTom
FPending u TpeboBannem nogTeepkaeHwnd. YcTpoincTeo, nonyy4mse coobulenne ¢ butom FPending=1, nepe-
AaeT Ha HOBOM 4acTOTHOM KaHane chB noaTsepwaeHue npuema gaHHoro coobluieHuns, nepedasas obpaTHo
nycton kagp c butom ACK.

C zapepxkon B RECEIVE_DELAY1 cekyHp ceTb Ha kaHane chB nepenaer B yCTpOWCTBO BTOpPOE CO-
ob6weHue (Datal), Tpebya noaTeepauTs NonyyeHne coobuienus, Ho ¢ Gutom FPending, Tenepb pagHbim 0.

OkoHevHoe ycTpoicTBO noaTeepxaaeTt nonydedue (Datal) Ha kawane chC.

Mpumep 2 npreedeH Ha pucyHke 66.
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Winoa ok Data0 + F_P ok Datal + F_P ak
A r.S M
| {Cd} {Cd+1)
i
1
e = =
y‘cTDCWtcTBO NWHAR CBR3 COCOLWEHNE EHME COCOLLEHne
{cut {Cus1} (Car2} a3y

I I | | | |
CLS2_RECEIVE_DELAY1 I ACK_TIMECUT I

PucyHok 66 — [luarpamma nepefa4u odepenun HUCXoAALWWMX coobLyeHnid (Mpumep 2)

B panHom npumepe cooblieHns B HUCXOAALWEN NUHNN CBA3KN ABNAOTCA coobueruamm, He Tpebylowin-
MW NOATBEPKAEHUS OKOHEYHbLIM YCTPONCTBOM.

OkoHeuHoe ycTpancTeo Npu nonyyeHuu coobeHnsa Data0, He Tpebyrolwero nogTeepxaeHns, Ho ¢ ycTta-
HoBneHHbIM BuTom FPending, otnpasnset B ceTb nyctoe cooblieHue 6e3 npuknagHelix AaHHbIX. 3TO Nepeoe
BOcxoadwee coobleHne He MpUHMMaeTCA CeTbio No npyv4yuHe nomex. Ecnuv HW oaHo HWcxopdawee coobule-
HUe He BbiNo Nony4YeHo B Te4eHWe ABYX nocnenyrLmMx okoH npuemMa (RX1 u RX2), To OKOHe4HOE YCTPOWUCTBO
[OOMKHO NOBTOPUTE Nepedaqy NycToro socxoasiero coobuweHus. MNocne nony4eHs cepeepom CeTH NycToro
coobleHus B ogHo 13 okoH npuema (RX1 n RX2) otnpaenseTcs cnegyouwee Hucxogswee coobuleHue (cd+1)
13 odepeau.

Mpumedanue — [MoaTBepKASHWE HUKOTAA HE OTNPABNASTCA ABAKABL.

Mpumvep 3 NnpuBedeH Ha pUCyHKe 67.
But FPending, 6t ACK v npuknagHbie gaHHble MoryT 0OQHOBPEMEHHO MPUCYTCTBOBAaTh B OQHOM HUCXO-

OsiLem cooBLLeHMu.

ek nomyseswn kanpa Bes ycradoenexHom Gura ACK
cepeep noeTopHo nNepegaer Datal, ciemivk kagpos
AormkeH BolTe MHIPEMEHTPOBaH

~

[Certal = rprSonanmen]

Datal & Trefoaarmu Ciatat © TpeBosaninei] e
inoa ok R TRERRAEHAA F_PYACH ok T TERpRIEHARYF_P anr [ mameepmgemi P
* {Cay * {Ca+iy g {Ca+2y

OroHeuHoe a s Tpahoas- I
B ACK o/ [t :MK

YCTPOWCTED
{Cu} {Cu+1} {Cu+2} {Cu+3}

- g
CLS2_RECEIVE_DEL Yll I I HCK_TIM'EOUT

PucyHok 67 — [uarpamma nepegaqu ovepenun HUCXoAAWMx coobwennin (mpyuvep 3)

OKoHe4HOe YCTPOMCTBO OTNPaBnseT B BOCXOASLLYIO NMUHWIO CBA3W AaHHble, Tpebyoue noaTeepk-
deHuda. Cepsep ceTu MOXKeT 0TBETUTL CoobLLeHWeM, coaepxallivm: NoaTBEpPHAHWE NonyyeHna coobuieHus
W3 BOCXOAALLEN NWHMKM CBA3KW, AaHHBIE HUCXoaALWeW NHun cBAaun Data, Tpebylolwime noaTeepxaeHus, 1 none
FPending=1, nidopmupyrouiee o Hanu4uu ovepenun cooblueHnin ANA 4aHHOro YCTpPONCTRa.

9 PervoHanbHbIe NapamMeTpbl

9.1 RUB64-870

9.1.1 ®opwmar nona «lpeambyna»
Crpyktypa nonsa «[peambyna» npueefeHa e tabnuue 23.
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Tabnuua 23— Crpykrypa nonsa «[peambyna»

Moaynauuns CuHxpocnoso Pasmep nons «Mpeambynas
J4M 0x34 8 cumBonoe
GFSK 0xC194C1 5 bant

9.1.2 YacTtoTHble KaHanbl

Vcnonb3yeMble KaHanbl CBA3W OOIKHbI COOTBETCTBOBATL TpeboBaHuAM pernaMmeHTUpPYOLWLKMX JOKYMEH-
TOB rOCYﬂ,apCTEEHHQIFI KOMUCCHUW NO pagno4acTotam.

Bce AOCTYyNHBIE HacTOTHEIE KaHanbl MOTYT MCMNOMNbL30BATLCA ONepaTtopomM CBA3W MO ero yCMOTPeHUIo.
[lBa KaHana «no ymon4aHuo» A0MmKkHbl BbiTe peanv3oBaHbl B KaXOOM OKOHEYHOM ycTpoWcTee (cm. Tabnu-
uy 24). NaHHble kaHansl asnsaTcA obasatensHeiMK KU He moryT 6eiTe oTpepakTuposaHsl MAC-komaHgon
NewChannelReq. 3T KaHanbl ABAAKTCA MUHUMANBHBIM HABOPOM, KOTOPLIA AOMKEH BCeraa NpocnyLnMBaThb-
CA BCEMW pagnoLnio3amMmn CeTn CBA3N.

Tabnuua 24 — KaHanbl «MNo yMOM4aHWO»

H M Yactora Monoca yacTtorT, c PaBounid uukn MoLWHoCTE,
ChapKAnang DAyRALNA kavana, My Ky KOROGEE (DutyCycle) mBT/aBm
1 UM 868,9 125 DRO ... DRS <10 % 2514
2 UM 8691 125 DRO ... DRS <10 % 25/14

KaHansl, ncnonb3yemble onepartopomM CBA3KM MO ero yCMoTpeHWio, NnpueedeHbl B Tabnuue 25.

Tabnuuya 25— KaHanbl, McnonbayeMble onepaTopoM CBS3W Mo ero yoMoTPeHuo

Homep kawana Moaynauus xa?jg;?ﬁru nmmfr:a“m' CkopocTs Pfg&:'&;:';n M;g;?:g:'
3 n4m 8641 125 DRO...DR5 | 0,1 % wnu LBT 25/14
4 4Mm 8643 125 DRO ... DR5 0.1 % wvnm LBT 2514
5 n4ym 864,5 125 DRO...DR5 | 0,1 % unu LBT 25114
6 n4m 864,7 125 DRO...DR5 | 0,1 % unu LBT 25114
7 n4m 864,9 125 DRO...DR5 | 0,1 % wnm LBT 25/14
8 n4m 866,1 125 DRO ... DRS 1% wnu LBT 25114
9 n4m 866,3 125 DRO ... DR5 1% wnu LBT 2514
10 n4m 866,5 125 DRO ... DR5 1% wnu LBT 25114
11 n4m 866,7 125 DRO ... DR5 1% wnu LBT 25/14
12 4m 866,9 125 DRO ... DR 1% wnu LBT 2514
13 4m 8671 125 DRO ... DR5 1% wnw LBT 2514
14 n4m 867,3 125 DRO ... DR5 1% wnw LBT 25/14
15 n4m 867,5 125 DRO ... DR5 1% wnu LBT 25/14
16 4m 867,7 125 DRO ... DR& 1% wunu LBT 25/14
17 4m 867.9 125 DRO ... DR5 1% wunu LBT 25114

MpumevyaHune — LBT — dyHkuma npocnylmsarnusa paguoadupa nepeq nepefaden.

OkoHeyYHble yCTpOMCTBA OOMXKHbI obecne4yrBaTb BO3MOXKHOCTb XpaHeHnA He MeHee CceMW YacCTOTHbIX
KaHanose.
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n pUuMeYaHune — Moa kaHanom NoOHMMAaIOTCH YacToTa W AuanasoH CKOF)OC’TEF‘I, AOCTYNHEIX ONA Nepefa4vy Ha

OaHHOKW YacToTe.

Cnucok KaHanos, AOCTYNHEIX 4NA NepefayYy 3anpoca Ha NpucoeavHeHne K ceTw, npueegeH B Tabnuue 26.

Tabnwnua 26 — Cnucok KaHanos, O0CTYNHBIX AnA nepefa4qdyn 3anpoca Ha NpucoednHEHWE K CETH

Yacrata Monoca Yacror, PaGouunit umkn MowHoCTE,
Homep kaHana Mogynauus kaHana, My Wy CropocTe (DutyCycle) MBT/aEM
1 J4M 868,9 125 DRO ... DR5 <10 % 2514
2 JI4M 869,1 125 DRO ... DRS <10 % 25/14

9.1.3 KogupoBaHue CKOPOCTHU U MOLIHOCTH
KoawpoBaHwe cKkopocTh nepegaqu gaHHbix (DataRate) npweegexo B Tabnuue 27.

Tabnwya 27 — KogupoBaHwe CKOPOCTM Nepenayu daHHbix

CropocTs nepenayu ganHeix (DataRate) Koxdpurypaums Duandeckan CKOpPOCTb NepenaYu JaHHeix, But/c

0 N4YM: SF12/125 «Ty 250

1 NYM: SF11/125 kl'y 440

2 NYM: SF10/125 kM 980

3 NYM: SF9/125 kly, 1760

4 N4YM: SFB/M25 kly 3125

5 JIYM: SF7/125 klMy, 5470

6 NYM: SF7/250 kly 11000

7 FSK: 50 kbut/c 50000

8..14 3apesepBUpoBaHO 3apezepeUporaHo

15 CoxpaHnTe NpegelayLiee 3HaveHne

KoaupoeaHve BbIXOOHON MOLLUHOCTW OKOHeYHoro ycTpoincTea (TXPower) npuseneHo B Tabnuue 28.

Tabnwya 28 — KogupoBaHWe BbIXOAHOW MOLLHOCTH OKOHEYHOIO YCTPOHCTBa

TXPower

Dr3MYecKoe 3HaUeH e

0

27 nbwm (3apezepBupoBaHO)

-

20 nbm (3apesepsupoBaHo)

16 gbm (3apesepsupoeaHo)

14 gBm

12 nbm

10 nbm

8 nbm

6 nbm

4 nbm

D]l | N D] w N

2 nbm

Ot 10 go 14

3apesepB1poBaHo

15

CO)(DEHI-"ITb npegelgyliee aHayeHwe
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3navenunna «CoxpaHuTs npeabiayliee aHadyeHue» ucnonsaytotea B MAC-komange LinkADRReq npwu pe-
A3aKTUPOBaHWM AManNasoHa 4oNYCTUMBIX CKOPOCTER U MOLLHOCTU Nepefaydn naketa.

9.1.4 YacroTHble KaHanbl, Nnepegasaemble B CFList B noaoTBepxaeHne npucoeauHeHusn (Join-
Accept)

B none CFlist (cm. pucyHok 68) nepenaetcs B coobuleHnn Join-Accept U cogepXuT AoNONHNTENBHbINA
CMMCOK M3 NATK YacTOTHbIX KaHanos anuvHoio 15 6ant. 3a cnnckom vactot cnegyet 1 Bant CFListType, Bcero
16 BanT. CFListType gomkeH BbITe paBeH Hynto (0), 4Tobbl ykasaTte, 4To CFList cooepkuT cnucok 4acToT.

Kaxpgas yactota koavnpyeTca kak 24-paspagHoe uenoe yucno 6ea snaka (3 banta). Bee kananel moryT
ucnonb3oBaTbea co ckopocThio oT DRO go DRS B nonoce 125 klMy.

Paamep (6airT) 3 3 3 3 3

CFList Freq ch3 Freq ch4 Freq chs Freq ch6 Freq ch7

PucyHok 68 — CtpykTypa nons CFList

PakTudeckan 4yacTtoTa kaHana B 'y pasHa 100.[Freq chX]. 9To Nno3BonseT ycTaHOBWUThL YacToTy KaHana
B guanasoHe ot 100 MMy go 1,67 My ¢ warom 100 Iy,

Heucnonbayemsle KaHansl UMeHT 3HadeHne YacToTsl, pasHoe 0.

lMone CFList aenAerca HeobsAzatenbHbiM B coobuweHun «lloaTBepwgeHne NpUcoOeanHeHWsa», W ero
NpUCYTCTBME MOXKET BbiTh BbISBNEHO Mo AnuHe coobuleHus «logTeepxaeHne npucoeauHeHus». Ecnu none
CFList npucyTcTByeT, TO YCTPOWCTBO 3aMeHsAeT Bee Npedbiaylne KaHarbl, XpaHAWMeca B OKOHEYHOM YCTPon-
CTBE, KPOME OBYX KaHaNoB «MNo yMon4aHuw». HoBkle KaHanbl cpasy MoryT 6biTk MCNONb30BaHbl OKOHEUYHEIM
YCTPOMCTBOM.

9.1.5 Macka kaHanoB B MAC-komaHge LinkAdrReq

Korga sHaveHwe nons «YnpaeneHue mackoid kaHana» (ChMaskCntl) pasHo 0, To none «Macka kaHana»
(ChMask) nHaneugyansHo BKMOYaeT/BbiKNoYaeT Kaxabii oT 1 go 16 kananoe (cm. Tabnuuy 29).

Tabnwuua 29— Macka kaHanoe B MAC-komaHge

3Ha4eHne nona «Ynpaenexie

MacKoW KaHanay (ChMaskCnt) Ofnacte npumeHeHus nons «Macka kananas (ChiMask)

0 Kauanel o7 1 go 16
1 JapesepsrpoBaHo
B 3apesepsuposaHo
& 3apesepBUpoRaHO
6 Bce kaHanbl BKITHYEHEI.

YCTPOINGTBO AOMKHO BKMIOHYKMTE BCE M3BECTHbLIE KaHankl, HE3aBUCUMO OT 3Ha4eHuA
nons «Macka kanana» (ChMask)

7 3apesepBupoBaHo

Ecnu 3nadenne nonga «YnpasneHue mackoi kaHana» (ChMaskCntl) «3apesepeupoBaHo», TO OKoHeYHOe
YCTPOMCTBO JOMKHO OTKNOHUTL MAC-koMaHay v oTKNoYuTL BUT «ACK» B oTBeTe.

9.1.6 MakcumanbHbIA pasmep nons gaHHbiX (MACPayload)

MakcumanbHeIR pasmep nonga gadHelx (M) npveeger B Tabnuue 30. OH nonyyeH U3 orpaHrdeHnin hnsu-
YECKOr YPOBHS B 3aBNCUMOCTH OT 3chHEKTUBHOR CKOPOCTU MoaynaLMK. MakcuMmansHasa AnNHA NPUKNaaHbIx
fanHeix (FRMPayload) B oTcyTCTBME AONONHWTENBHOTO Nons ynpasnedua FOpt (N) npegoctasnsercs TONsKO
ansa nidopmaumn. 3HadeHne N moxeT GolTb COOTBETCTBEHHO MeHblue, ecnu none FOpt cogepxuT gaHHble
anuHor ot 1 go 15 6anT.

50



FOCT P 71168—2023

Tabnuua 30— MakcumansHeIA pasMmep Nons OaHHbIX

DataRate M N
0 59 51
1 59 a1
2 59 51
3 123 115
4 230 222
5 230 222
6 230 222
7 230 222

Ot 8 mo 15 He onpepenexo He onpegenexo

9.1.7 Okna npmnema RX1/RX2

B okHe npvema RX1 OomkeH MCnonb30BaTbCs TOT e YacTOTHBLINA KaHar, KOTOpPbLIA UCMONbL30Bancs npu
nepegaye npeablayLLerc BOCXoAaAWEro coobuieHuns.

CkopocTe Nepeaauu AaHHbIX B okHe RX1 3aBUCUT OT CKOPOCTW Nepeaayn JaHHLIX Mo BOCXOAALEeN nu-
HUK cBA3KM 1 3HadeHusa RX1DROffset cornacHo Tabnuue 31.

Tabnuua 31— CkopocTb Nepefayn gaHHbIX B okHe RX1

CKOpOCTE B NpemMHoM okHe RX1
CkopocTe B
BOCXOAALLIEM B aaBucumocTy ot aHauenua RX1DROffset
kaHane
0 1 2 3 4 5

DRO DRO DRO DRO DRO DRO DRO
DRA1 DR1 DRO DRO DRO DRO DRO
DR2 DR2 DR1 DRO DRO DRO DRO
DR3 DR3 DR2 DR1 DRO DRO DRO
DR4 DR4 DR3 DR2 DR1 DRO DRO
DR5 DR5 DR4 DR3 DR2 DR1 DRO

Honyctumele 3Haqvenuns ana RX1DROffset naxogatca B ananasone ot 0 go 5. 3Ha4yeHuda B AvanascoHe ot
6 0o 7 3apesepBuMpoBaHbl 4nA OyayLlero UCnonb3oBaHus.

B npuemHom okHe RX2 ucnonbayiotes pukcMpoBaHHas 4acToTa U CKOpOoCTb nepegaqn aAaHHbix. MNapa-
MeTpbl No ymonyanuio: 869,1 MI'y Ha ckopoctn DRO (SF12, 125 kl'y).

9.1.8 HacTpoiku no ymonyaHuio

MapameTpsl, ykazaHHble B Tabnuue 32, pekoMeHayeTcs UCNoNb30BaTh Mo YMOMYaHUI.
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Tabnuua 32— HacTpoiku no ymon4aHmio

MNapameTp 3Ha4eHue
RECEIVE_DELAY1 1c
RECEIVE_DELAY2 RECEIVE_DELAY1 + 1

JOIN_ACCEPT_DELAY1 bie
JOIN_ACCEPT_DELAY2 6c
MAX_FCNT_GAP 16384
ADR_ACK_LIMIT 64
ADR_ACK_DELAY 32
ACK_TIMEOUT 1...3 ¢ (cnyvyaiHoe 3Ha4eHWe B MHTEpBane)

Ecnu dhakTndecke 3Ha4YeHUs NapameTpoB, peanv3oBaHHbE B OKOHEYHOM YCTPOMCTBE, OTNUYaloT-
€Al OT 3HaYeHWIA N0 YMOMYAHUIO (HAaNpPWMEp, OKOHEYHOEe YCTPOWCTBO MenonbayeT Gonee KOpoTKylo 3adepiky
RECEIVE_DELAY1 n RECEIVE_DELAY2), To aTu napameTpel OomkHel ObITe NepefaHbl Gepeepy ceTu Bo
BpPEMS BBOAA B IKCMMyaTaLMIO OKOHEYHOro yeTpoicTea. CepsBep CeTW MOXET He NPMHUMAaTL 3HadyeHus napa-
METPOB, OTIMYHBIX OT YKa3aHHbIX M0 YMOMUYaHUIO.
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