MUHUCTEPCTBO CBS3H H MACCOBBIX KOMMYHUKAIIHIA
POCCHUIICKOM ®EJEPALIUUA

INIPUKA3
or ___ nexkaOps 2017 r. Ne

OB YTBEPXJIEHUU MOPAJIKA, TEXHUYECKHUX YCJIOBUI
YCTAHOBKHU U OKCIVIYATAIIUU CPEACTB, ITPEJJHA3SHAYEHHBIX
JJISA TIOUCKA TIPU3HAKOB KOMIIBIOTEPHBIX ATAK B CETAX
IJIEKTPOCBA3U, UCITIOJIB3YEMBIX J1JIA OPTAHU3AIIUA
B3AMMOJENCTBUA OBBEKTOB KPUTUUYECKON
UHO®OPMAIIMOHHONU UH®PACTPYKTYPBI

B coorBerctBuu ¢ yacTeio 5 cratbu 6 denepanbHOro 3aKoHa OT 26 HIOJNA
2017r. Ne 187-®3 «O 0e30macHOCTH KPUTHUYECKOW HHGOPMAIMOHHON
unppactpyktypsl Poccuiickoit ®enepanun» (CobpaHue 3aKOHOJATEIHCTBA
Poccuiickoit @eneparuu, 31.07.2017, N 31, ct. 4736) npuxassiBaro:

1. YTBepauTs npunaraemsie:

1.1. TlopsimoK yCTAaHOBKHM W dKCILTyaTalluu CPENICTB, MPEIHA3ZHAYECHHBIX JIJIs
MOMCKAa MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX BJIEKTPOCBSI3U, UCHOJIb3YyEMBbIX
JIJIsl OpTaHU3allMU B3aUMOJIEUCTBUS 00BEKTOB KPUTUUECKOU HHPPACTPYKTYPHI.

1.2. TexHuuyeckue yCIOBUS YCTAaHOBKM HW OJKCIUIyaTallud CPEACTB,
NpeAHA3HAYCHHBIX [JI1 TOMCKa NPU3HAKOB KOMIBIOTEPHBIX aTaKk B CETIX
AJIEKTPOCBSI3U, HCIOJIB3YEMbIX [IJI1 OpraHu3allMi B3aUMOJCHCTBUS OOBEKTOB
KPUTHYECKON UHDPACTPYKTYPHI.

2. HampaBuTh HAcTOSIIMH IPUKAa3 HAa TOCYIAPCTBEHHYIO PErMCTPALMIO B
MununcrepcTBo roctuinu Poccuiickon @enepanun.

3. KoHTponp 3a HCHOJHEHUWEM HACTOSIIErO0 IpUKa3a BO3JIOKUTH Ha
3amecTuTenss MuHHCTpa CBS3M M MacCOBBIX KOMMYHUKauui Poccuiickoi
Oenepannu A.B. Cokonona.

Munuctp
H.A.HUKN®OPOB



YTBepKkAcH
MprUKa30oM MHUHUCTEPCTBA CBS3U
1 MacCCOBBIX KOMMYHHUKAIINI
Poccuiickon denepanunu

oT No

HOpSIIlOK YCTAaHOBKH M IKCILJIYaTallud CPEACTB, IPE€AHAZHAYCHHBIX 1JI
MOUCKA NNPU3HAKOB KOMIILIOTEPHBLIX aTaK B CETAX IJICKTPOCBA3H,
HUCIIOJB3YEMBIX IJISl OpraHu3anuu B33HMOI{€ﬁCTBHﬂ 00bEKTOB KpHTquCKOﬁ

HHPPACTPYKTYPHI

1. Hactosammuii  Ilopsiiok yCTaHOBKM M JKCIUTyaTallUM  CPEJICTB,
IpeJHa3HAYCHHbIX JUIs [IOMCKAa TPU3HAKOB KOMIIBIOTEPHBIX aTaKk B CETIX
AJIEKTPOCBSI3U, MCIONb3YEMbIX [UIsl OpraHu3alud B3aUMOJAEUCTBUA OOBEKTOB
KpUTHUECKON HHPpacTpyKTyphl (Hasiee — Ilopsaok) onpenensier equHbli MOAX0. K
YCTaHOBKE U JKCIUIyaTallUM CPEACTB, NpPEJHA3HAYEHHBIX Ul MOMCKAa MPU3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX BJIEKTPOCBSA3M, MCIOJIB3YEMBIX JIsi OpTraHU3alUU
B3aUMOJICUCTBUSI OOBEKTOB KPUTHUUECKONM HH(POPMALMOHHON HHQPACTPYKTYpPbl
(manee — cpeacTra nmoucka atak, KM cooTBETCTBEHHO).

2. [lopsimok  perynupyer B3auMojAeWcTBUE (penepanbHOro opraHa
WCIIOJHUTEILHOM  BJIACTH,  YIOJHOMOYEHHOTO B  o00nacTu  obOecriedeHus
(GYHKIIMOHUPOBAHUS TOCYIaPCTBEHHON CHCTEMbI OOHAPYKEHUS, MPEAYIPEKICHHS
Y TUKBUJIAIIUH TTOCIIECACTBII KOMIBIOTEPHBIX aTaK Ha MH(POPMAIMOHHBIE PECYPCHI
Poccuiickoii ®eneparmu  (manee — YmnomHomoueHHbId opraH ['ocCOITKA),
(denepanbHOrO OpraHa HCIOJHUTENBHOM BIACTH MO BBIPAOOTKE M peaau3aluu
rOCy/lapCTBEHHOM NOJUTHUKA U HOPMATHUBHOMY IIPaBOBOMY pPETYJIHPOBAHHUIO B

obmactu CcBSI3U (majee — YIOJHOMOYCHHBIM OpraH B 00JacTH CBs3H), C
oriepaTopaMu CBsi3u U cyobekTamu K.
3. [Topsimok yCTaHOBKM W OJKCIUTyaTalliM CpEJCTBa IIOMCKa aTak

BKJIOUYAET B ceOs:

oTpeeNieHue HEOOXOIUMOCTH U MECTa YCTAaHOBKH CPECTBA MOUCKA aTak;

YCTaHOBKY CpEICTBAa TOMCKAa aTaKk H €ro TMOAKIIOYEHHE K CETAM
AIIEKTPOCBSI3Y,

HAaCTpPOMKY M MPOBEPKY pPabOTOCHOCOOHOCTH YCTaHOBJIEHHOI'O CpEACTBa
MIOMCKA aTak;

NPUEMKY B DKCIUTyaTaI[MI0 yCTaHOBJICHHOTO CPEICTBA TIOMCKA aTak;

o0OecrieueHre  HEMpEephIBHONM  pabOThl  CpencTBa TOMCKA — aTak B
KPYTJIIOCYTOYHOM PEKUME;

MPOBEJCHUE TEXHUYECKOro OOCHY>KMBaHHS, 3aMEeHy U JIEMOHTaxX
YCTaHOBJIEHHOT'O CPEJICTBA MIOMCKA aTak;

o0ecrneueHrne COXPAaHHOCTH YCTaHOBJIEHHOTO CPE/ICTBA MOMCKA aTaK.



4. HeoOXOIMMOCTh MU MECTO YCTAHOBKM CPEACTBA ITOMCKAa aTaKk Ha CETH
AIIEKTPOCBSI3U, 00ECIICUHBAIOIINE B3aUMOICCTBHE 3HAUUMBIX 00hekTOB KU PD,
onpenenaoTcs Y noaHoMoueHHbIM opraHnoM ['ocCOIIKA.

4.1 Nudopmanuss 0 HEOOXOAMMOCTH YCTAaHOBKH CpEACTBAa IIOMCKa aTak ¢
YKa3aHHEM MeCTa YCTAHOBKM Ha CETH DJJEKTPOCBA3U ONEpaTopa CBS3H,
HKCIUTYaTallMOHHBIX XapPaKTEPUCTUK YCTAaHABIMBAEMOI'O CpPEACTBA IMOWCKA aTak,
OpraHu3aliiyd, KoTopas OyJeT NpOBOAUTH YCTAHOBKY M HACTPOMKY CpejcTBa
novcka atak (mamee OpraHu3anus) U OTBETCTBEHHOTO JIAIA Y IIOJIHOMOYEHHOTO
oprana ['ocCOIIKA HnampaBmnsieTcss B Y TOJTHOMOYCHHBIN OpraH B 00JIaCTH CBS3H.

4.2 YTOTHOMOYEHHBIM OpraH B 00JIAaCTH CBSI3U B CPOK He Oosee 7 pabouymx
JHEH HaIpaBisieT MOJIYYEHHYI0 MH(POPMALHIO, MPEAYCMOTPEHHYIO IyHKTOM 4.1
Hacrosiiero [lopsiaka, B aapec onepaTopa CBS3U.

5. Omneparop cBs3u B cpok He Oonee 30 pabounx AHEH C MATHI MOTYyYCHHUS
uH(popmanuu, mnpeaycMoTpeHHo nyHkToM 4.1 Hacrosmero Ilopsaka, ot
VY0JIHOMOYEHHOTO OpTraHa B 00JIACTH CBSI3U YTOUYHSET:

MECTO YCTAaHOBKHM CpEICTBa IIOMCKa aTak. B cilydyae TeXHUYECKOU
HEBO3MOXHOCTH YCTAHOBKM CpEJCTBa IOMCKA aTaK Ha MECTO, ONPEACIICHHOE
VYnonnomoueHHbiM opraHoM ['ocCOIIKA, omepaTopomM CBSI3U COBMECTHO C
OTBETCTBEHHBIM JIULIOM Y TnoaHoMoueHHOro opraHa ['ocCOIIKA u Opranuzanuu
OMpENIENIAETCS BO3MOKHOE JIPYrO€ MECTO YCTAHOBKU;

HaJIMYue B MECTE YCTAaHOBKH CPEJICTBA MTOMCKA aTaK;

CIOCOOBI MOJKITIOUEHHUS CPEACTBA IOMCKA aTaK K CETSAM AJIEKTPOCBSI3HU, Yepe3
KOTOPBIEC OCYIIECTBIIsACTCS B3auMoeicTere oobekToB KNUU;

CPOKH U TIOPSJ0K YCTAHOBKH CPEICTBA MTOUCKA aTak.

6. CormacoBaHHbIe pelieHHs MO MyHKTY S5 Hacrosimero Ilopsaka ams
Ka)XJIOTO MECTa YCTAaHOBKHM OTpaxkaroTcsi Ha CXeMme YCTaHOBKM CpEJICTBa MOMCKA
atak (mamee — CxeMa yctaHoBkHM). Cxema yCTaHOBKH-COCTABJISIETCSl OMEPaTOpPOM
CBSI3W B JIBYX DOHK3EMIUIApax (Tpex OJK3EMIUIApax, B cliydae MpPHUBJICUYEHUS
Opranuzamnum) 1 corjaacoBbiBaeTcs ¢ YosHoMoueHHBIM opradoMm ['ocCOITKA.

7. Cxema YCTaHOBKH, NOANUCAHHAS OTBETCTBEHHBIM JULIOM
YnonnomouenHoro opraHa ['ocCOIIKA wu omepatopoM CBSI3H, CUYUTAETCA
COTJIACOBAHUEM ATOM CXEMBI CO CTOPOHBI Y MoaHOMO4YeHHOTo opraHa ['ocCOITKA.

8. VYcraHoBKa cpeacTBa TOWCKAa aTaK W €ro MOJKIIOYEHHE K CeTIM
AIIEKTPOCBSI3U MOXKET MPOBOJUTHCS B COTJIACOBAHHBIE C OMEPATOPOM CBSI3U CPOKU
OTBETCTBEHHBIMU JIUI[AMU

YnonnomouernHoro oprana ['ocCOIIKA;

omnepatopa cBsi3u win OpraHu3alui UMEIOIEH JTUIEH3UI0 Ha JAeSTeIbHOCTh
10 TEXHUYECKOMU 3a1uTe nHpopMaImu;

JIPYTUX OpraHu3aliii, HMMEIOIUX JIUIEH3UI0 Ha JACATEIbHOCTh IIO
TEXHUYECKOM 3aluTe nHPOpMaIIuu.

9. Hactpoiika u mpoBepka pabOTOCIIOCOOHOCTH YCTAaHOBJIECHHOTO CPEJICTBA
MOKMCKA aTaK MPOBOAUTCS JMIIAMH, YKa3aHHBIMU B MMyHKTe 8 Hacrtosmero [lopsaka
B COOTBETCTBUU C HKCILUTYaTallMOHHOW IOKYMEHTAIlMel Ha JaHHbIE CPEJCTBA.



10. Tlpmem B »3KcmyaTaluio YCTaHOBJIEHHOTO CpEACTBA IIOMCKA aTak
OCYIIECTBJISICTCS. ~ KOMUCCHEHW,  HAa3HAYEHHOW  oOmepaTopoM  CBSA3M, U3
npeacrasuteneid YnomHomoueHHoro opraHa ['ocCOIIKA, Opranuzanuu (MHOU
OpraHu3aIiy, yKa3aHHOH B myHKTe 8 HacTosiero [Topsaka) u orneparopa CBsI3H.

10.1. Tlo pesynbratram mpueMku odopmisieTcs AKT NPUEMKH CpeICTBa
MOKMCKa aTak (nanee — AKT MPUEMKH).

B AkTe npuemMKu yKa3bIBaeTCs:

HauMEHOBaHHE 00BEKTa CBA3H;

JlaTa MPUEMKH CPEJICTB ITOMCKA aTakK;

(damunus, uMsi, OTIYECTBO U IOJKHOCTH BCEX UJICHOB KOMUCCHUH;

MECTO YCTAaHOBKH CPEJICTBA MOUCKA aTaK (aapec, MOMEIICHHE);

COCTaB M CEpUiHBIH HOMEp (CepuiiHble HOMEpa KOMIIOHEHTOB)
YCTaHOBJICHHOT'O CPEACTBA NOUCKA aTak;

pe3ynbTaT IMPOBEPKUM pabOTOCIOCOOHOCTH YCTAaHOBJIEHHOIO CpEICTBA
MOKCKa aTaK.

AKT NpUEeMKH TIOJIMHUCHIBAETCS BCEMH YJICHAMU KOMHUCCHUHU.

10.2. CxeMa yCTaHOBKH SIBJIIETCS MPUIIOKEHUEM K AKTY MPUEMKHU.

10.3. DOkcminyarauuss — cpeAcTBa  MOMCKAa — aTak  OCYLIECTBISETCS
YnonnomoueHHbIM opraHnoM ['ocCOIIKA.

11. VcraHoBka cpeiacTBa HoMcka arak He TpeOyeT u3MeHeHus CXeMsl
OpraHu3allid CBS3M M TOBTOPHOWM cAaud OOBEKTa CBSI3M B JKCIUTyaTalUIO
denepanbHON ci1yk0e Mo HaA30py B cepe cBsizu, MHGPOPMAIIMOHHBIX TEXHOJIOTHI
¥ MACCOBBIX KOMMYHUKAITHH.

12. HempepsiBHOCTH, (YHKIIMOHHPOBAHMUSI CPEACTBA TIOWICKAa aTak B
KpPYTJIOCYTOUHOM peXUME 00€CTIeUnBAETCS ONEPATOPOM CBA3HU MYTEM COOIMIOACHUS
TEXHUYECKUX YCIOBHUI YCTAHOBKH U 3KCIUTyaTalluy CPEICTBA.

13. Texnudeckoe OOCITYKMBAaHHME YCTAaHOBJIEHHOTO CPEJICTBA MOMCKA aTak
MPOBOAUTCS OTBETCTBEHHBIMU JIMIIAMU YToJgHOMOo4YeHHOro oprana I'ocCOIIKA
wii OpraHu3anvel B COOTBETCTBHM C IUIAHOM YIIOJIHOMOYEHHOIO OpraHa
['ocCOIIKA.

14. Wudopmamuio o0 Ccpokax ¢ TOPOJOJDKUTEIBHOCTH MPOBEICHUS
TEXHUYECKOTO OOCIYy)KMBaHUS CpPEJICTBA TOWCKA aTaKk W JIMIAX, MPOBOJSIINX
TeXHUYECKoe oOciyxuBanue, YmnoiaHomodeHHbIH oprad ['ocCOIIKA nampasnser
OlepaTopy CBA3M HE MO3[HEEe, YeM 3a 7 pabouux IHEW N0 Hayana MpOBEICHUs
paboT O TEXHUYECKOMY OOCITYKUBAHHUIO.

15. Omneparop cBsa3u 00s3aH 0OOECHEUYUTh COXPAHHOCTh YCTAHOBJIEHHBIX
CPEIICTB MOHMCKAa aTaKk IMyTeM OrpaHWYEHHUs JOCTyNa K HUM B COOTBETCTBUHU C
TEXHUYECKUMHU YCIOBUSIMU YCTAaHOBKM M JKCIUTyaTallMM CPEACTBA MOWCKAa arak,
TpeOoBaHUSIMU 3aKOHOAaTeNbCTBA Poccuiickoit denepanuu.

16. OnepaTop cBsi3u B CPOK HE MEHee ueM 3a 7 pabouMx JHEW 10 Hauyaja
MPOBENCHMUS]  TUTAHOBBIX  pabOT, KOTOpPhIE MOTY TOBJIEYb  HapyIICHUE

GYHKIIMOHUPOBAHUS CPEJICTBA TIOMCKA aTaK, OMOBEMIAET Y TIOJTHOMOUYEHHBIN OpraH
TI'ocCOIIKA.



YTBEpKICH
MprUKa3oM MHUHUCTEPCTBA CBS3HU
Y MaCCOBBIX KOMMYHHUKAIINI
Poccuiickon denepanunu

oT Ne

TexHu4YecKkue ycJa0BUsl YCTAHOBKHU M IKCIIYaTALUH CPEACTB,
MpeIHA3ZHAYCHHBIX A/ MOUCKA MPU3HAKOB KOMIIBIOTEPHBIX aTaK B CeTHAX
3JIEKTPOCBA3H, HCIIOJIb3YEeMbIX VISl OPraHU3ALMU B3aUMOACHCTBUA 00bEKTOB
KPUTHYECKOH HHPPACTPYKTYPHI

1. TexHUYecKue YCIOBUS YCTAHOBKM U JKCIUTyaTalldd CpEJICTB,
MpEAHA3HAYEHHBIX [ [IOMCKAa NPU3HAKOB KOMIBIOTEPHBIX aTaKk B CETIX
AJIEKTPOCBSI3U, MCHONb3YEMbIX [UIsI OpraHu3alud B3aWMOJAEUCTBUA OOBEKTOB
KpUTHUECKONH HMH(QpacTpyKTyphl (nanee — TexXxHHUYECKHE YCIIOBHSA), ONpPEIEIseT
oO111e MpaBuia UX YCTAaHOBKH M SKCILTyaTalluu.

2. Hacrosmue TexHuyeckue ycinoBus pa3paboTaHbl yueTOM TpeOOBaHUMN
MexrocynapctBenHoro cranaapta ['OCT 2.114-2016 «Eaunas cucrema
KOHCTPYKTOPCKOW  JIOKYMEHTallMH. TeXHHMYecKHWe  yCIOBHs» W 3ajad,
YCTAaHOBJICHHBIX JUIS CpPEJICTB IIOMCKAa aTak B TOCYJIapCTBEHHOM CHCTEME
OOHapy>KeHHUsI, MPEAYNPEXKACHUS U JUKBUAALMH IOCIEACTBUI KOMIIBIOTEPHBIX
aTak Ha uH(popmalmonubsle pecypcsl Poccuiickoit denepanuu.

3. CpenctBo MoOMCKa aTak JIOHKHO ObITh YCTAHOBJICHO B MOMEILCHHUH, B
KOTOPOM 00€CTIeueHO:

3.1. MecTo, MOCTaTO4YHOE JUIsi YCTAaHOBKA M OKCIUTyaTallidl CpelCTBa
noucka atak. OGopyOBaHUE CPE/ICTBA MOMCKA aTaK MOYKET YCTaHABIIMBATHCS HA
nojry, (QyHIaMeHTe, ammapaTHOM CTOJIe, I[IOJIKE, KOHCTPYKTHUBE, a TaKkxKe
YKPEIUISITBCA HAa CTEHE WM B CTEHHOM Hume. B cioywae pasmerneHus
00Opy/lOBaHUS U KOMMYTAIMOHHBIX MaHeneil B 19-110MMOBOM KOHCTPYKTHBE
MPEANOYTUTENBHO TIAHUPOBATh YCTAHOBKY OTAENBHBIX 19-110iMOBBIX IKadoB U
CTOCK TaKMM 00pa3oM, 4TOOBI oOecreymBajcs IOCTYI K MepeaHed W K 3aaHei
YacTsAM TaKMX IIKa(OB U CTOEK;

3.2. KOHTPOJb W OTrpaHUYeHHE (PHUIUUYECKOTO JIOCTyNa TMepcoHaia K
CpEIICTBY NIOMCKA aTak;

3.3. mojaep:KaHue TeMIlepaTypbl M BIAXKHOCTH BO3[yXa, B IIpejaesiax
KOTOPBIX MOXET OCYHIECTBISATHCA HOpMallbHas dKCIuTyaTanusi (B COOTBETCTBUH C
MHCTPYKIIUEHN 10 KCIUTyaTaluu);

3.4. TOAKIIOUEHHE CPEJICTBA MTOMCKA aTaK K DJICKTPUUYECKON CETH;

3.5. monkiIoueHHWe K KaHally CBsi3M, HeoOxomumomy DenepanbHOMY
OpraHy HUCIOJHUTEIbHON BIACTH, YIOJIHOMOYEHHOMY B O0NacTh obecreueHus
(GYHKIIMOHUPOBAHUS TOCYIaPCTBEHHON CHCTEMbI OOHAPYKEHUS, MPEAYIPEKICHHUS
Y JTUKBUJIAIIUH MTOCIIEACTBUI KOMIBIOTEPHBIX aTaK Ha MH(POPMAIMOHHBIE PECYPCHI



Poccuniickon ®denepanmu [uisi OCYWIECTBIEHUs JKCIUIyaTallMM CPEACTBA IOMCKA
aTak;

3.6. TMOAKIIOYEHHE K JIMHHUSM CBS3U, HEOOXOIUMBIM ISl BBITIOJHEHUS
3a/1a4 CPEJCTB MOUCKA aTakK;

3.7. Hamuyue CpelCTB MOXKAPHOW CUTHAJIM3alUU M TOXKAPOTYIICHUS C
BO3MO>KHOCTBIO BU3YaJIbHOT'O M 3BYKOBOT'O OTIOBELIEHUS.

4, ObecnieueHue cpeCcTBa MOUCKA aTaK IIEKTPOIUTAHUEM.

4.1. Beimensemass s MOJKIIOYEHUS MOIIHOCTh SJIEKTPUYECKON CETH
JOJDKHA TIPEBBIIATh HE MeHee 4eM Ha 20 IMpOLEHTOB MOIIHOCTh, TPeOyeMylo B
COOTBETCTBUM C HHCTPYKIHUEN IO 3KCIUTyaTallHH.

4.2. DnexTpoNUTaHUE CPEJCTBA TMOMUCKA aTaK OCYIIECTBISETCS OT JBYX
HE3aBUCUMBIX MCTOYHHUKOB. IIpu 3TOM cHcTemMa OCBEHIEHUS MOMEIIECHUS JOJIKHO
OCYILECTBIIITHCA OT Pa3JIMYHBIX ITAHEIEN CUIIOBOTO IIUTKA.

4.3. CpencrtBa moucka arak JOJDKHBI OOECIEYMBATHCA OecTiepeOOHBIM
ANEKTPONTUTAHUEM.



