[TPOEKT

MUHUCTEPCTBO CBSI3H 1 MACCOBBIX KOMMYHUKA LM
POCCHUIICKOI ®EJEPALIMM

(MUHKOMCBSI3b POCCHUM)

ITPUKA3

MockBa

00 yrBep:xnenun IlpaBui npuMeHeHnst 000py10BaHUSA AaBTOMATH3HPOBAHHBIX
CHUCTEM yIPaBJCHUSA 1 MOHMTOPHUHIA ceTeil djiekTpocBs3u. Hacrs V. [IpaBuia
NpUMeHEeHUs] CHCTeM MOHUTOPUHIAa OTPAHMYEHHUS JOCTYIIA K caliTaM B ceTH
«HTEepHeT?, copepxraiuM HHGPOPMALUIO, PACIIPOCTPAHEHUE KOTOPOH B
Poccuiickoit @exepauyu 3anpeiieHo

B cootBercTBuu co cratbsimu 41 u 46 denepanpHoro 3akoHa ot 7 utons 2003 r.
No 126-®3 «O cBszu» (Cobpanue 3akoHomarenbcTBa Poccutickort ®deneparuu, 2003,
No 28, c1. 2895; No 52, ct. 5038; 2004, Ne 35, ct. 3607; Ne 45, c1. 4377; 2005, No 19,
cT. 1752; 2006, Ne 6, ct. 636; Ne 10, ct. 1069; Ne 31, ct. 3431, ct. 3452; 2007, Ne 1,
cT. 8; Ne 7, ct. 835; 2008, Ne 18, ct. 1941; 2009, Ne 29, ct. 3625; 2010, Ne 7, ct. 705;
Ne 15, ct. 1737; Ne 27, ct. 3408; Ne 31, ct. 4190; 2011, Ne 7, ct. 901; Ne 9, c1. 1205;
No 25, ct. 3535; No 27, ct. 3873, ct. 3880; Ne 29, ct. 4284, ct. 4291; Ne 30, ct. 4590;
No 45, c1. 6333; Ne 49, ct. 7061; No 50, ct. 7351, ct. 7366; 2012, No 31, ct. 4322,
cT. 4328; No 53, cT. 7578; 2013, Ne 19, c1. 2326; Ne 27, c1. 3450; Ne 30, cT. 4062; Ne 43,
cT. 5451; Ne 44, ct. 5643; Neo 48, ct. 6162; Ne 49, ct1. 6339, c1. 6347; Ne 52, ct. 6961;
2014, Ne 6, ct. 560; Ne 14, ct. 1552; Ne 19, ct. 2302; Ne 26, ct. 3366, ct. 3377; Ne 30,
cT. 4229, ct. 4273; Ne 49, ct. 6928; 2015, Ne 29, ct. 4342, ct. 4383, cT. 4389; 2016,
Ne 10, ct. 1316, ct. 1318; Ne 15, ct. 2066; Ne 18, ct. 2498; Ne 26, ct. 3873; Ne 27,
cT. 4213, ct. 4221; Ne 28, ct. 4558) u nnynkrom 4 IIpaBun opranuzanuu U NpoBEACHUS
paboT 1O  00s3aTeNIPHOMY  TOATBEPKIACHUIO  COOTBETCTBUS  CPEICTB  CBSI3H,
YTBEPKACHHBIX  MocTtaHoBieHueM  IIpaBurenscrBa  Poccuiickon — dDenepanuu
ot 13 ampens 2005 r. Ne 214 (Cobpanue 3akoHomareiancTBa Poccuiickoit denepanuu,
2005, Ne 16, c1. 1463; 2008, Ne 42, c1. 4832; 2012, Ne 6, cT. 687),

ITPMKA3BIBAIO:
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1. VrBepautrb  mnpwiaraembie  [lpaBuiia  npumeHeHUss — 00OpyAOBaHUS
aBTOMATU3WPOBAHHBIX CHCTEM VYIOPABJICHHWS W MOHUTOPUHIA CETEM AIEKTPOCBA3U.
Yacte V. IlpaBuna npumeHeHuss o0OpyJOBaHUS CUCTEM MOHUTOpPWHIA OrpaHUYEHUS
JocTyma K pecypcam cetu «HTepHEeT», copepKaM nHOpMaIUIo, paclipoCTpaHEHUE
KOoTOpOoM B Poccurickon denepanuu 3anpemeHo.

2. HampaBuTh HaCTOSIIMI TIPUKa3 Ha TOCYAAPCTBEHHYIO PETHUCTPAIUIO
B Munucrepctso roctunuu Poccniickon @enepannn.

Munuctp H.A. Huxudopos



YTBEPX/IEHBI
MprUKa3oM MHUHUCTEPCTBA CBSI3U U MacCCOBBIX
kKoMMyHUKanui Poccuiickon denepanuu
oT Ne

IIpaBuia npuMeHeHUus1 000PYIOBAHUA ABTOMATH3MPOBAHHBIX CUCTEM yIIPaBJIECHUS
U MOHUTOPHUHTA ceTel djiekTpocBsa3u. Yacts V. [IpaBuwia npuMeHeHHUs CUCTEM
MOHHUTOPHHIA OTPAHUYEHUSA JOCTYyNA K callTaM B ceTu «HTepHeTY,
coaepkamuM HHGOPMALNIO, PACTIPOCTPAHEHUE KOTOPOH
B Poccuiickoii @enepanuu 3anpenieHo

[. OO01mue 1moI0KeHUs

1. IlpaBuna npuMeHeHHs OOOpPYAOBAHHUS CHCTEM MOHUTOPHHIAa OTpPaHUYCHUS
JoCTyTa K caiitam B ceTu «HTepHET», coaepkamuM HHGOPMAIINIO, pacipoCTpaHEHUE
koTopoit B Poccuiickoii denepanuu 3ampeimieHo (ganee - [IpaBuia) paspaboTaHbl BO
ucrioninenue crared 41 u 46 ®enepanvHoro 3akoHa or 7 wuronst 2003 . Ne 126-D3
«O cBs3u» (CobOpanue 3akoHomarenbcTBa Poccuiickoit ®enpeparu, 2003, No 28,
cT. 2895; No 52, ct. 5038; 2004, Ne 35, ct. 3607; Ne 45, ct1. 4377; 2005, No 19, ct1. 1752;
2006, Ne 6, cT. 636; Ne 10, ct. 1069; No 31, ct. 3431, ct. 3452; 2007, Ne 1, cT. 8; No 7,
cT. 835; 2008, No 18, ct. 1941; 2009, No 29, ct. 3625; 2010, Ne 7, ct. 705; No 15,
ct. 1737; Neo 27, c1. 3408; Ne 31, ct. 4190; 2011, Ne 7, c1. 901; Ne 9, ct. 1205; Ne 25,
cT. 3535; Ne 27, ct. 3873, ct. 3880; No 29, ct. 4284, c1. 4291; Ne 30, ct. 4590; No 45,
cT. 6333; No 49, ct. 7061; Ne 50, ct. 7351, ct. 7366; 2012, Ne 31, ct. 4322, ct. 4328;
Ne 53, ct. 7578; 2013, Ne 19, ct1. 2326; Ne 27, ct. 3450; Ne 30, ct. 4062; Ne 43, cT. 5451;
Ne 44, c1. 5643; Ne 48, cT. 6162; Ne 49, ct1. 6339, cT. 6347; Ne 52, ct. 6961; 2014, Ne 6,
cT. 560; Ne 14, ct. 1552; Ne 19, ct. 2302; Ne 26, ct. 3366, cT. 3377; Ne 30, ct. 4229,
cT. 4273; Ne 49, ct. 6928; 2015, Ne 29, cr. 4342, ct. 4383, ct. 4389; 2016, Ne 10,
ct. 1316, cT. 1318; Ne 15, ct. 2066; Ne 18, cT. 2498; Ne 26, ct. 3873; Ne 27, ct1. 4213,
cT. 4221; Ne 28, ct. 4558, u nynkra 4 [IpaBun opraHuzanuu ¥ TPOBEICHUS PadOT MO
00s13aTEIbHOMY  MOATBEPKACHUIO COOTBETCTBUS CPEICTB CBSI3H, YTBEPKICHHBIX
nocra"oBiieHueM [IpaBurtenscTBa Poccuiickont @enepanuu ot 13 anpens 2005 . Ne 214
(Cobpanue 3axkoHonarensctBa Poccutickoit @enepanun, 2005, Ne 16, ct. 1463; 2008,
No 42, ct. 4832; 2012, Ne 6, cT. 687) B 1essix o0ecreueHust 1eJ0CTHOCTH, YCTOMUYHNBOCTH
(GYyHKUMOHUPOBaHUS W 0E€30MAaCHOCTH E€AUMHOM CeTH JJeKTpocBsi3u Poccuiickoi
denepaunm.

2. [IlpaBuia ycTraHaBAMBAKOT 00s3aTeNbHble TpeOOBaHUS K (QYHKIUSAM U
napamMeTpaMm 000pYyTOBaHHS CUCTEM MOHHUTOPHHIA OTPaAaHUYECHHS JOCTYIa K pecypcam
cetn «UHTEpHET», coaepkanmM WHGOPMAIMIO, PACTPOCTPAHCHHE KOTOPOU B
Poccuiickoii ®enepanuu  3ampemieHo (mamee — ob6opymoBanme CMOJ[ PCH),
MIPUMEHSEMOTO B CETH CBSI3M OOIIETO MOJh30BAHMS M TEXHOJOTHUYECKUX CETAX CBS3H B
Cly4ae uX MPUCOCIUHECHUSI K CETH CBSI3H OOIIETO TOJIb30BaHUSI.
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3. [IlpaBuma pacnpocTpaHsitoTcsi Ha OOOpyJAOBaHUE CHUCTEM MOHUTOPHUHTA
OrpaHUYeHMs J0CTyna K pecypcam cetu «MHTepHeT», cojepKaluM HHPOPMAIUIO,
pacrpocTtpaHeHue kKotopod B Poccuiickoit ®enepanuu 3ampenieHo (mainee  —
3anpenieHHbie pecypcbl ceTh « THTepHeT).

4. O6opynoBanue CMOJ| PCU wupentudumupyercs kaxk o00pyqoBaHUE
MOHHUTOPHUHIA CHUCTEM CBS3H M B COOTBETCTBUU ¢ ITyHKTOM 18 Ilepeuns cpencts cBsi3wy,
NOJUICKAIINX — 00s3aTeNbHOM  cepTU(UKAIMK, YTBEPKACHHOTO TMOCTAHOBIICHUEM
[IpaButensctBa Poccuiickoit @enepaunn ot 25 uroHs 2009 r. Ne 532 (CoOpanue
3aKkoHoAaTenbcTBa Poccuiickoit ®enepanuu, 2009, Ne 26, ct. 3206), momyexar
o0si3aTenbHON cepTudUKaIMK B TIOpsAIKe, ycTaHOBIeHHOM [IpaBunamu opranuzanuu u
IPOBENECHUs padOT MO 00SA3aTeNbHOMY MOJATBEPKACHUIO COOTBETCTBUS CPEICTB CBS3H,
YTBEpXKIACHHBIMA  1nocTaHoBieHueM  [IpaBurtensctBa  Poccuiickonn ~ denepannn

ot 13 anpens 2005 r. Ne 214 (CoOpanue 3akoHojatenscTBa Poccuiickont deneparuu,
2005, Ne 16, cT. 1463; 2008, No 42, ct. 4832).

II. TpeGoBanust kK 00OPYAOBAaHUIO CUCTEM MOHUTOPUHTA
OTpaHUYEHHUs JOCTyNa K pecypcaM cet «urepueT»

5. O6opynoBanue CMO/J] PCH peanuzyet ciaeayronue rpynmbl PyHKIIHNA:

1) rpynny pyHKIui ynpaBieHHs 0€30MaCHOCTBHIO COTJIACHO MpuiiokeHuto Ne 1 k
HactosiuuM [IpaBuiawm;

2) rpynny (QyHKOMHA MOHMTOPHHIA JOCTYIHOCTH 3aIlpElIeHHBIX PECYpCOB CETH
«HTepHeT», cornacHo npuioxeHuro Ne 2 k Hactosmum [IpaBunam;

3) rpynny QyHKUMM arperaliuv U IpeI0CTaBICHUsI aHATUTHYECKON HH(POpMAIIIK O
(dakTax JOCTYMHOCTM 3alpelieHHbIX pecypcoB ceth «VHTepHET», COrjacHoO
npuioxxkeHuto Ne 3 xk HactosamuMm [IpaBunam;

4) rpymiy (QyHKIUNA TOATOTOBKU JOKYMEHTOB, MOATBEPKIAIONINX HAPYIIECHUS B
OrpaHUYEHMM JOCTyIla K 3alpeuieHHbIM pecypcaM ceth «HMHTepHEeT», CcoriacHo
npuioxeHuto Ne 4 x Hactoamum [IpaBunam.

6. 3nayeHus mapameTpoB ¢yHKIMOHUpoBaHus obopynoBanus CMOJ] PCU mpu
peanu3anud (QyHKIUA MOHUTOPUHIA JOCTYHMHOCTH 3allpelIeHHbIX PECypCOB CETH
«HTEpHET» COOTBETCTBYIOT MpuiiokeHUt0 Ne 5 k HacTosiuM [IpaBunam.

7. B o6opynoBanuu CMOJI PCHU peanusyrorcss cpenctBa JUArHOCTUKU
COOCTBEHHOI'0 ~ ammapaTHOro M MPOrpaMMHOr0  OOecreueHus, KOTOpble MpH
BO3HMKHOBEHUHU OTKA30B UJIM COOEB BBIMOIHSIIOT CIAEAYIOMNE (PYHKIUU:

1) Bblgaya aBapuiHBIX COOOIIEHUMH B cliydae OOHAPY>KEHUS BHYTPEHHUX
HEUCITPaBHOCTEH, a TAKXKE PErHCTPALMIO TUX COOOIICHUI B 3JIEKTPOHHBIX JKypHAIaX;

2) mpenoTBpalleHre Bo3aencTBUs HeucnpaBHoro oobopynosanus CMOJl PCHU Ha
(GYHKIIMOHUPOBAHHUE CUCTEMBI CBS3H.

8. Brmonnenune ¢ynkmmii obopynoBanus CMOJ[ PCU ocymectBisercs 06e3
NIEPEPHIBOB CBSA3U U CHIXKEHMSI IOKA3aTeIel KayeCTBa CUCTEMBI CBSI3H.


consultantplus://offline/ref=9DAC69CD40D9619BB5D73A7AB8EB08C6224DDC952BBF4B930F937AB1B7389803274FA8F6927918hAj8M

[Tpunoxenue Ne 1
K [IpaBuiamM nmpuMeHeHus: 000pyA0BaHUS CUCTEM
MOHHMTOPHUHTA OTPAHUYEHHUS JOCTYyNa K CaliTaM B CETH
«HTepHeTY, comepxkanuM HHPOpMaITUIo, paclpoOCTpaHEHHE
KoTopou B Poccurickon denepanun
3aIpEIICHO, YTBEPKACHHBIM
prKa3oM MHUHUCTEPCTBA CBSI3U U MACCOBBIX
komMyHukanui Pocculickon ®@eneparun

OT No

TpedoBanus
K QyHKIuSAM ynpasJjieHus 0e30nacHocTbio ooopynosanuss CMO/ PCH

1. O6opynoanue CMOJI PCU oOecneunBaer noctyn K uHTEpderncy
aJIMUHUCTPUPOBAHUS CTPOTO IO 3aluieHHOMY KaHaiy (mpotokos HTTPS).

2. O6opynoBanue CMOJl PCH oGecneunBaeT MHOTOYPOBHEBYIO aBTOPU3ALUIO
JIOCTYIIA CO CIIEAYIOIIMMU KJIACCaMU MOJIHOMOYHIA:

1) agMuHUCTpaTOp, HMMEIOIIMKA TMOJHOMOYMS Ha3HAYEHUs napojedl u (Win)
UIEHTU(UKATOPOB, TPUCBOCHUS MOJHOMOYMI MOJIb30BATENSIM, a TAaK)K€ BBIMOIHEHUS
onepauui o n3MeHenuro koHpurypauuu CMO/[ PCUH;

2) omeparop, UMEIOIIUN MOTHOMOYMS BBITIOJIHEHUSI OMNEpalldid Mo SKCIUTyaTaluu
CMO/] PCH;

3) monb30BaTeNb, HWMCIOIIMN  MOJHOMOYHUS  IMOJYYCHHS  aHATUTHYCCKON
uHbopMalmu o (QakTax JIOCTYINHOCTH 3alpelieHHbIX pecypcoB cetu «HTepHeT»,
oOHapyxeHHbIX npH 3kciryaTtariun CMO/] PCH.

3. O6opynoBanue CMOJI PCHU obecrieunBaeT co3aaHue, M3MEHCHHE U yAaJICHUE
BCEX MapoJied il OpraHu3alud JIOKAIbHOrO W (WIM) YJAJIeHHOIO JAOCTYNOB K
ob6opynosanuto CMO/I PCH.

4. O6opynoBanue CMOJl PCU obecrnieunBaeT BbIJIauyy COOOIIEHHUM O MOMBITKAX
HECAaHKIIMOHUPOBAHHOTO J0ocTyna k obopynosanno CMO/] PCH.

5. O6opynoBanue CMO/J] PCH obGecneunBaer perucrpanuio HHGOpMAIMU O
JIOCTYTIE TOJIb30BATENEH, KOTOPasi CONEPKUT UACHTU(PUKATOP MOJIb30BATENS, BPEMEHU
JIOCTYIa U OCHOBHBIE BBITIOJIHEHHBIE I€UCTBUS.

6. O6opynoBanne CMOJ[ PCH oGecneunBaeT OJOKHPOBKY MOJIb30BaTENEH
CUCTEMBI MOCJE BBOJA HEMPaBWJIBHBIX MNapoJjied B KOJWYECTBE, YCTAHOBIEHHOM B
HacTpoiikax obopynoBanus CMO/J] PCU.



[Tpunoxenue Ne 2
K [IpaBuiaM nmpuMeHeHus: 000pyAO0BaHUS CUCTEM
MOHHMTOPHUHTA OTPAHUYEHHUS JOCTYyNa K CaliTaM B CETH
«HTepHeTY, comepKanuM HHPOpMaIUio, paclipoCTpaHEHHE
KoTopou B Poccurickon denepanun
3aIpEIICHO, YTBEPKACHHBIM
pUKa3oM MHUHUCTEPCTBA CBSI3U U MACCOBBIX
komMyHukanui Pocculickon ®@eneparun

OT No

TpedoBanus
K (P)YHKUMSIM MOHUTOPHHIA JOCTYNHOCTH pecypcoB ceTu «AHTEepHET,
coaep:KaluM MH(POPMALUIO, PACIIPOCTPAHEHHE KOTOPOH
B Poccuiickon Deepanun 3anpenieHo

1. O6opynosanne CMO/J] PCU obGecnieunBaet c6op nHGOpMAIIMN O JOCTYITHOCTH
3allpeIleHHBIX pecypcoB ceTu «HTepHeT».

2. O6opynoBanne CMOJ]I PCHU oOecrieunBaeT MOHUTOPHUHI JIOCTYIHOCTHU
3allpeIIeHHBIX pecypcoB ceTu «HTepHeT» MocpencTBOM MOAYJEH, YCTAHOBIIEHHBIX Ha
ceTsax nepeaaun na"Heix (ganee - CI1/).

3. O6opynoBanne CMO/] PCHU obecrieunBaeT nmojiyueHue CIucKa 3amnuceit (nanee
- BBIIPY3Ka) 3alpelleHHbIX pecypcoB ceTh «HTepHeT» u3 MHhopManmoHHONW CUCTEMBI
B3aumozencTBus PockoMuaazopa ¢ oneparopamu cBsizu (nainee — UCB PKH).

4. Oo6opynoBanue CMOJI PCU obecnieuriBaeT BBIMOJHEHUE MOHUTOPUHTA
3allpelIeHHbIX pecypcoB cetu «WHTepHET» MO0 CIeAyIOUIMM THIIAM 3aIHCcei,
nonyyeHHsiM u3 MICB PKH:

a) CTaHJapTHAas 3alHUCh — MPOBEPKA OCYIIECTBISCTCS MO E€AMHOMY YKa3aTewro
pecypca (manee - URL);

0) JOMeHHas 3alKch — MPOBEPKA OCYIIECTBIISIETCS O JOMEHHOMY HMEHHU pecypca
(manee - domain);

B) 3aIlMCh CETEBOIO aJpeca — MPOBEpPKA OCYIIECTBISIETCA IO CETEBOMY aApecy
(manee — IP);

I') 3alUCh JOMEHHOM MacKud — MPOBEpKa OCYHIECTBISETCSA MO MAcCKe JIOMEHHOTO
uMmenn (naiee — domain-mask).

5. Monaynsb, ycranosinennbsii Ha CIIJ[, oGecnieunBaeT B3auMOICUCTBUE CO CITYKO0M
noMeHHbIX uMeH (manee - DNS), npenocrabmsiemoit CIIII, mpu ocymiecTBiIeHUN
MOHHMTOpPHHTA cieayromux tunos 3anuceit: URL, domain, domain-mask. Pasperenne
JOMEHHBIX HMMEH MPH OCYIICCTBICHUH MOHHTOPHHIa IPOU3BOAUTCS MmyTéM dns-
3allPpOCOB  TOJBKO K ONS-cepBepaMm, HCHoNb3yeMbiM Ha koHkpeTHoit  CIIJI.
Wcnonp3oBanne MHBIX ONS-cepBepOB MMpH  OCYIIECTBJICHUM MOHHUTOPHHTA HE
JOIYCKaeTCsl.

6. O6opynoBanne CMOJl PCU obecrieunBaeT BBIOTHEHNE MOHUTOPHHTA 3aIHCH
tuna URL no ciaeayronmum stanam:
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a) [Iposepka cunrtakcuca URL Ha cooTBercTBUE ¢ pasznenom 2.7 nokymenta IETF
RFC 7230. Ilpu nexkoppektHoMm cuHTakcuce URL nanpHelimias mpoBepka 3amucu He
MIPOU3BOJIUTCS;

0) BrlmonHeHne pa3pemieHus JTOMEHHOro WMeHH, cojepxkanierocss B URL, B
cereBoit agpec mocpeactBoM DNS, npu oTcyTcTBUM ONS-pecoBUHTa peCypec CUATACTCS
HEJIOCTYIHBIM;

B) Beimonnenue 3anpoca k nposepsiemomy URL umenun o BceM ceTeBbIM aapecam,
MOJYYEHHBIM TIPU Ppa3pelieHur JOMEHHOTO UWMEHH, [0 MPOTOKONY IMeperayu
runeprekcrta (manee - HTTP) wunm nmo mmppoBaHHOMY MPOTOKONY TMEpeaavu
runeprekcra (maisee - HTTPS) B coorBerctBumM ¢ pasgenom 3.1.1 m cekmuu 5.3
nokymenTa [ETF RFC7230. 3anpockl 110 MHBIM CETEBBIM aJpecaM HE MMPOU3BOISATCS;

r) Oxxuganue OTBETAa Ha OTMPABJICHHBIN 3aMpoC, IPU OTKA3€ CBA3U WU OTCYTCTBUU
OTBETa B TEUYEHHE 33[aHHOTO MPOMEKYTKA BPEMEHHM — PECYpC CUHUTAETCSA
HEJIOCTYTHBIM;

n) CpaBHeHHE  TOJYYEHHOTO  OTBETa C  pa3pelieHHbIMU  OTBETaMH,
MOATBEPAKAAIOMIUMHI HEJOCTYTHOCTh MPOBEPsiEMOro pecypca. IIpu nonyueHnn B OTBETE
Cpa3y WIH B pe3yJbTaTe LEMOYKHN «II€pEHANpaBieHUu» kogamu orBeta 302 mpoTokoia
HTTP crpanunsr ¢ komom 451 (mokyment IETF RFC 7725) — pecypc cuutaercs
HEJIOCTYITHBIM.

7. O6opynoBanue CMO/J] PCU obGecrnieunBaeT BBHINMOJHEHUE MOHUTOPUHTA 3alTUCH
tumna domain mo ciIeayroIuM dTaram:

a) ®opmupoBanue URL u3 npoTokoia, JOMEHHOTO UMEHH U3 BBITPY3KU U MYTH «/»
B cooTBeTCTBUE C pazaenom 2.7 nokymenta [ETF RFC 7230;

0) BrimosHeHue paspelleHus JOMEHHOTO MMEHU B CETEBOM ajpec MOCPEeACTBOM
DNS, mipu oTcyrcTBrr dNS-pecoIBUHTA PECYPC CUUTACTCS HEAOCTYITHBIM;

B) Brimonnenue 3anpoca k copmupoBanabiM URL 1o Bcem ceteBbIM azipecam,
MOJYYEHHBIM MPU pa3pelieHUuH JOMEHHOTro uMeHH, 1o npotokoigam HTTP u HTTPS B
cootBeTcTBHM ¢ pazgenom 3.1.1 u cekuu 5.3 nokymenta IETF RFC7230. 3anpock! o
MHBIM CETEBBIM aJIpecaM HE POU3BOIATCS;

r) OkugaHue OTBETA Ha OTIPABJICHHBIN 3aMpoC, IPU OTKA3€ CBA3U WA OTCYTCTBUU
OTBETa B TEUEHHE 33/[aHHOTO MPOMEKYTKAa BPEMEHHM — PECYpC CUHUTAETCS
HEJIOCTYTHBIM;

n) CpaBHeHHE  TMOJYYEHHOTO  OTBETa C  Pa3pClICHHBIMM  OTBETaMHU,
MOATBEPKAAIOIIUMH HEJIOCTYITHOCTh MpoBepsieMoro pecypca. [Ipu monyueHun B OTBETE
Cpasy WJIM B pe3yJIbTaTe LIENOYKU «IEepEeHAIpaBieHui» Kogamu oTBeta 302 mpoTokoia
HTTP crpanuinsr ¢ komom 451 (moxkyment IETF RFC 7725) — pecypc cuutaercs
HEJIOCTYITHBIM.

8. O6opynoBanrie CMOJ] PCH obGecrieunBaeT BBIOJIHEHUE MOHUTOPHUHTA 3aIMUCH
tuna IP no cnexyrommm 3ramnam:

a) ¢dopmupoBanne URL wu3 mpoTokoma, ceTeBOro aapeca W MyTH «/» B
cootBeTcTBHE C pazaenom 2.7 nokymenta [IETF RFC 7230;

6) Brimonnenue 3ampoca k chopmupoBanHbiM URL mo cereBomy anpecy, mo
nporokonam HTTP u HTTPS B cootBerctBum ¢ pazugenom 3.1.1 u cexkumm 5.3
nokymenrta IETF RFC7230;
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B) OkuaHue OTBETa Ha OTHPABIICHHBIN 3aIIPOC, IIPU OTKAa3€ CBSI3U WM OTCYTCTBUU
OTBETa B TEUYEHHE 3aJ[aHHOTO IMPOMEKYTKA BPEMEHHM — PECYpPC CUHUTAETCS
HEJIOCTYIHBIM;

r) CpaBHeHHE  TIOJIy4YEHHOTO  OTBETa C  pa3pelieHHbIMH  OTBETaMH,
MOATBEPAKAAIOMIUMHI HEJOCTYITHOCTh MPOBEPsIEMOro pecypca. IIpu nmonyueHnn B OTBETE
Cpa3y WIH B pe3yJbTaTe LENOYKHU «IIepEeHANnpaBiIeHun» kogamu orsera 302 mporokona
HTTP crpanuinsl ¢ komom 451 (moxkyment IETF RFC 7725) — pecypc cuutaercs
HEJJOCTYITHBIM;

1) B ciayuae ykazaHus auana3zoHa CETEBBIX apECOB — MPOBEPKA OCYIIECTBISACTCA
0 OAHOMY M3 aJpECcOB, HAXOIAUIEMYyCs B JMala3OHE, BbIOPAHHOMY CIy4YalHbBIM
o0Opazom.

9. O6opynosanue CMO/J] PCU obGecrnieunBaeT BBINMOJHEHUE MOHUTOPUHTA 3alTUCH
tuna domain-mask mo cieayrommM Tanam:

a) ®OpMHUPOBAHHE CUHTETUYECKOTO JOMEHHOI'O MMEHH W3 JOMEHHOIO MMEHM W3
BBITPY3KH C 3aMEHOW CHUMBOJIa «*» Ha CTpOKy ciydailHOM miuHbl (He Oonee 10
CHUMBOJIOB) U3 CHUMBOJIOB, BBIOpaHBIX CllydallHbIM 0Opa3zoMm. MToroBoe gJOMeHHOE UMs
JIOJDKHO cOoOTBeTCTBOBATh TpeboBanusiM nokyMeHToB IETF RFC 1035 u RFC 5890;

06) dopmupoBanne URL wu3 mnpotokosa, cHOPMUPOBAHHOTO CHHTETUYECKOTO
JIOMEHHOTO UMEHH U MYTH «/» B cooTBeTCcTBHUE C pazaenom 2.7 nokymenrta I[ETF RFC
7230;

B) BeinonHeHue pazpemieHus cPOPMUPOBAHHOTO CHHTETHYECKOTO JIOMEHHOTO
UMEHH B ceTeBoil anapec nmocpenctBoM DNS, mpu otcyTctBum ONS-peconBHHTa pecype
CUMTAETCSI HEIOCTYTTHbBIM;

r) Bemmoninenue 3ampoca k cpopmupoBanHbiM URL 1o Bcem ceTeBbIM azpecawm,
MOJYYEHHBIM MPHU PA3pPEIICHUU JOMEHHOTO uMeHH, 1o npotokoisam HTTP u HTTPS B
cootBeTcTBHM ¢ pazgenom 3.1.1 u cekuu 5.3 nokymenta IETF RFC7230. 3anpock! no
WHBIM CETEBBIM aJIpecaM HE MPOU3BOIATCS;

n) OckupaHue OTBETa Ha OTHPABJICHHBIM 3ampoc, IpPH OTKa3e CBSI3W WU
OTCYTCTBHUH OTBETA B TEUEHHWE 3a/IaHHOTO MPOMEXKYTKA BPEMEHU — PECYPC CUUTAETCS
HEJOCTYIIHBIM.

e) CpaBHeHHE  TMOJY4YEHHOTO  OTBETAa C  Pa3pelICHHBIMH  OTBETaMHU,
MOATBEPAKAAIOMIUMHI HEJOCTYITHOCTh MPOBEPsEMOro pecypcea. IIpu nmonyuennn B oTBETE
Cpasy WJIM B pe3yJIbTATE LIETIOYKU «IIepEeHaNpaBIeHUu» Kogamu oTBera 302 mpoTokona
HTTP crpanunsr ¢ komom 451 (moxkyment IETF RFC 7725) — pecypc cuutaercs
HEJIOCTYITHBIM;

10. O6opynoBanne CMOJ] PCU obecnieunBaeT cieAayrolre BUIbI MOHUTOPUHTA
JOCTYITHOCTH 3aIlpEIIEHHBIX pecypcoB ceTh «IHTEpHET:

a) PerynspHblii MOHUTOPMHI BCEro CIHUCKa 3alpelieHHBIX pPECypCcOB CETH
«HTEepHETY;

0) PerynspHblii MOHMTOPHMHT 3aJaHHOrO Habopa 3allpelleHHBIX PECYpPCOB CETH
«HTepHeT?;

B) EnvHOBpeMeHHas mpoBepKa 3aJaHHOrO Habopa 3ampelieHHBIX PEeCcypcoB CETU
«HTepHeT?;
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11. O6opynosanne CMO/] PCU, npu ycioBuM COXpaHEHUsI LIETIOCTHOCTH CUCTEMBbI
CBsI3M, OO0ECreYrMBaeT OCYIIECTBICHUE NIPOBEPKH 3alMCel CIHCKa 3alpelIeHHBIX
pecypcoB cetu «MHTepHET» Co clneAyrole NepruoanIHOCTHIO:

a) Kaxxgas 3anuch ciycka 3anpelleHHbIX pecypcoB cetn « MHTepHeT» npoBepsieTcs
HE pPeke OJHOI0 pasa B CYTKH;

0) Kaxngas 3ammch Chmcka 3ampelieHHBIX pecypcoB ceTu  «HTepHETY,
no0aBJIEHHAass B CIMCOK B COOTBETCTBUM € HopMamHu DeaepaqbHOrO 3aKOHA
ot 27 utonst 2006 1. Ne 149-D3 «O6 undpopmaruu, HPOPMAITMOHHBIX TEXHOJIOTHSIX U O
samute uHbopmanmm» (Cobpanue 3akoHomaTenbcTBa Poccuiickoit deneparuu, 20006,
Ne 31, ct. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; Ne 30, ct. 4600; 2012,
Ne 31, ct. 4328; 2013, Ne 14, ct. 1658; Ne 23, ct. 2870; No 27, ct. 3479; Ne 52, cT. 6961,
6963; 2014, Ne 19, ct. 2302; Ne 30, cT. 4223, 4243; Ne 48, cT. 6645; 2015, Ne 1, cT. 84;
Ne 27, ct. 3979; Ne 29, ct. 4389, 4390; 2016, Ne 26, ct. 3877; Ne 28, ct. 4558; No 52,
cT. 7491; 2017, Ne 18, c1. 2664; No 24, cT. 3478; Ne 25, cT. 3596; Ne 27, cT. 3953; Ne 31,
ct. 4825, 4828) (nanee - 149-d3), mpoBepsieTcst HE PEKE OJHOTO pasa B vac;

B) Kaxmas HOBas 3amuch CIHCKa 3alpelleHHBIX pecypcoB cetu «VHTepHeT»,
n00aBJIeHHAs B CIIMUCOK B COOTBETCTBUU ¢ HOpMaMmu 149-D3, HaunHaeT nMpoBepsIThCS HE
MO3KE YeM Yepe3 OJIMH Yac Tociie ee J00aBIeHUs B CIIUCOK;

r) Kaxnas HoBasi 3amuch COHCKA 3alpelieHHBIX pecypcoB ceTu «MHTepHEeT»,
no0aBJIeHHAas B paMKaxX HOPMATHBHBIX IPABOBBIX aKTOB, 3a HMCKIIOYEHHUEM HOPM
149-®3, HaunHaAeT MPOBEPATHCS HE MO3KE YeM uepe3 24 yaca mociie ee 100aBIcHUs B
CITUCOK.

12. O6opynoBanue CMO/] PCH obecnieunBaer pukcanuio GakToB TOCTYMHOCTH
3alpelIeHHBIX pecypcoB ceTtu «VHTepHeT» ¢ yKazaHueM MOATBEpKAaroen
TEXHUYECKON MH(pOpMAIIUU:

a) TOYHOTO BPEMEHH Hauaja 3arpoca;

0) 3aroJI0BKOB 3arpoca 1 OTBETA;

B) 4YacTH Teja OTBeTa (MaKCHUMaJbHBIA pa3Mep YCTaHABJIMBACTCS MapaMeTPOM,
YKa3aHHbIM B IpriioxkeHun Ne 5);

13. OGopynoBanne CMOJ[ PCHU obecreunBaeT XpaHEHHE PpPe3yJIbTATOB
MOHUTOPHUHTA JOCTYITHOCTH 3alpeIIeHHbIX pecypcoB ceTH «HTEpHET» B AJIEKTPOHHOM
BHJIE, 00HEM KOTOPBIX yAOBJIETBOPSIET TPeOOBAHUSIM, YKa3aHHBIM B IPHIIOKeHUH No 5.
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[Tpunoxxenue Ne 3
K [IpaBuiaM nmpuMeHeHus: 000pyAO0BaHUS CUCTEM
MOHHMTOPHUHTA OTPAHUYEHHUS JOCTYyNa K CaliTaM B CETH
«HTepHeTY, comepKanuM HHPOpMaIUio, paclipoCTpaHEHHE
KoTopou B Poccurickon denepanun
3aIpEIICHO, YTBEPKACHHBIM
prKa3oM MHUHUCTEPCTBA CBSI3U U MACCOBBIX
komMyHukanui Pocculickon ®@eneparun

OT No

TpeOoBanus
K (PpYHKUMAM arperaiyuy 1 npeaocTaB/JIeHUus] aHAJIUTHYECKON HHPOpMaALIMU O
(pakTax 10CTYIIHOCTH PECypPCOB CETH «MHTEPHET», COAEPKALUX HHPOpPMALHUIO,
pacupocrpaHenue Koropoii B Poccuiickoi ®@enepanum 3anpenieHo

1. O6opynoBanue CMOJ] PCU obGecnieunBaer ¢GhopMHpOBaHUE aHAIUTUYECKOU
uHpopMauu o (¢akrax JOCTYINHOCTH 3alpelieHHBIX pecypcoB cetu «MHTepHeT» Ha
OCHOBE JIaHHBIX BBITIOJTHEHHOTO MOHUTOPUHTA.

2. O6opynoBanne CMOJl PCHU oGecneunBaer (HOpMUPOBAHUE CIEAYIOIIETO
Habopa aHaTUTUYECKON nHpOpMaIHu:

a) Nudopmamms o komudecTBe MPOBEPEHHBIX 3aMpPEHICHHBIX PECYpPCOB CETH
«HTepHEeT?;

0) MudopmMaiiysi 0 KOJTUYECTBE BBISBICHHBIX (PAKTOB JOCTYIMHOCTH 3aIllpPEIICHHBIX
pecypcoB cetu «THTEpHET».

3. O6opynoBanne CMO/l PCHU oGecnieunBaeT mpeaocTaBiIeHHE MOJHOTO Habopa
aHaJIMTUYEeCKOW HHOpMalMu O (aKTax JOCTYMHOCTH 3alpelieHHbIX PECYpCOB CETU
«/HTEpHET» MOJB30BATEIIO C MOTHOMOYHSIMHU YPOBHS «aAMUHUCTPATOPY.

4. O6opynoBanue CMOJI PCHU obecnieunBaeT mnpeaocTaBieHre Hadopa
aHaJIMTUYEeCKOW MHOpMalMu O (PaKTax JOCTYMHOCTH 3alpelieHHBIX PECYpCOB CETU
«lHTEepHET» MOJIB30BATENIO C MOJHOMOUYUSAMU YPOBHS «ONEPATOP» B 00BEME JaHHBIX
TTOJIHOMOYUU.

5. O6opynoBanue CMOJ][ PCHU of0ecneunBaer rmnpegocTaBieHue Habopa
aHanmMTUYeCKod mHPOpMauu O (akTax JOCTYMHOCTH 3ampelieHHBIX PECYpCOB CETH
«lHTEepHET» TONB30BATENI0 C MOJHOMOYHSMH YPOBHS «IOJB30BATENb» B 00BEME
JMAHHBIX ITOJJHOMOYMM.

6. O6opynoBanue CMOJ[ PCHU of0ecneunBaer rmpegocTaBieHue Habopa
aHaMMTUYeCKOW WHPOpMauu O (akTax JOCTYMHOCTH 3ampelieHHBIX PECYpCOB CETH
«MHTEpHET» KaK MOCpencTBOM MHTepdeiica mob30BaTeNsl, TaK U JJIS1 UCTIOJIb30BAHMUS
aBTOMATU3UPOBAHHBIMU  CPEJICTBAMH, MYTEM  TMPENOCTABICHUS  IPOTrPAMMHOTO
untepperica (HTTP API). B uensix obecnieueHus: 0TKazoyCTOMYMBOCTA 000PYAOBaHUS
CMOJl PCU pomyckaercs MNPUMEHEHHWE aBTOMATHYECKOrO OrpPaHWYEHUS 4YHuCTa
3aIlpoOCOB K MpeocTaBiIsieMoMy porpammuomy uatepdeiicy (HTTP API).
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7. Monyns ob6opyaoBanuss CMOJ] PCH, ycranosnennsii nHa CIIH, mpu
HEOOXOAMMOCTH OOEeCleYynuBaeT YyBeIOMJIEHHE 00 OOHAapy)XeHUH JOCTYIHOCTH
3alpelleHHbIX pecypcoB 1o mporokony Syslog (moxyment IETF RFC 5424) B cpok He
6omnee 10 MUHYT ¢ MOMEHTA TaKOTO0 OOHAPYKEHUSI.
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[Tpunoxenue Ne 4
K [IpaBuiaM nmpuMeHeHus: 000pyAO0BaHUS CUCTEM
MOHHMTOPHUHTA OTPAHUYEHHUS JOCTYyNa K CaliTaM B CETH
«HTepHeTY, comepKanuM HHPOpMaIUio, paclipoCTpaHEHHE
KoTopou B Poccurickon denepanun
3aIpEIICHO, YTBEPKACHHBIM
prKa3oM MHUHUCTEPCTBA CBSI3U U MAaCCOBBIX
komMyHukanui Pocculickon ®@eneparun

OT No

TpedoBanus
K (P)YHKUHMSM MOATrO0TOBKHU JOKYMEHTOB, OATBEP:KIAIOIIMX HAPYILLICHHUS B
OrpaHMYEHHMH JO0CTYIIA K PecypcaM CeTH KHHTEPHET», COAePKALUX HH(POpPMaALHIO,
pacupocTrpaHenue Koropoii B Poccuiickoin ®@eaepauuu 3anpenieHo

1. O6opynoBanue CMOJ] PCHU obGecneunBaer ¢GHopMHPOBAHUE JIOKYMEHTOB,
MOATBEPKIAIONINX HAPYIICHUS] B OTPAaHUYEHUU JIOCTyNa K 3alpelleHHbIM pecypcam
cetu «HTEpHETY.

2. O6opyaoBanne CMO/J] PCH oOecneunBaeT MNpeAOCTaBIEHUE JOCTyNa K
OJTHOMY HaOopy c(hOpMHpPOBAaHHBIX JAOKYMEHTOB, MOATBEPKAAIOIIMX HApPYIICHUS B
OTPaHUYEHUH JOCTyMa K 3alpelieHHbIM pecypcaMm ceTu «MHTepHeT», MOIb30BaTENIO C
MOJTHOMOYHSIMH aIMUHUCTpPATOpA.

3. Oo6opynoBanne CMOJl PCH oOecnieunBaeT NOpenoCTaBiICHUE [OCTyNa K
c(OPMHPOBAHHBIM JOKYMEHTaM, ITOATBEPKIAIOIMIUM HAPYIIEHUS B OTPaHUYCHUU
JOoCTyma K 3ampeméHHbIM pecypcaM ceTh «MHTepHeT», TOJb30BaTENI0 C
MOJIHOMOYHSIMH OTlepaTopa B 00beMe TAHHBIX MTOJTHOMOYHA.

4. O6opynoBanue CMOJ] PCH oOecrieunBaer mnepenady cQOpMUPOBAHHBIX
JIOKyMEHTOB, TTOATBEPKIAIONINX HAPYIIIEHUS B OTPAHUYECHUM JOCTyNa K 3alpeIlieHHbIM
pecypcam cetu «UWHTepHeT», B eAMHYIO WHMOPMAIMOHHO-PACUETHYIO CHCTEMY
paauoyactoTHoro nentpa (nainee EMPC PULY).

5. O6opynoBanne CMOJ] PCU obGecneunBaer QGopMupoBaHUE TOKYMEHTOB,
MOJITBEPXKIAIONINX HApPYIICHUS B OTPaHUYCHHM JOCTYyMa K 3alpelieHHBIM pecypcam
cetn « HTEpHETY, IPU BHITIOTHEHUH OJHOTO U3 CICTYIOIINX YCIOBHIA:

a) YHCJIO HApYyIIEHWH MO 3aMucsAM CIMCKa 3alpelieHHBIX pPEeCypcoB CETH
«UHTepHeT»,  M00aBIEHHBIM B  CIOHCOK B COOTBETCTBUHM C  HOpPMaMH
149-®3, mpesbimaer 1% oT ol11ero ynciia 3anMcei TaHHOTO THUTIA;

0) YuCiO HapyIICHWH 10 3aluCsiIM CIHCKAa 3alpelieHHBIX PECYpCOB CETH
«MHTEpHET», T0OABICHHBIM B COOTBETCTBUM HOPMATHBHBIMH IPAaBOBBIMH aKTaMH, 3a
uckimodeHneMm HopMm 149-D3, npessimaet 1% ot ob11ero yucia 3anucei.
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[Tpunoxenue Ne 5
K [IpaBuiaM nmpuMeHeHus: 000pyAO0BaHUS CUCTEM
MOHHMTOPHUHTA OTPAHUYEHHUS JOCTYyNa K CaliTaM B CETH
«HTepHeTY, comepKanuM HHPOpMaIUio, paclipoCTpaHEHHE
KoTopou B Poccurickon denepanun
3aIpEIICHO, YTBEPKACHHBIM
prKa3oM MHUHUCTEPCTBA CBSI3U U MACCOBBIX
komMyHukanui Pocculickon ®@eneparun

OT No

TpedoBanus
K napaMerpaM QyHKINOHNPOBAHUA 000PYAOBAHUA CMO/ PCH NPH peaTu3anun
(GyHKIUII MOHUTOPUHIA JOCTYITHOCTH PECYPCOB CETH KMHTEPHET», COACPIKALIUX
uHopManHI0, pacnpocTpaHeHue KoTopoil B Poccuiickoii @egepanuu 3anpenieHo

1. O6opynoanue CMOJI PCHM oOecrieuuBaeTr XpaHEHHE PeE3yJbTATOB
PETYISIPHOTO MOHUTOPUHTA JOCTYITHOCTH BCETO CIHCKA 3allPEIICHHBIX PECYpPCOB CETH
«HTEpHET» B 3JIEKTPOHHOM BHUE HE MeHee 30 qHEN.

2. O6opynoBanue CMOJI PCHU oOecrneunBaer XpaHEHHE pPeE3yJbTAaTOB
PETYJISIPHOTO MOHHWTOPHHTA 33aJaHHOTO Habopa 3alpernieHHBIX pPECypcoB CETH
«HTEpHET» B 3JIEKTPOHHOM BUE HE MeHee 30 qHEN.

3. O6opyaoBanue CMOJ[ PCHU obecneunBaeT XpaHEHHE pE3yJIbTaTOB
CIMHOBPEMECHHONW TIPOBEPKHM 3aJaHHOTO Ha0Opa 3ampenieHHBIX PECYpPCOB CETH
«HTEpHET» B ANEKTPOHHOM BHjie HE MeHee 30 THEi.

4. O6opynoBanne CMOJ] PCHU obecnieunBaeT BO3MOXKHOCTh 3aIaHUS CJICTYIOIINX
napameTpoB GYHKIMOHUPOBAHUS TIpU  peanu3anuu  (QyHKIMH MOHUTOpPWHTA
JIOCTYITHOCTH 3aIlpeIIeHHBIX pecypcoB ceTu «IHTepHET»:

a) BpeMms oxuganue oTBeTa Ha 3ampoc K pecypcy, Mocie 4ero oH OyJeT CUMTAThCs
HEJIOCTYITHBIM;

0) MakcuManbHOE KOJMYECTBO TMOMBITOK 3arpy3KH TIPOBEPSEMOTO CITHCKa
3aMpenieHHbIX PecypcoB ceTH «MHTepHeT;

B) MakcuMallbHOE KOJMYECTBO OJHOBPEMEHHBIX 3allpOCOB K TIPOBEPSEMBIM
CETeBBIM ajipecam 1o npoTokory HTTP;

r) MakcuMaabHOE KOJMYECTBO OJHOBPEMEHHBIX 3allpOCOB K IPOBEPSIEMBIM
CETeBBIM aJipecam 1o npoTokory HTTPS;

1) MakcUMalTbHBIH pa3Mep COXPaHSEMOI0 COACPKUMOI0 CTPAHUIIBI, TIOJTydaeMOn
IPU IPOBEPKE.




