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In 1995, Bavarian authorities raided the German offices of CompuServe
and charged Felix Somm, the president of CompuServe’s German
subsidiary, with violating the law because the company did not block
access to certain websites, including some sites containing child
pornography and Nazi propaganda.' In response to these charges,
CompuServe subsequently blocked access to two hundred online
messaging boards for all four million of its customers worldwide,
outraging many of its Internet users who were angry that German law
could dictate what content was available to those outside its borders when
other countries had more permissive laws about indecent and offensive

content.’

In 1998, a German court convicted Somm and gave him a suspended two-year sentence
and a fine, but the ruling was overturned a year later. This case set off an international
debate about the appropriateness of applying domestic laws to a global network—a debate
which is even more heated, more important, and still unresolved to this day.

The Internet is a global network that is fundamental to commerce, communication, and
culture. The ability to use the Internet to purchase products and services from halfway
around the world, to talk to friends and strangers in other countries, and to share and
discover new ideas, is what has made the Internet the defining technology of the 21st
century. But the same capabilities that make the Internet the incredible powerhouse that
contributes trillions of dollars annually to the global economy—the ability to transfer data
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seamlessly across geographic borders—has exacerbated the international conflicts that arise
between nations with different laws and values.’

Even though the importance of the Internet to the global economy and society continues
to grow each day, collectively nations have made little substantive progress in creating a
framework for resolving the many conflicts over Internet policy that inevitably occur
between sovereign nations. These conflicts arise over a myriad of issues, such as free speech,
intellectual property, privacy, cybercrime, consumer protection, taxation, commerce
regulation, and others. To date, despite many attempts, no framework has been successful
at providing a practical and widely-accepted model for policymakers to resolve cross-border
Internet policy conflicts in ways that respect both the global nature of the Internet and
national laws and norms.

One reason for the lack of progress is that different nations have different sets of values and
priorities, and attempts at resolving policy disputes inevitably falter because the various
parties lack a common basis for dialogue. Another reason is that many proposed
frameworks tend to apply a particular nation’s worldview on the rest of the world, such as
promoting democracy and freedom of expression (as in the case of the United States) or
maintaining political control (as in the case of nations like China and Russia). But despite
their appeal (e.g., they would be relatively easy to administer if everyone would just agree to
one universal framework), such frameworks simply cannot work because nations have
significantly different cultural values, policy priorities, and legal systems. It is highly
unlikely Europe will agree to a U.S. privacy framework (or that the United States will agree
to an EU privacy framework), or that Saudi Arabia will agree to U.S. free speech
framework, especially when it comes to Internet pornography. But the alternative, a
Balkanized, fragmented global Internet that gives nations the right to act on the Internet
with impunity cannot be the answer either.

What is needed is a framework that allows nations the right to customize Internet policy to
their own national needs and rules, while at the same time constraining those rights in ways
that enable global Internet commerce and digital free trade while also preserving the
underlying global Internet architecture, like the global domain name system. While nations
will not always agree unanimously on specific policy proposals, appropriate solutions, or
even the relevant evidence, a common framework of understanding cross-border Internet
policy issues will allow for healthier Internet policy debates, better cooperation and
coordination between nations, and fewer policy conflicts.

This report proceeds as follows: first, it explores the nature of cross-border Internet policy
conflicts and provides a sample of the types of conflicts that have been seen in recent years;
second, it discusses the limitations of existing Internet policy frameworks and offers an
alternative perspective; third, it outlines a specific set of rules that should be used for
evaluating cross-border Internet policy conflicts; and fourth, it operationalizes this
framework using various examples to show the method in action.
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WHY DO COUNTRIES HAVE CONFLICTS OVER INTERNET POLICY?

Internet policy determines the rules and structure of the Internet, from its basic technical
architecture to the content distributed over the network. While some cyber-libertarians
mistakenly believe the Internet is and should be a lawless land of virtual anarchy, the reality
is that the Internet, like all other technologies and human practices, has always been guided
by both formal and informal rules throughout its history.* These rules have been created at
the sub-national, national, and international levels, by both governments and non-
governmental organization alike. The result is an uncoordinated patchwork of laws,
regulations, and standards created in a variety of forums.

Unsurprisingly, nations come into conflict with one another over Internet policy issues for
a number of reasons. First, nations may disagree on the appropriate forum to address an
issue. Policymaking occurs in many different forums at the sub-national, national and
international levels. Conflicts occur, for example, when some nations want to address a
certain policy issue domestically whereas others want to address it in an international
forum. Conflicts may also occur within and between nations when policymaking at the
subnational level is inconsistent with policy decisions made at the national level. For
example, in the United States, certain states, such as California, sometimes create laws
impacting the Internet that are not consistent with federal law. Conflicts also occur within
nations, with some groups and interests arguing for one approach, and others arguing for a
different approach. These conflicts can be magnified at the international level.

Alternatively, nations may agree to address an issue in an international forum, but disagree
on which one. There are many different international forums for Internet policy. The
Internet Engineering Task Force (IETF) and the World Wide Web Consortium (W3C)
are non-governmental organizations for creating technical standards for the Internet and
the World Wide Web, respectively, and the Internet Corporation for Assigned Names and
Numbers (ICANN) is responsible for creating the rules on how unique identifiers, such as
domain names and IP addresses, are allocated and managed. The International
Telecommunication Union (ITU) is an intergovernmental organization that develops
international telecommunication regulations (ITRs) that address issues such as traffic flows
and quality of service between telecommunication network operators, while the
Organisation for Economic Co-operation and Development (OECD), the World Trade
Organization (WTO), and the World Intellectual Property Organization (WIPO) are
intergovernmental organizations also involved in cross-border agreements that may affect
Internet policy issues. Many nations have also signed regional trade agreements that include
Internet policy matters in them. Other organizations involved in Internet policy include
the Internet Society, the Internet Governance Forum (IGF), Internet Research Task Force
(IRTF), the Regional Internet Registries (RIRs), and the International Organization for
Standardization (ISO). Each of these organizations has its own set of rules and processes.
Conflicts also sometimes occur when countries agree on a forum, but disagree on the rules

in place or how those rules are created.

Second, nations may disagree over questions of jurisdiction. The inherently cross-border
nature of the Internet means that nations are often at odds with one another over who has
jurisdiction over a particular Internet policy issue and whose rules, if any, will apply. In
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addition, the rules that one nation adopts may impact those outside its borders. While no
nation is willing to cede its legal authority to address actions either originating from or
impacting those within its geographic borders, there are practical limits to what individual
countries can do. For example, a nation might very well pass a law criminalizing certain
activities on the Internet, but if these activities occur outside of its borders and it has no
direct authority over the individuals or organizations involved, it may have little luck
enforcing such laws without international cooperation.

Moreover, when there are disagreements over jurisdiction, individuals and organizations
may be caught between conflicting laws. Even though the Internet is global, no
organization can realistically be expected to comply with the laws of every country in the
world simply because they are on the Internet and some of their users might be based in
another country. The costs of monitoring so many legal requirements, in addition to the
costs of actually complying with them, would be prohibitive. And in some cases, the laws
may be conflicting in such a way that it is simply impossible to be in compliance with all of
them. Neither can organizations be expected to routinely show up to defend themselves in
foreign courts when they have never set foot in that country before.

Conflicts over jurisdiction can be difficult to resolve. For example, if a hacker in China
breaks into a French company’s server located in Brazil and steals data from the company’s
Canadian users, which country’s laws apply? And what recourses do nations have if other
nations do not take action to prevent a crime or disagree that a crime has taken place?
Multiple criteria are used by courts to determine when a country has the authority to
impose its laws on those outside of its borders. When determining whether a country has
jurisdiction over an organization, factors such as physical presence, business activity, and
marketing will likely be considered. For example, if a firm based exclusively in China
creates a children’s mobile app that is popular in China, but it does not advertise this app
in the United States, it will likely not have to comply with the Children's Online Privacy
Protection Act (COPPA), a U.S. law which regulates privacy, because in practice
authorities in one country often have little ability to exert control over firms in another

nation.’

Jurisdictional conflicts on the Internet should be resolved by considering an analogy to the
physical world. If a Chinese firm attempts to export a product to the United States, its
product can be blocked by U.S. officials if it is not in compliance with consumer product
safety law. But if U.S. citizens travel to China to purchase the product, then the Chinese
firm does not have to comply with U.S. laws (although U.S. citizens must still comply with
U.S. laws and may be prevented from returning to the United States with the product).
The same analogy should be extended to Internet commerce. If a Chinese Internet firm
exports its content or services to the United States by, for example, advertising its services
in the United States or setting up a U.S. office, then it should be subject to U.S. law, just as
a Chinese exporter would be subject to U.S. law. But if a U.S. citizen goes to a Chinese
website, that website should not be expected to have to comply with U.S. law, any more
than a Chinese firm would be expected to comply with U.S. law because it was selling to
U.S. tourists visiting China on vacation.
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However, some policymakers believe that their national sovereignty gives them the right to
dictate policy for the entire Internet since it crosses their country’s borders. To continue
with the consumer product analogy, some nations might say that since their citizens might
travel to a foreign nation and buy a product that is not in compliance with their consumer
product safety laws, then these foreign nations should be required to adopt the domestic
country regulation. When applied to the Internet, this notion has been particularly
distressing to Internet users in Western countries who fear that government-led
policymaking on the Internet will pervert the openness and freedom that characterized the
Internet’s earliest years (although many of these same users also oppose efforts by their own
governments to regulate activity on the Internet).

Third, countries may disagree over the extent to which a policy issue should be addressed
by nation states versus non-state actors. While the development of the Internet stemmed
from a U.S. government-funded project, and to this day the U.S. government has retained
supervisory authority over certain technical features of the Internet (at least indirectly,
through its contract with ICANN), Internet users have been largely responsible for setting
the rules governing the Internet architecture itself. As the number and diversity of Internet
users has increased, conflicts have arisen not only because different stakeholders have
different values, but also because national governments have tried to have a greater role in
setting policy about how the Internet is used.

Fourth, nations often disagree over specific policy goals or measures. At the national level,
rules about the Internet are determined by legislators, regulators and courts. For example,
in the United States, Congress decides issues about taxing Internet access, the Federal
Trade Commission regulates unfair or deceptive commercial activities, including online
advertising, and the Federal Communications Commission sets the rules for allocating
spectrum among network operators. In the United Kingdom, the Information
Commissioner’s Office (ICO) issues guidance on how websites should safeguard user
privacy.® In China, the Ministry of Public Security runs the Golden Shield program
(commonly referred to as the “Great Firewall of China”) which restricts access to certain
websites and services.” Rules set at the national level may conflict with other nations either
directly or indirectly. These disagreements may stem from different values or priorities,
such as a preference for protecting free speech over preventing hate speech. Alternatively,
nations may disagree over specific policies because the costs and benefits are distributed
unevenly between nations, as is the case when nations turn a blind eye to online piracy in
order to allow their citizens to gain access to foreign copyrighted materials without paying.

Internet policy is a wide-ranging field covering a significant variety of different issues. Some
of these issues, such as intellectual property, often result in a nation creating domestic
policies that have an impact on those outside its borders, while others, such as Internet
access, are mostly limited to domestic policy. Many Internet policy issues fall into a specific
category while others span multiple categories. The following list of categories is not meant
to be exhaustive; rather, it reflects the diversity of issues that fall under the rubric of
Internet policy.
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The categories of Internet policy issues include:

= Content regulation (e.g., freedom of expression, censorship, decency, hate speech,
libel, etc.);

= Intellectual property (e.g., copyright, patents, trademarks, etc.);

= Dara (e.g., privacy, security, data residency, mutual legal assistance treaties, etc.);

= Commerce (e.g., e-commerce regulation; gambling regulations; taxes; trade policy;
consumer protection; anti-trust and competition; sales of regulated goods, such as
pharmaceuticals and tobacco; and sales of contraband, etc.);

= Cybercrime (e.g., spam, malware, fraud, denial of service, intrusions, botnets,
cyber stalking, harassment, etc.);

= Network operation (e.g., spectrum allocation, IP address allocation, domain name
allocation, interconnection agreements, international telecommunication
regulations, etc.);

= Network performance (e.g., protocol standards, network security, network design,
conformance testing, etc.); and

= Equity and access (e.g., broadband subsidies, digital literacy, connected schools
and communities, computer ownership, etc.).

Most nations (as well as sub-national entities) at least consider policy proposals in all of
these categories, and they often come into conflict with each other when the objectives of
two countries are not aligned or when the impact of a specific proposal has negative
consequences for others. For example, conflicts may arise over divergent goals for
surveillance and privacy or censorship and free speech. Table 1 provides a brief snapshot of
the types of decisions made about Internet policy in recent years. As the table shows, there
are potential cross-border conflicts over almost every aspect of Internet policy.

Type of Issue Examples

Content regulation In 2013, the Vietnamese government issued a decree to restrict
individuals from sharing certain types of information, potentially
including news articles critical of the government, on social
media.®

In 2013, at the behest of the government, British Internet service
providers (ISPs) agreed to enable parental filtering for
pornographic materials by default, while allowing users to request
their ISPs to disable this option.’

Intellectual property In 2011, the Swiss government decided to refrain from pursuing
legislation that would criminalize illegal downloading of
copyrighted content such as music and movies, and instead allow
individuals to have a legal right to download infringing content for
personal use. ™

In 2009, France passed a law to create a state agency tasked with
warning Internet users suspected of illegal file sharing. If users
ignored the warning, their case could be referred to a court where
the users might be fined, or eventually, have their Internet access
suspended. The policy was halted in 2013."
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Data In 2013, Brazilian President Dilma Rousseff proposed legislation
that would require foreign Internet companies to store their data
in data centers located in Brazil."

In 2012, a Spanish citizen filed a complaint with the Spanish
Data Protect Agency (AEPD) because a newspaper contained
information about the auction of real estate property seized from
him for “non-payment of social security contributions.” The AEPD
ordered Google to eliminate 100 links about the individual from
future search results.™

Commerce In 2013, the French government began lobbying the European
Union to modify corporate tax rules so that Internet companies
would pay taxes based on the location where revenue is
generated.™

In 2010, the Australian Government banned advertising tobacco
products on the Internet.”

Cybercrime In 2013, the U.S. Federal Bureau of Investigation (FBI) hacked
into the French servers of an Irish organization alleged to be
providing web hosting for criminal purposes, such as distributing
child pornography. The FBI then installed malware on these
servers so that anonymous Internet users accessing content on
these servers could be identified by law enforcement.'®

In 2013, the EU parliament’s civil liberties committee approved
draft legislation to establish minimum prison sentences for
hackers."

Network economics In 2012, Russia proposed that the International
Telecommunication Union (ITU) update the International
Telecommunication Regulations (ITRs) so that authority to
allocgte IP addresses would be reassigned from ICANN to the
ITU.

In 2011, the U.S. government sought to have ICANN grant veto
authority to countries over proposed top-level domains. ICANN
demurred and instead granted countries the ability to offer non-
binding recommendations.*®

Network performance In 2012, India’s Department of Electronics and Information
Technology issued an order requiring computers and other
electronics to undergo conformance testing at domestic labs using
standards that deviate from global norms.?

In 2011, representatives of China, Italy and France voted for the
International Telecommunication Union Standardization Sector
(ITU-T) to adopt a particular networking standard favorable to
their domestic hardware manufacturers, but that was incompatible
with the existing standard developed in the Internet Engineering
Task Force (IETF).”

Table 1: Recent examples of Internet policy decisions and conflicts

THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | SEPTEMBER 2014 PAGE 7



Universal rules make
sense in certain
situations, but in many
cases they are
inappropriate for Internet
policy because countries
differ too much in their

values and priorities.

WHY DO EXISTING FRAMEWORKS DO A POOR JOB IN RESOLVING
CROSS-BORDER INTERNET POLICY CONFLICTS?

Resolving the myriad and growing number of cross-border Internet policy conflicts is
difficult. But it would be easier if nations could adopt a framework that laid out principles
for policy resolution. At this time there are two dominant approaches to cross-border
Internet policy, neither of which provides meaningful solutions for handling the
complexities of competing international priorities and jurisdictions.

The first approach to resolving cross-border Internet policy conflicts can be termed
“universalism,” or an attempt to apply the same set of rules to all countries. If everyone
buys into the same rules and norms, they minimize conflict. While universalism can
manifest itself as the view that all nations should strictly control the Internet, such as by
limiting online freedom and Internet openness, in practice the most fervent calls for
universalism have come from cyber-libertarians in the West with calls for universal rules
such as “Internet freedom for all,” “no online censorship,” “information wants to be free,”
and “all Internet packets should be treated the same.”** While these types of universal rules
appeal to the perspective of certain individuals in some democratic nations like the United
States, by no means do all nations share this view, including, but not limited to, those run
by authoritarian governments.

To be sure, universal rules make sense in certain situations (e.g., rules on responding to
denial of service attacks, frameworks on core Internet architecture, agreements regarding
digital trade, etc.), but in many cases universal rules are inappropriate for Internet policy
because countries differ too much in their values and priorities. For example, countries vary
widely in their treatment of hate speech, even democratic ones. France and Germany have
strong laws combatting anti-Semitism and other forms of non-violent hate speech, whereas
the United States puts a premium on free speech rights. Attempting to reconcile these
conflicting laws to create universal rules for regulating speech on the Internet is futile and
doomed from the start. Likewise, democratic nations have very different approaches to
Internet privacy, with many in Europe seeing privacy as a fundamental human right while
many in the United States see privacy as just one value to be considered among many (e.g.,
innovation and economic growth).

One particular strain of universalism is cyber-libertarianism, whose advocates call for
government to keep its hands off the Internet. In effect, cyber-libertarians want one
universal rule: “no government-imposed rules.” John Perry Barlow’s “Declaration of
Independence from Cyberspace” is the epitome of the cyber-libertarian philosophy, in
which he states that national governments have no authority on the Internet and are
unwelcome.” Even more so than other attempts at universalism, this worldview is neither
practical nor reasonable; attempts to advocate a hands-off approach to Internet policy will
consistently run into objections by policymakers who identify legitimate (and in some cases
illegitimate) government interests. For example, many would agree that governments have
a legitimate role to play in protecting consumers from unsafe, counterfeit drugs that are
sold online.

THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | SEPTEMBER 2014 PAGE 8



Various other advocates have offered their own frameworks for universal rules for the
Internet. For example, former U.S. Secretary of State Hillary Clinton’s influential “Internet
Freedom” speech in 2010 outlines the “Internet Freedom” agenda, which describes
unfiltered Internet access as a fundamental human freedom and tool for advancing human
rights and democracy and calls for all nations to embrace the open Internet.** World Wide
Web creator Tim Berners-Lee has similarly called for a “Magna Carta” for the Internet to
create universal rights for privacy and free speech online, both values Berners-Lee
endorses.” Other popular views include those advocated by notable figures such as Julian
Assange, the founder of Wikileaks, whose manifesto describes the Internet as a force for
creating transparency in government and ending corruption, and Jimmy Wales, the
founder of Wikipedia, who describes the Internet as a force for knowledge and fighting

censorship.

In the past few years, different groups have continued to release new sets of principles,
frameworks or guidelines for Internet policy that focus on universalist paradigms. These
include:

= “Communiqué on Principles for Internet Policy-Making,” a framework from the
Organisation for Economic Co-operation and Development (OECD) on how to
create a more transparent and open Internet;*’

= “Toward A Single Global Digital Economy,” a report from the Aspen Institute’s
International Digital Economy Accords (IDEA) project promoting market access,
the free flow of information, and a trusted environment on the Internet;®

= A “Code of Conduct for Government Leaders” from the World Economic
Forum’s Global Agenda Council on Informed Societies calling for more open
societies and the spread of information;”

= The Global Network Initiative charter, which advocates advancing freedom of
expression and privacy online;™

= The European Union-United States “Trade Principles for Information and
Communication Technology Services,” which outlines a set of principles to
promote economic development;”!

= “Consumer Data Privacy in a Networked World: A Framework for Protecting
Privacy and Promoting Innovation in the Global Digital Economy,” a report from
the White House outlining a framework for developing privacy protections for
consumers; and

= The European Commission proposal to reform data protection and privacy
rights.*”

There is nothing wrong with these frameworks. On the contrary, many of them are
commendable and represent thoughtful recommendations for policymakers either about
Internet governance broadly or a specific issue. In addition, they may also be useful for
advocacy groups and diplomats in promoting their respective agendas, whether it is the
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spread of democracy or the rights of disadvantaged populations. But since these views are
espoused by individuals, groups or organizations with the aim of achieving a specific policy
outcome—such as the spread of democracy, the promotion of privacy, or the full
expression of individuals—and these outcomes are not necessarily universally shared by all
stakeholders in the Internet ecosystem, they cannot serve as a useful starting point for
debating Internet policy issues for those who do not share the same goals. For example,
while many in the United States would oppose any attempts by the government to censor
online pornography, many others in countries around the world find the content deeply
offensive and would prefer to ban it (just as many in the United States have tried to ban
pornography). While there is nothing wrong with the U.S. government and related civil
society groups advocating for U.S. values around the world, they should not expect that
their values can or should constitute a global approach to Internet governance.

A second approach to Internet policy is to take the complete opposite perspective and
advocate for each country to have near complete freedom to do what it wants. In many
ways, this is the dominant approach to Internet policy today where countries sometimes
engage in conflict over a policy but ultimately each country goes its own way. The problem
is that the policy decisions of one country can sometimes create significant negative
externalities for individuals and businesses outside of that country which are likely not
taken into consideration. Or a nation may pass a law that impacts those outside of its
jurisdiction and is simply unenforceable.

There are three main drawbacks to the current approach. The first is that it leads to
Balkanization of the Internet—instead of a single, global Internet, each country pursues its
own “national internet” with its own set of rules. Balkanization erodes the universality and
efficiency that comes from a fully interconnected global network, which is one of the main
benefits of the Internet. Indeed, if Balkanization extends beyond policy and to the Internet
architecture itself, it could erode the worldwide nature of the Internet. The second
drawback is that it can lead to one nation’s values and laws being imposed upon others
without the other nations affirmatively choosing those values or laws for themselves. The
third is that these policies can be used as cover for what are essentially anti-competitive,
trade-distorting actions that hurt the global economy.

AN ALTERNATIVE APPROACH TO CROSS-BORDER INTERNET POLICY

While both approaches—universalism and Balkanism—have problems, they are not
without their merits. Universalism appeals to the desire to have cooperation between
different nations, while Balkanization minimizes many of the problems associated with
conflicting policies. Combining both of these frameworks yields an alternative approach to
Internet policy that captures the best of each approach while sidestepping their pitfalls.

The first step is to recognize that when it comes to the Internet’s technical architecture, a
universalist approach to promulgate global, commonly shared standards is necessary.
Countries that wish to participate in the Internet must agree on a common technical
architecture (e.g., domain names, networking protocols, etc.), otherwise it would
degenerate into a series of national-level networks. A multi-stakeholder approach to
maintaining this goal is desirable since debates and disagreements over the technical

THE INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | SEPTEMBER 2014 PAGE 10



Although countries have
not signed binding
international agreements
committing to the multi-
stakeholder approach for
the continued
development of the
Internet, doing so would
be a useful way to codify
this model, particularly
in light of the transition
away from U.S. oversight
of ICANN.

architecture of the Internet can only be resolved if stakeholders reach consensus. And the
Internet, which is a network of networks, has vastly more stakeholders than previous
telecommunications systems, such as the telephone system, where in most nations the state
was the owner. Although countries have not signed binding international agreements
committing to the multi-stakeholder approach for the continued development of the
Internet, doing so would be a useful way to codify this model, particularly in light of the
transition away from U.S. oversight of ICANN.”

The second step is to recognize that when it comes to policies about the how the Internet is
used, as opposed to policies about how the Internet is constructed or how it operates (e.g.,
Internet architecture), there can be differences between nations. Ideally, international
agreements would allow nations to achieve and formalize consensus on various policy goals,
particularly those that have an effect on individuals outside the country. These agreements
would allow nations to specify goals that are both desirable (universal “goods”) and
undesirable (universal “bads”) from a global perspective. In general, nations should oppose
policies that interfere with or limit universal “goods” and support policies that interfere
with or limit universal “bads”. For example, the existence of the WTO is evidence of broad
international consensus on the benefits of free trade (a universal “good”). Thus WTO
members should support Internet policies that promote free trade in digital goods and
services and actively oppose those that conflict with it. Similarly, as there is broad
international agreement on the need to combat child pornography (a universal “bad”),
including a UN human rights treaty, signatory nations should support Internet policies
designed to reduce this criminal activity.**

In the former case, these nations should use related processes to address cross-border
Internet policy conflicts that are inherently about trade. To do so, they might turn to the
WTO to address Internet policy conflicts principally focused on trade to constrain nations
that attempt to limit digital trade (a universal “good”). In contrast, nations that have signed
global agreements to limit universal “bads” would be within their rights to require Internet
actors in their nation to change their actions according to the rules, even if they affected
users outside that nation.

However, where there is no consensus on the broad goal, nations should limit their
policymaking activities to proposals that do not impact those outside their borders. For
example, if a nation wants to impose a special tax on certain online services (a “local
good”), and these taxes are not violating any international agreements, it should be allowed
to do so domestically.” Or if a nation wants to prevent access to online pornography and
this activity is not covered by an existing international treaty (a “local bad”), then it should
be allowed to do so as long as its methods do not significantly affect users in other
countries. Thus if a country blocks access to certain sites deemed offensive domestically,
such that the blocking does not affect users outside of its borders, other nations should not
interfere, unless such reasons are in fact a pretense for limiting a universal good (e.g.,
international trade).

As shown in Figure 1, the left side of the table (i.e., universal goods and universal bads)
represents the opportunity for universalism. Nations should work to develop formal
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international agreements where there is consensus on policy goals but no existing bi-lateral
or multi-lateral agreements. For example, since most nations agree on the need to increase
the reliability of the network, combat spam, and deter cybercrime, these are areas of ripe
opportunity to develop international agreements.

Opportunity to Develop
International Agreements

Consensus No Consensus
Desirable Universal Goods Local Goods
Undesirable Universal Bads Local Bads

Figure 1: Typology of Internet policy goals affecting individuals outside the country

Where they do not have consensus (i.e., local goods and local bads), nations should be
allowed to go their own way, so long as the impact of their policies has a limited external
impact.

HOW POLICYMAKERS CAN OPERATIONALIZE THIS FRAMEWORK

Policymakers around the world can use this framework to decide how to respond to
Internet policy conflicts. The framework is indifferent to the particular policy issue, and
instead is based on whether the issue affects the core Internet architecture or the use of the
Internet, and whether there is international consensus on policy objectives and the degree
to which domestic policies affect those outside a nation’s borders.

As Figure 2 illustrates, policymakers must consider both the ends and means of a particular
policy. The first question is whether the policy will affect Internet architecture. If it does,
countries should not act unilaterally and instead should work to resolve the issue, ideally in
a multi-stakeholder forum.

If it is not about Internet architecture (which, as we discussed above, should be inviolate
and international in its nature), but is instead about the use of the Internet, then the next
consideration is whether the method by which the policy will be implemented will directly
affect those outside the country. If there is no direct impact on individuals or businesses in
other countries, then a country should be free to pursue these policies (i.e., there is little or
no cross-border policy conflict). This is not to say that certain countries need to endorse
the policies of other countries, or even that they cannot try to dissuade them from pursuing
a course they disagree with. Rather it is to say that ultimately these are issues where
different countries should be allowed to “agree to disagree.” For example, Western
democratic nations may not like the fact that the Chinese government blocks access to
online political content it deems threatening, but fundamentally that is its right as a
sovereign government. In contrast, as a signatory of the WTO, China likely does not have
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the right to keep foreign competitors from selling products and services online to its
residents.

On the other hand, if the policy means will have an impact on individuals outside of a
country’s borders, then additional questions need to be considered. The next question is:
do the policy goals conflict with a nation’s existing international agreements, such as free
trade agreements or other international treaties? If there is a conflict, then the policy should
not be pursued. Countries should be held to their commitments, and therefore should not
enact policies that conflict with formal international agreements. Naturally, countries may
disagree about whether a proposed policy presents a conflict with an international
agreement. For example, one country might argue that a policy is a trade agreement
violation whereas another might argue it isn’t. These disputes must be resolved in an
appropriate forum, such as the WTO for digital trade disputes. If such a forum does not
exist for a particular issue, then countries should work to develop an appropriate forum for
adjudicating whether a policy is in conflict with an international agreement.

Is the policy means about Internet architecture?

YES NO
Countries should not act unilaterally Do the policy means directly affect individuals
and instead resolve conflicts collectively, or companies outside the country?

ideally through multi-stakeholder forums.

YES NO
Do the policy goals conflict with Countries should be free
formal international agreements? to pursue these policies.
YES NO
Countries should not pursue policies that Is there informal international
conflict with their international commitments. consensus on the policy goal?

Conflicts should be resolved through an
adjudication process related to those commitments.

YES NO
Countries may pursue these policies, Countries should find policy alternatives
but they should minimize the impact that do not affect those outside of their
on those outside their jurisdiction.** borders or work to build consensus.

** Policy makers should focus on developing international agreements to solutions for these problems.
Figure 2: How to Evaluate Internet Policies
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A country that pursues
policies affecting those
outside its borders where
there is no international
consensus on the goal
should work to find an
alternative that
minimizes the impact

outside of its borders.

If the policy goal does not conflict with international agreements, then the final question to
ask is whether an informal consensus exists among countries that a certain policy objective
is desirable. Informal consensus may be reflected in non-binding international charters, or
in cases where many countries have similar domestic laws. If there is informal consensus on
the policy goal, then countries may pursue the policy, but they should do so cautiously and
seek to minimize the impact on those outside of their jurisdiction. These areas of informal
consensus are ripe opportunities for policymakers to focus on developing binding
international agreements since many countries are already in agreement on broad principles
and others may be interested in committing to solutions that do not negatively impact their
peers. For example, since most countries have laws designed to combat cyber-attacks, there
are likely areas where countries may be able to work closer together, such as to standardize
how law enforcement officials request and gain access to digital records as part of a criminal
investigation.

If there is no informal consensus on the policy goal (e.g., protecting hate speech), then
countries should find policy alternatives that do not affect those outside of their borders or
work to build consensus on the particular policy objective. A country that pursues policies
affecting those outside its borders where there is no international consensus on the goal
should work to find an alternative that minimizes the impact outside of its borders. Absent
that, the country should face global pressure to rescind its actions.

THIS INTERNATIONAL INTERNET POLICY FRAMEWORK IN ACTION

Various examples illustrate how this framework can be used. The following examples
consider each of the four potential outcomes from the framework.

Case #1: Thailand Passes Internet Censorship Legislation

In 2007, Thailand passed the Computer Crime Act, which, among other things, allowed
the government to obtain court orders to block content on the Internet. Between 2007 and
2011, the government blocked over 80,000 URLSs, the majority (75 percent) for content
considered insulting or defamatory to the Thai monarchy and almost all of the rest (24
percent) for pornographic content.>® Websites hosted within the country were expected to
remove the content, but websites outside of the country were not. Instead, Internet service

providers (ISPs) blocked these foreign websites.

In this case, the policy goal was to limit access to offensive content. Thailand used two
policy means to pursue this goal. First, domestic websites were asked to remove the
offending content. Since this content can be reposted on foreign websites, this policy has a
negligible effect on those outside the country. While some countries may question the
policy’s efficacy and its alignment with Western ideals of democratic freedom, this policy
falls into the category of policies where countries should acknowledge their different values
and move on.

The second policy means was to have domestic ISPs block users from accessing offensive
foreign websites. This policy does have an effect on individuals and companies outside the
country since they cannot communicate with or sell their services to domestic users. In
addition, because of network effects—where the value of a good or service increases with
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the number of users—blocking access to such sites may also have an incremental effect on
the value of some online services for users outside the country. Using the framework, we
should next consider whether the policy goal conflicts with international agreements. It
does not appear that a broad coalition of countries have signed binding international
agreements either banning (or permitting) this type of content. Since the policy goal does
not conflict with international agreements (i.e., it does not appear to be backdoor method
to trade protection), we should then consider whether there is informal international
consensus on the policy goal. In fact, most countries do have some laws outlawing certain
types of content deemed to be offensive. So using the framework, Thailand should be free
to pursue policies along these lines since they made an effort to minimize the impact on
those outside their jurisdiction (i.e., foreign users can still access the restricted content). In
this case, the motivation for the policy appears clearly related to social and cultural issues,
rather than protectionist measures to defend Thai content creators.

Case #2: France Proposes Law Limiting Discounts for Online Book Sales

In 2013, French lawmakers proposed a bill that would prevent online retailers from
offering free shipping on discounted books.”” France already regulates the prices of books
sold in brick-and-mortar stores, and this law is intended to modernize this regulation for e-
commerce. Since 1981, French law prohibits bookstores from selling books for less than 5
percent below the cover price. The intent of this law is to protect small, independent book
sellers from large retail chains that have economies of scale that let them provide discounts
to French consumers. French policymakers see preserving independent bookstores as an
important part of France’s cultural identity, even if French consumers pay a price in the
form of higher book prices. In contrast, the norm in countries like the United States is to
maximize consumer welfare (e.g., lower prices for consumers), not producer welfare (e.g.,
higher profits for small bookstores). As it is written, the law applies to all online retailers,
although Amazon, a U.S.-based Internet company, would be significantly impacted by the

law.

In this case, the proposed law would directly affect both domestic and foreign companies
(although only foreign companies doing business in France). The next question to ask is
whether the policy goal conflicts with international agreements. Here there might be some
dispute. On the one hand, some might argue that this law is anti-competitive and violates
free trade agreements to which France is a signatory. Indeed, French lawmakers
acknowledge the law was intended to target online retailers such as Amazon that were
undercutting the price of French booksellers. If that is the case, then France may be in
violation of trade agreements and the United States may consider filing a complaint with

the WTO.

On the other hand, this law would apply equally to both foreign and domestic companies
who do business in the country, and so the fact that Amazon might be disproportionately
affected may only be incidental. Arguably the French government is consistent in trying to
protect independent book sellers from both online and offline competition. The policy goal
in this case is preserving culture, a policy goal that is not in conflict with international
agreements and has broad international support. Thus if the WTO were to rule that France
is within its rights here, other countries should accept that France has authority to pursue
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this policy, in part because it would not affect foreign companies outside of the jurisdiction
of French law (i.e., it only affects companies directly selling to French citizens). Again,
other countries might very well point out that this is a bad law that will result is higher
prices for consumers and less convenience for French consumers, but ultimately concede
that France should be allowed to do as it pleases in this regard. Alternatively, if a country
believed the policy goal was not preserving culture, but rather preventing legitimate foreign
trade, it should bring a trade dispute to the WTO and resolve the issue in that forum.

Case #3: United States Blocks Foreign Internet Gambling Websites

In 20006, the United States enacted the “Unlawful Internet Gambling Enforcement Act,”
which restricted banks and credit card companies from sending funds to off-shore Internet
gambling websites. Although the United States has outlawed much of Internet gambling
domestically, it has provided some exceptions for domestic online betting on horse races.”
Countries that are home to major online casinos, such as Antigua and Barbuda, have seen a
major loss of revenue as U.S. consumers could not complete transactions with their

websites.

In this case, foreign businesses were directly affected by the U.S. policy. If the policy goal
was only to regulate online gambling, and there were not any binding international
agreements relating to online gambling, then the United States would not be in violation of
its commitments and should be free to pursue this policy as long as it minimized the
impact on those outside of its jurisdiction (i.e., as long as its policy did not limit the
operation’s foreign online gambling).” However, if one of the goals of the law is to impose
trade restrictions on other nations in violation of its trade agreements, then the United
States should modify its policy. In this case, Antigua and Barbuda raised objections to the
World Trade Organization, and the WTO ruled against the United States. The WTO
found that the United States failed to fulfill its commitment to grant others “full market
access in gambling and betting services.”** Whether or not the United States agrees with
the WTO ruling, given that it is a signatory to the WTO agreement, the United States
should modify its laws to come into compliance.

Case #4: China Prohibits Anonymous Internet Access

In 2012, China passed a law prohibiting Chinese residents from purchasing Internet access
anonymously.*" Although the Chinese government already closely monitors Internet
activity, the new law would require Internet users in China to register with their real names
when signing up for service.”? In this case, the policy means has little to no effect on
individuals and businesses outside of China, so countries should recognize the Chinese
government’s authority to impose these rules. Again, this is not to say that other countries
could not continue to lobby foreign governments to create policies in line with their own
values or promote the potential benefits to political speech of anonymity on the Internet,
but only that a policy like this need not be part of cross-border Internet policy conflicts. In
contrast, China’s continued policy of not restricting online copyright infringement has a
clear effect beyond its borders on the welfare of rights holders and represents a legitimate
cross-border Internet policy conflict.
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Case #5: Singapore Law Gives Copyright Owners Ability to Request ISPs Block
Access to Infringing Content

In 2014, Singapore passed an amendment to its Copyright Act which would allow rights
holders to go to court and obtain an injunction to have ISPs block access to websites
containing flagrantly infringing content, even those hosted outside of Singapore.* Website
owners can apply to have the block revoked if they remove the infringing content. Since
foreign users would still be able to access the blocked website, this would have a minimal
effect on those outside the country. Therefore, since the direct impact is limited to
domestic users, Singapore should be free to pursue this policy. This type of blocking would
also not be a violation of free trade, as the Trade-Related Aspects of Intellectual Property
Rights (TRIPS) agreement generally allows countries to offer copyright protections.*

Case #6: Italy Privacy Law Holds Executives Responsible for Third-Party Content
In 2010, a court in Milan found three Google executives guilty of Italian privacy laws for
allowing a video to be posted online to Google Video—a predecessor to YouTube that
allows users to share videos online—showing a disabled student being bullied. Each
executive was sentenced to six months of jail after the prosecutor convinced the court that
websites are responsible under Italian law for prescreening content before it is posted and
obtaining consent of those depicted, even though prescreening every user-submitted video
would significantly raise the cost of providing this free service.” None of these Google
executives were in Italy for the prosecution of this case.

In this case, the policy means is a criminal statute applied to both individuals within the
country and those outside of it, so clearly the policy affects those outside the country’s
borders. The next question is whether the policy goals align with international agreements.
There are no binding international agreements relating to online privacy, obtaining consent
for content posted online, or liability for online intermediaries. Neither is there informal
consensus for these policy goals as various countries have widely different laws in this
regard. As such, the framework notes that Italy should find a policy alternative that does
not affect those outside its borders, or else build consensus internationally for its policy
goal. For example, it could pass a domestic law making it illegal for its own citizens and
residents to upload content depicting children being bullied.

Case #7: China Proposes Technical Standard to Partition Internet

In 2012, a group of three Chinese engineers, including one from China Telecom and one
from China Mobile, the largest fixed-line and mobile state-owned telecommunications
companies in China, respectively, proposed a new standard that would realign the domain
name system (DNS) along national boundaries.* Rather than having a universal name
space based on a single root, users would signal if they were trying to reach a domain on an
alternative root. Countries would establish a peering system so that addresses could be

translated between different systems.?’

Using the framework, the first question to ask is whether the proposed policy is about
Internet architecture, and in this case, it clearly is. Since this proposal is being made in the
IETF, a multi-stakeholder forum, China is operating appropriately. Within this forum,
other stakeholders can discuss the pros and cons of such a proposal, refine it if necessary,
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Collaboration is necessary
to address many
challenges on the
Internet, from settings
standards to preventing
digital crime, and
cooperation and
coordination is required
for countries to share in

the benefits of the global

network economsy.

and then choose whether it merits adoption.*® Their choice should dictate the resulting
policy.

CONCLUSION

To date, global Internet policy has vacillated between the poles of universalism and
Balkanism. Universalists—whether advancing an open or closed vision of the Internet—see
any efforts that accept anything less than universal rules as abandoning the struggle for the
“right” approach. But the United States should take a page out of Cold War history, and in
particular George Kennan’s strategy of containment of the communist threat. Kennan was
not accepting communism when he advocated to U.S. leaders that they try to contain the
spread of communism until it died its own natural death, rather than pursue the risky
strategy of trying to roll it back. Rather he was being a realist. Likewise, while the U.S.
government should advocate for global values such as human rights and free speech both
online or offline, the government should recognize that this cannot be the basis of our
actual negotiations when it enters into forums like the ITU or ICANN. There, pragmatism
and attempting to implement the framework laid out here should be the goal.

Indeed, the framework proposed here is conceptually simple. Many of the conflicts
between nations in Internet policy come about because of different goals or values. For
example, some countries may be concerned with eliminating the spread of hate speech,
while others are more interested in protecting free speech. Or some countries may consider
that access to information trumps privacy, while others prefer the reverse.”” Yet even
though all nations may not agree on the same goals or values, that does not mean they
cannot work together to build a global Internet system that works well. Indeed,
collaboration is necessary to address many challenges on the Internet, from setting
standards to preventing digital crime, and cooperation and coordination is required for
countries to share in the benefits of the global network economy. By using a common
framework for analyzing cross-border Internet policy issues, and understanding which
issues should be contested and which should not, policymakers can avoid unnecessary
conflicts and better identify the validity of criticism of different Internet policy proposals.
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