Knaccudmkauus KoMnbioTepHbiX yrpos

8. KomnblotepHasa 6e3onacHoOCTb

B npownom KoMnbloTepam yrpoxkajiu npenmyLecTBeHHO BUpYcbl U uyepBu. OCHOBHOM Lefbio
3TUX nporpamMm 6bi1I0 camopacnpocTpaHeHye. Hekotopble nporpamMmbl TakyKe NPUUMHANM Bpep,
dainam M camum KomnbtoTepaMm. Takue BpPenoOHOCHble MPOrpamMmMbl — THMMYHbIE MPOSIB/IEHUS
KubepBaHaan1ama.

MoHsATUE «BPEeAOHOCHbIE nporpamMmmbl» ob6beauHseT BCe NporpaMMmbl, CO3faBaeMbie U
UCMNOJib3yeMble A5 OCYLLECTB/IEHUS HECAHKUMOHWPOBAHHbIX M 3ayacTyio BPefoOHOCHbIX
nencteui.  Bupycbl, nporpammbl, co3faBaemble AN HE3AKOHHOro yAaneHHoro
afAMUHUCTPUPOBAHHUS, KNAaBUATYPHbIE LWUMWOHbI, MPOrpaMMbl A/ KPaXku naposied W apyrue
TUMbl TPOAHUEB, MakpoBupycbl ana Word u Excel, Bupycbl cekTopa 3arpy3ku, MOLIEHHUYECKOe
MO, wWnNUOHCKME W peKSaMHble MPOrpaMMbl — 3TO [A/IeKO HEMOJIHbIM CMAMCOK TOro, YTo
K/laCCUMPHLUPYETCS KaK BPEOOHOCHblE NPOrpamMmbl.

8.1. KNIACCUDUKALUA KOMMDbIOTEPHbIX YIPO3.

B uem pasHuLa MeXxay BUPYCOM U uepBeM?

Bupyc — 3aTo camopasmHoKalowasncs nporpaMma: oHa pacnpocTpaHsietcs ¢ dpaina Ha dain
M C KoMnbloTepa Ha KomnbioTep. Kpome Toro, BuMpyc MoxeT ObiTb 3anporpamMMUpoBaH Ha
YHUUTOXKEHWE WK MOBPEXAEHWE AAHHbIX.

UepBu cuMTaloTCs MOAKNACCOM BUPYCOB, HO O0/AfAIOT XapaKTEPHbIMU OCOBEHHOCTAMM.
Uepsb pasmHoXaeTcs (BocnpoussoauT cebs), He 3apaxkas gpyrve cannbl. OH BHegpsetcs
OAMH pa3 Ha KOHKPETHbIH KOMMbIOTEP U MLLET Cnocobbl pacnpoCTpaHUTbCA Aanee Ha Apyrve
KOMMbIOTEPDI.

TpOﬂHCKaﬂ nporpamMMa. llo knaccuyeckomy onpegeneHyio, TPosHelL, — 3TO
nporpamma, KoTopasi BHELIHE BbIMIAAWUT KaK NerasibHbld NPOrpaMMHbIi NPOAYKT, HO NpH 3anycke
coBepLIaeT BPeJOHOCHble AEHCTBUS. TPOSIHCKME NMporpaMMbl HE MOTYT PacnpOCTPaHsiTbCsl CaMu
no ce6e U 3TUM OHW OT/IMYAIOTCS OT BUPYCOB U UEPBEM.

O6bIYHO TPOSHLbI CKPbITHO YCTaHaB/IMBAIOTCS HA KOMMbIOTEP W BbINOJIHSIOT BPEAOHOCHbIE
aencteusa 6e3 Begoma nosb3oBatens. TPosHbl PasHbIX BUAOB COCTABAIOT OOJbLIYIO YacTb
COBpPEMEHHbIX BPELOHOCHbBIX NPOrpaMMm; BCE OHW MULIYTCA CMeuuanbHO [ONS BbINOJHEHUS
KOHKpeTHOW 3n10BpeAHoN (yHKUMU. Yalle Bcero BcTpeuatotcs backdoor-tTposiHubl (YTHAWTDI
YAANEHHOIOo aAMUHUCTPUPOBAHHWS,YaCTO BKIOUYAIOT B ceba KnaBuaTypHble LWMHOHDI), TPOSAHLbI-
LUMWUOHDBI, TPOSHUbI NS KPaXXM Naposiel W TpOsiHUbl, MpeBpallalolive Ball KOMMbloTep B
MallWHY ON18 PacCblIKK crnama.

Drive-by (I10I1yTHa$I 3arpy3|<a). Mpu drive-by 3arpyske, koMmnbloTep 3apaxaeTcs
npu nocelueHWn Beb-caiTa, coaepyKallero BpPeJOHOCHbIM Kof. KubepMolieHHWKM WLLyT B
WUHTepHeTe BeG-cepBepbl, y3BMMble A/ B3/I0Ma, YTOObI BnMcaTb BPENOHOCHbIH KoA Ha Beb-
CTpaHuubl (4acto B BUAe BpefoOHOCHOro ckpunta). Ecnv B onepauuoHHOM cucTeme WA Ha
MPUNOXKEHUAX He YCTaHOB/IEHbl OOHOB/IEHWUSI GE30MacHOCTH, TO NP MOCELLEHUH 3apaKEHHOro
BeO-caiiTa BPeJOHOCHbIN KO 3arpy>aeTcsi Ha Balll KOMMblOTep aBTOMaTUYECKH.
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8. KomnblotepHaa 6e3onacHocTb

DUWHUHT — 3710 0cobbiil BUL KWOepMOLLEHHMYECTBa, HanpaB/ieHHbIW Ha TO, YTOObI
0OMaHHbIM NyTeM 3aCTaB1Tb Bac PacKpbiTb NEPCOHaNbHbIE JaHHble, KaK NpaB1io,(UHAHCOBOro
xapakTepa. MolleHHUKU co3paloT noajenbHblt BeO-calT, KOTOPbIM BbIFNAAMT Kak cawT
baHka (Mnu Kak noBoN Apyroi calT, yepes KOTOPbIA NPOU3BOAATCH (PUHAHCOBLIE ONEPAaLMUHM,
Hanpumep eBay). 3aTemM npecTynHWKKM NbITAIOTCA 3aB/ieUb BAaC Ha 3TOT caMT, YTobbl Bbl BBEAU
Ha HeM KOH(MAEeHUWaNbHble AaHHble, Takue Kak noruvH, naposb unu PIN-kog. Yacto pns
3TOr0 MOLUEHHUKHK C NMOMOLLbIO CMaMa PacnpoOCTPAHAIOT CCbIIKY Ha 3TOT CaMT.

KllaBMaTyprIﬁ WMNHUOH — 370 nporpamma, OTC/IEXXMUBAIOLLAA HAXKaTUA KHOMOK Ha
knasuatype. [1pu NOMOLLM Hee 310YMbILLIEHHUK MOXET NOJTYUYUTb JOCTYN K KOH(PUAEHLUAIbHBIM
JaHHbIM (0rMHbI, Naponu, HoMepa KpeauTHbix kapT, PIN-koabl v T1.n.). KnaeuatypHble LNMOHDI
yacTo BXOZST B cocTaB backdoor-tposiHues

boTtHeTbl (6oT-ceT WM Tak HasblBaeMble 30MOWU-CETH) CO3[AIOTCA TPOSHLUAMW WM
APYrMMHU  cneuunasibHbIMKM BPEAOHOCHbIMKM NpOrpaMMamMu MW LEHTpasM30BaHHO YMNpasnsatoTCcA
XO35IMHOM, KOTOPbIM MNoJiydyaeT [OCTYn K pecypcaM BCEX 3apakE€HHbIX KOMIMbIOTEPOB U
MCNONb3yeT UX B CBOMX UHTepecax.

LUnuoHckue nporpamMmmMmbl. Kak cnegyer M3 HasBaHWs, 3TW Mporpammbl
npegHasHadeHbl Ans cbopa AaHHbIX W OTNPABKKU MX TPeTbel cTopoHe Ge3 Balero segoma U
cornacus. TakMe nporpaMMbl MOTYT OTC/IEXKWBaTb HaXKaTUA KJIaBULW (KNaBUATypHble LUMWOHDI),
cobupatbh KoHdUaeHUMUaNnbHylo UHdopMalmio (naponiu, HoMepa KpeauTHbix KapT, PIN-kogpbl
W T.A.), OTCNEXWBaTb ajpeca 3/eKTPOHHOM NOuYTbl B MOYTOBOM SLLMKE WAM OCOBEHHOCTH
Ballel pabotbl B UHTepHeTe. KpoMe TOro, WINMOHCKWE MpOrpamMmmbl HEU3OENKHO CHUXKAIOT
NPOU3BOAMTENIbHOCTb KOMMblOTEpPA.

PeknamHbie cuctembl (adware). Moxstue “adware” sktouaet s cebsi nporpammbi,
3anycKarowue peknamy (LlaCTO B BUE€ BCN/ibiBalOWKUX OKOH) MU nepeHanpaBnadaolLMe noMCKoBbie
3anpocCbl Ha peK/aMHble Beb-canTbl. Peknamuoe MO vacto 6biBaeTt BCTPOEHO B 6ecnnaTHble
Wnin yCI'IOBHO-66CI'IﬂaTHbIe nporpamMmbl M YCTaHaB/IMBae€TCA Ha KOMMNbIOTEP NOJib30OBaTens
OO4HOBPEMEHHO C OCHOBHbIM MPUNIOXKEHUEM 6e3 BeAOMa U corslacusa nosib3oBartend. B HEKOTOPbIX
cnyvaax peknamtoe O MoXKeT TalHO 3arpy3uTb U YCTAHOBWUTbL Ha Ball KOMMbIOTEP TPOSHCKas
nporpaMma.

danbiusbie AHTUBUPYCHbIE MNpPOrpaMMbl. MouleHHUYecKHe cxeMbl, B
KOTOPbIX OHW 3a4eWCTBOBaHbI, HAYMHAIOT paboTaTb CO BCM/bIBAIOWErOo cOobuieHUs Ha Beb-
cauTe, U3 KOTOPOro C/eAyeT, YTO Ball KOMMbIOTEP 3apaKeH W BaM HeoOXOAMMO 3arpysuTb
GecnnatHylo aHTMBMPYCHYIO NporpaMMmy ANs yaaseHus SKobbl HaWLEeHHOro BPEfOHOCHOTrO
MO. Ho korpa Bbl 3arpy>kaete u 3anyckaeTte npegfiaraemyio nporpammy,oHa coobLaeT,uto
ONA yAaneHus C KOMMbloTepa BPEAOHOCHbIX NporpaMm HeobxoguMma ee «NonHas» Bepcus,
3a KOTOpylo mpuAeTcs 3annatMtb. B cnydae ycnexa MOLIEHHUKW OKasblBalOTCS B ABOMHOM
BbIMTPbILIE: OHW HEe TOJIbKO 3apabarbiBalOT Ha (hasiblLUMBOM AHTUBMPYCE, HO W 3anosydator
PEKBU3UTbI Ballel KPELUTHOM KapTbl.
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AHTHBHMpYCHasa 3awura

8.2. AHTUBUPYCHAA 3ALLUUTA

AHTHMBMpYCHas 3awuta KoMmnbioTepa obecneunMBaeT NPOTMBOAENCTBUE  BPELOHOCHDBIM
nporpaMmam, KOTOpble 3aKOHHO WJIM HE3AaKOHHO MPOHUKAM Ha Baw komnbiotep. OcHoBHoe
npasuno GopbObl C BUPyCaMKU — HWKOTAA He 3anyCKaTe MporpamM, noslyuyeHHbIX W3 HCTOYHWKOB,
[OBEPATb KOTOPbIM Bbl HE MOXeTe. 3AeCb ClefyeT HaNnOMHWUTb,UTO NPUCNaHHbIA dhain oT Apy3en
WK POLCTBEHHWKOB, BMOJIHE MOXET ObITb MPUC/IAH OT 3/I0YMbILLIEHHUKA, NOAAENABLIErO aAPecC
oTnpaBuTens.

Hexomopeoie npaBuaa pabomer ¢ anmuBupycHeimu cpedcmBamu:

1. Cnegute 3a OBGHOB/IEHUAMM AHTUBMPYCHOrO obecrneuenus. MoMHWTE, uTO HOBbIE BEpCHH
BUPYCOB MOSIBASIOTCA KaXKAylo MUHYTY. [lo 3TOM npuuuHe cnepyer BbiMOJIHATD OOHOB/IEHMS
aHTUBHUpPYCA Le/blo MOCTOSHHOM NOAAEPXKKHU aKTyasIbHOCTH UX 6aa.

2. He sbiknitouaiiTe aHTHMBUPYCHbIM MoHWTOp. [axke npu ycnoeuu, uto paboTa KommbloTepa
3amepnisieTcs, 3HaWTe, UYTO AaHTMBUPYCHbIW MOHWTOP MOCTOSIHHO MPOBOAMT MOWCK BHMPYCOB B
namsti Komnbiotepa. B cnyuae, ecnv Bbl ero otksounte, BUpYC, nopa3uslimi Baw komnblotep,
Oyner obHapy>KeH He Ha CTafWW aKTMBALUMMW, a 3a[0JIr0 MOC/ie 3apaKEHWs! BCErO KOMMbIOTEPA,
Korfa Bbl HAUHETe MJIaHOBOE CKaHWPOBaHWE YKECTKOrO LMUCKa.

3. MNpK BO3HUKHOBEHWH 3apakeHUsi OQHOMO WM HECKOJIbKUX (Dai/ioB,CnenyeT NOMECTUTb MX
B KapaHTUHHYIO 30HY (OMLUMOHa/bHasi BO3MOXHOCTb aHTUBHUPYCA), MPU YCNIOBHUM, UTO WX NledeHue
HEBO3MO>KHO.

4. BbinonHsiMTe cCKaHMPOBaHKWe BCEro BalLEro KOMMbloTepa No pacnvcaHuto. To MeponpusTHe
MO3BOJIUT OTC/IEXXMBATb BUPYCbl U APYrhe BPeLOHOCHbIE NPOrPaMMbl O WX aKTUBaLIMKU B CUCTEME.

MoMHuWTe, 4TO aHTUBMPYCHOE nporpamMMHoe obecneueHue MO3BONSET M30aBUTbCA OT TOW
ronosHon 601, KoTopyto Bbl MOXKeTe MosyunTh, 3apasmBLLUCD BUPYCOM.

NMonynsipHble aHTUBUPYCHbIE NMPOAYKTbI

Antusupyc Kacnepckoro. Paszpabomuyuk: «Jlabopartopus Kacnepckoro».

Lena 69 ponn. (nmueHsus Ha 1 ron). Web-cadm: http:/ /www.kaspersky.ru/

Moxkany#, « AHTHBMPYC Kacnepckoro» — camblii U3BeCTHbIM B Poccur npoAyKT atoro Tvna,
a thamunus «Kacnepckui» crana cuHoHMMOM Gopua ¢ BpefoHOCHbIMK KoAaMu. OfgHoMMEHHas
nabopatopusi He TOJIbKO MOCTOSIHHO BbIMYCKAET HOBble Bepcuu cBoero 3awmtHoro [0, Ho
W BefeT NPOCBETWUTE/IbCKYIO paboTy cpegu nosb3oBatenei KomnbiotepoB. OH  oTnMuaetcs
NPOCTbIM W MaKCHMa/lbHO MPO3PayHbIM HHTEPdENCOM, OObEAUHSIIOILMM BCE HeobXxonuMble
YTUAWTbI B OAHOM OKHe. Bnarogaps mactepy ycTaHOBKM M MHTYMTMBHO MOHSATHbIM MyHKTaM
MEHIO, HaCTPOWTb 3TOT MPOAYKT CrnocobeH fJake HauuHalowui nosb3osarens. C apyrou
CTOPOHbI, MOLHOCTb MWCMOJIb3yeMbIX ajropuTMOB YAOBJETBOPUT W npodpeccuoHanos. C
[ETaslbHbIM OMWUCAHUEM KaXKLOrO M3 OBHapY>KEHHbIX BUPYCOB MOXHO O3HAKOMMWTbCS, Bbl3BaB
COOTBETCTBYIOLLYIO CTPaHULy B MHTepHeTe HenocpeacTBEHHO W3 NPOrpammbl.

TecmupoBanue: wecTb 3apakeHHbIX OOBEKTOB NporpamMma Hawsa 3a 15 munyT. MNpu 3tom B
OTYETE HE MOSABUIOCh HU OLHOTO COOBLLEHUS O JIOXKHOM CpabaTbiBaH1H.

Dr.Web. Paspabomuuk: «Jlabopatopus Janunosa» u «[duanorHayka».

Lena 50 ponn. (nvuensus Ha 1 rop). Web-caidm: http:/ /www.dialognauka.ru/,
http: / /www.Dr.Web.ru/.

Ewe opuvH nonynsipHbli POCCUHUCKUA aHTUMBUPYC, COMEPHUYAIOWMIA NO W3BECTHOCTU C
“Antusupycom Kacnepckoro”,— Dr.Web. Ero osHakomuTtenbHas sepcus Tpebyet obsasatenibHOM
pervctpaumm yepes UHtepHeT. C 04HOM CTOPOHDI,3TO OUYEHb XOPOLLO — CPa3y Noc/ie perucTpaLmu
NPOU3BOAUTCH OBHOBNEHUE aHTUBUPYCHbIX 6a3 M NONb30BaTE b NOYYAET CaMble HOBbIE [aHHbIE O
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curHatypax. C gpyroi cTopoHbl, yCTaHOBUTb O3HAaKOMMTE/IbHYIO BEPCUI0 aBTOHOMHO HEBO3MOXHO,
A2 M, Kak noKasas OnblIT, NP HEYCTOMUMBOM COeMHEHUU HeU3BexxHbl npobnembl.

HauuHalolwmm nonb3osatenisM BO BpPeMs WHCTaNNALMKM Jlydllle COTNacUTbCs C YCTAHOBKOM
TUNWUHOW KOHCUIypaLMM, HHaAYe MOXHO 3anyTatbcsi B TepMuHax. [locne uHcTannsuuu B
CUCTEMHOW NaHesIn KOMIbloTepa MOsSIBUTCA HECKOJIbKO “naydkos”. ITO MUKTOrpamMmMbl MOHUTOPA,
nnaHWpoBLLKKa 3apaHui Dr.Web v nporpammbl NpoBEpPKK 3EKTPOHHOM MOUTbI.

TecmupoBanue: B npouecce ckanuposanus Dr.Web Hawen Bce 7 3apaskeHHbIX OOBHEKTOB M
LaKe BbISIBUN OJHY BPELOHOCHYIO MPOLEAYPY, O CYLLECTBOBaHUM KOTOPOW B CUCTEME HWUKTO He
nopo3spesasn.

Panda Antivirus + Firewall 2007. Pa3pabomuyuk: Panda Software.

Lena 39,95 ponn. Web-caidm: http:/ /www.pandasoftware.com/

KomnnekcHoe peweHve B obnact KomnbtoTepHoi OesonacHocth — nakeT Panda
Antivirus+Firewall 2007 — ekouaeT B ceb6s NOMUMO aHTUBMPYCHOW NporpamMmbl BpaHamayap,
OTC/IeXKMBAIOLLMIA CETeBYlO aKTMBHOCTb. WMHTepdpelic OCHOBHOro OKHa Nporpammbl pelleH
B «MPUPOAHbIX» 3€/IeHbIX TOHaX, HO, HECMOTPS HAa BHELUHIOK MPUB/IEKATENbHOCTb, CHCTEMA
NEpexofoB MO MEHIO BbICTPOEHA HEYAOOHO M HAYMHAIOWMM MOJIb30BATE/b BrOJIHE MOXET
3anyTtatbCs B HacTPOMKax.

TecmupoBaHue: K coXXaneHuto, NPUMEHEHUE HOBbIX TEXHONIOMMK He MOMOF/o MporpamMme
Panda HaiTv Bce onacHble O6bEKTbI: B €€ aKTUBE OKa3a/IMCb JIMLLb LIECTb K/TACCHYECKUX «TPOSIHOBY.
Kpome Toro,ytunuta nosoBuHy M3 HUX Bblieuuna «bes cnpoca» a ocTasibHble nepedMeHoBasla.
Halit B HacTpoiKax OTKJ/IloUEHWE TaKOro CamoynpaBCcTBa He yAasoch.

Norton Antivirus 2005. Paszpa6bomyuk: Komnanus Symantec.

Llena 89,95 espo. Web-caim: http:/ /www.symantec.ru/

OcHoBHOEe BneuyatneHWe OT NPOAYKTAa 3HAMEHUTOW KOoMnaHuu Symantec — aHTUBMPYCHOrO
komnnekca Norton Antivirus 2005 — ero opueHTauusi HA MOLLHbIE BbIYUC/IUTENIbHBIE CUCTEMDI.
Peakuus nHtepdoerica Norton Antivirus 2005 Ha geicTeus Nonb3oBaTeNs OWYTUMO 3anasgblBaeT.
Kpome Toro, npu UHCTaNNsLUMKU OHa NpPeabsBaseT AOCTAaTOYHO >KECTKUE TpeboBaHWs K BEpCHUsAM
onepauroHHoi cuctembl W Internet Explorer. B otnunume ot Dr.Web,Norton Antivirus He Tpebyet
0b6a3aTeNnbHOr0 OOHOBNEHUS BUPYCHbIX 6a3 NpW YCTaHOBKE, HO O TOM, UTO OHW ycTapenu,byaet
HanOMMWHaTb B TEYEHWE BCEro BpeMeHW paboTbl.

TecmupoBanue: Bce T TecTOBbIX BUPYCOB OblnM obHapyxeHbl MeHee ueM 3a 15 MuHyT.
Hukakux noxHbix cpabatbiBaHui 3apUKCUPOBAHO He Bblio.

NOD32. Pa3zpabomyuk: Komnanus ESET.

Llena ot 1690 py6 B ron. Web-caiim: www.esetnod32.ru

M3BecTHbIM, He oueHb nonynapHbii B Poccuu, Ho npocnaeuslumMiics 3a pybexxom naket NOD32,
ABNSIeTCA /IMAEPOM PEryisipHO MPOBOAUMOrO MeXAyHapogHoro TtectupoBaHus Virus Bulletin
100%. Mo 3aseneHusm pa3paboTuMKOB, B pamkax 3Toi npouenypbl NOD32 — enuHCTBEHHbIM
NPOAYKT,He NPONYCTUBLUMIM HWU OFHOro BpefoHocHoro obbekrta. UHTepdeiic NOD32,06wmit ans
MOAyNel CKaHWPOBaHWS U MOHWTOPHUHra, MOLAEPXKWBAET PYCCKMU SI3bIK U MOXKET 3arpy’KaTbcs
B [BYyX BapuaHTax: knaccuueckom Windows W Tak Ha3biBaemoMm Eset. lNocnefHui Bbirnsgut
[OBOJIBHO MPHBJIEKATENIBHO W MPOCT B MOJIb30BAHWH, OGHAKO TpebyeT HEKOTOPOro MpHBbIKAHHS,
TaK KaK COOEPXKMT MaccCy aHr/iosn3bluHbix abbpesuaryp.

TecmupoBanue: 3a 5 MHWHYT Hawen LWeCTb 3apaXkeHHbIX paiioB, a ceapbMoM (c
BPEAOHOCHBIM YEPBEM) JIMLLb «3anof03PH/» B HalMUMKU BUPYCHOM OMACHOCTH.
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Ya3BMMOCTH, OCHOBaHHble Ha ocobeHHOCTAX peanusauuu Internet Explorer

Avira AntiVir Personal Edition Classic. Pazpabomuyuk: Komnanus Avira GmbH.

Llena ot 20 espo B roa. Web-caim: www.avira.com

Avira AntiVir — npoaykT HOBbii. MMeeT HeBbiCOKylo TpeboBaTenbHOCTb K pecypcam,
PYHKLIMOHA/IbHOCTb M MPOCTOTY MHTepdeica. Bce doyHkuun Avira AntiVir norvyHo obbeguHeHbl
HECKONIbKMMU BK/IAAKAaMU B [/IaBHOM OKHE nporpammbl. B Hem ke MOXXHO mnocMoTpeTb oTder
0 paboTe cKaHepa W KapaHTWH, B KOTOPbIA MOMELLAIOTCS 3apaskeHHble WAW MOJO3PUTENbHbIE
06beKTbl. HegoctaTtok — aHrnoasbluHbIi UHTEPdENC.

TecmupoBaHue: nporpaMmma nokasana XxopoLlne pe3y ibTaTbl,oNnpeae/ivB Bce 7 BPeLOHOCHbIX
06bekToB 3a 9 MUHYT. lNpr 3TOM He BbINO 3adhMKCUPOBAHO HWU OAHOMO NIOXKHOro cpabatbiBaHus.

avast! Paspabomuyuk: Komnanus ALWIL Software.

Llena ot 900 py6 /ron. Web-caim: www.avsoft.ru

BecnnatHbIM (ons DomallHero nosb3oBaTtens) naket avast! cOCTOMT U3 HECKONBKUX YTUIIUT,B
yucne KOTOpbIX: CKaHep curHatyp avast! antivirus u ckaHep (MoHWTOpP) Aoctyna avast!l. MocneaHun
BK/loyaeT B cebs 7 pesumeHTHbIX MOLY/ieM, Ha3blBaeMbIX B [LAHHOM Cllydae NpoBanepam,
KOHTPOJIMPYIOLLMX B PeasibHOM BPEMEHHU AEATENbHOCTb KOMMbIOTEPA — OT CETEBbIX MOAK/IIOHEHUH
no obmMeHa MrHoBeHHbIMKM coobuieHusmu. CkaHep avast! antivirus Bsbigensetca W3 uucna
QHA/IOTMYHbIX MPOAYKTOB YPE3BbIYAMHO OPHUrMHa/IbHBIM UHTEPdencoM. BHellHe oH HanomuHaet
cKopee MegMansieep,uyem yTuauTy obecnedenuss besonacHocTH. Yo6Hble KHOMKU-MUKTOrPaMMbl,
BbIABUrAIOLLMECH MAHESM U MH(IOPMALMOHHOE Tabsio NO3BOMSAIOT BbICTPO HACTPOWTL NapameTpbl
CKaHUpOBaHUs.

TecmupoBarue: Ha NOWUCK LeCTU 3apaKeHHbIX (harnoB avast! antivirus 3arpatun meHee
9 MHHYT, OAHaKO B OT4YeTe NPUCYTCTBOBaJIO MHOro npe,qynpem,quMﬁ O noBpeXXAeHHbIX U
3alLMLLEHHbIX (dainax, KOTopble NPOrpaMmma NPOBEpPUTb HE CMOT/Ia.

CToMMOCTb aHTUBH pYCHOﬁ 3alHUThbl

Bonpoc HeobxoanMocTH npuobpeTeHNUsi KOMMEPUYECKON BEPCHH aHTUBUPYCHOWM NPOrpamMMbl PaHoO
WK NO3LHO BCTaeT nepef Kax<AbiM nosb3osareneM. C ogHow cTopoHbl, B UHTepHeTe AocTaTtoyHO
6ecnnaTtHbIX aHTUBMPYCHBIX YTU/UT, a C APYroH, MOHATHO,YTO TOMbKO Ha OCHOBE KOMMEPUECKHX
NaKeToB C rapaHTMPOBaHHbIM PEryispHbIM OOHOBNIEHUEM MOXHO BbICTPOWUTb CEPbE3HYIO CUCTEMY
GesonacHocTH. Kak onpegenuts ontuMasbHylo CyMMy pacxofoB Ha npuobpeTeHue aHTUBUpYyca?
Hy>kHo /MWwb Tpe3BO OLEHUTb CTOMMOCTb COAEPXKALLENCs Ha BWHYECTepe KoMmmbloTepa
UHOPMaLMK, MPUUYEM HE TOJIBKO C MO3ULUKM BO3MOXKHbIX 3/10YMbILLJIEHHUKOB, HO W C TOYKM
3peHus 3aTpar Ha ee BoccTaHoBsieHue, K aToMy Hy)KHO [06aBUTb NPUBIU3UTENBHYIO CTOMMOCTb
paboyero BpemMeHW Nosib30BaTENst UKW CTOPOHHENO CMELMaMCTa, KOTOPOe MOXKET NOoHafobuThes
Ha BOCCTaHOB/eHWe paboTocnocoBHOCTU KoMmbioTepa W npunokeHuit. CpasHeHWe NosyyYeHHOM
BEJIMUMHDBI C LeHOW aHTUBMpYcHoro MO facT MrHOBEHHbIH OTBET Ha MOCTaB/IEHHbIM BOMPOC.

8.3. YA3BUMOCTHU, OCHOBAHHbIE HA OCOBEHHOCTAX
PEAJIN3ALUU INTERNET EXPLORER

Ya3sumocTu IJII,aHHOI\/'I KaTeropmn He ABNAKTCA TaKOBbIMKU B MNpPAMOM CMbiCne 3TOro
CNhoBa — CKoOpee 3TO KOHCTPYKTUBHbIE HeD,Opa6OTKI/I, KOTOpbleé MOryt B TOM UK UHOM BUAE
HUCNONb30BaTbCA B H66ﬂaI'OBH,D,HbIX uenax.

XpaHeHHe HacTpoeKk B peecTpe

Bce HacTpoiiku Internet Explorer xpaHaTcs B CUCTEMHOM peecTpe U MOryT MOAUMULIUPOBATLCS
M3 OMANIOrOBOro OKHa HacTpoMku |IE unu nytem HenocpencTBeHHOM MpaBKU peecTpa,a Internet
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8. KomnblotepHaa 6e3onacHocTb

Explorer HUKaK He KOHTPO/NMPYET LENOCTHOCTb 3TUX HACTPOEK M He MPOBOAWT MX 3awmty. [o
[LAHHOWM MpPWYMHE 3/I0YMbILIEHHWKAMKW ObIJI0 CO34aHO MHOXECTBO BPEAOHOCHbBIX MPOrpamm,
MOAWULMPYIOWMX T€ WAM WHble HacTpoiku Internet Explorer (cywiectByloT TbicsiuM Takux
nporpamm, NpUYemM JOBOJIBHO HacTo 3anycK NOAOOHOM TPOSHCKOM MpOrpamMmbl NPOU3BOAUTCA 32
CuYeT TOM MM UHOM ys3BUMOCTH Internet Explorer).

O6biyHo BpedoHocHble npozpammel MOOUGUYUPYIOM CAEdYoWUe HaCMPOUKU:
* NOMALLHAA CTPaHULA, HaCTPOWKH MOUCKa,;

¢ napamMeTpbl 6e3onacHoCTH ana O,D,HOPI U1K HECKOJIbKUX 30H, NpU4eM BO3IMOXKHO ,£|,06aB-
leHHe OQHOro MJIKk HECKOJIbKUX CcepBepoOB B CNMHUCOK HaOeXHbIX Y3/10B;

M HaCTpOI:1KI/I noaKto4YeHua gna peanm3aluu obmeHa yepe3 npoKCcUu-cepeep 3/10yMblIlLINIEHHUKOB.

®daunbl Cookies.

®arnbl Cookies y Internet Explorer xpaHsTcs B BUAe oTAe/IbHbIX TEKCTOBbIX (Dal/IoB C UMEHAMHU
tTMna “zaitsev@yandex[1].txt” B nanke Documents and Settings\<ums nonbsoearens>\
Cookies. J1a nanka umeet atpubyT «CUCTEMHDIN» U HE BUHA B NPOBOAHUKE,HO HWUKAKOW WHOM
sawuTbl Cookies He npegycmoTpeHo. CrnefoBaresibHO, TPOSIHCKas NporpaMMa MOXET NMPOU3BECTH
aHanm3 Cookies ¢ Lenblo noucka naponen UnM MHOW XpaHWUMOMW B HUX MHopmMauuu. Kpome Toro,
MPW MCMOJIb30BAHWU UyXKOro KomnbtoTepa (Hanpumep,B WUHTepHeT-kadoe) creayer NOMHWTb, UTO
Cookies ocTaloTcsi U MOryT BbITb UCMOJIb30BaHbI 3/10YMbILLIEHHUKAMH.

Mepbl npPOTUB HECAHKLUMOHHUPOBAHHbIX ,u,eﬁcnawﬁ 3aK/1lo4aloTCA B OrpaHU4eHHUHU npas AOCTyna
k nanke Cookies u B oTtkntoueHun npuema Cookies gns onpeneneHHbix canTtos. B cnyuae
UCMOJIb30BaHHWS YY>KOrO KOMIblOTEpPa HY>KHO yaanuTb chainbl Cookies nocne 3aBeplueHus ceaHca
paboTbl.

XXypHan noceuweHHbIX CaHTOB.

Internet Explorer Beget >xypHan, B KOTOPOM (pUKCHUPYIOTCS NOCELLEHHbIE NO/Ib30BATENIEM CaWThl.
Ocoboit onacHOCTH 3TO He NPeACTaB/ISET, O4HAKO TaKOW XKYPHas He 3alLMILEH WU MOTOMY MOXKET
ObITb NMPOAHa/IM3MPOBaH TPOSIHCKOW Mporpammoi. Ytobbl nNpefoTBpatTh ataku, peKoMeHayem
OUYMCTKY >XypHasia U HacTPOMKY BPeMeHW ero xpaHeHus B napametpax Internet Explorer.

HepocratouHas 3awuTta naponei gocryna K Be6-cantam

U K AaHHbBIM CUCTEMbI aBTO3aMNMO/IHEHHUA (pOpM.

Korpaa nonb3oBaresnio npuxoauTcst aBTOPU3OBaTbCS Ha HEKOTopoM Beb-camTe,Internet Explorer
npeasiaraeT COXPaHWTb Naposin. ITO oueHb yaobHas (yHKUMS, 32 OAHUM WCKIloYeHWeM —
3aliMTa COXPaHEHHbIX Maposiel A[OoCTyna HaxXoAWMTCA Ha Hu3kom ypoeHe. CyuiectsyioT
nporpammbl (Hanpumep, Advanced Internet Explorer Password Recovery), npeaHa3HauyeHHble
NS oTOBpaXKeHMs COXPAHEHHbIX NApPOsIEN U NO3BOJAIOLMX MPOCMOTPETb COXPAHEHHbIE NapOsIv
K Beb-caiTam W JaHHble CUCTEMbl aBTOMATUYECKOrO 3arnoiHeHUst POpM.

Mo3ToMy COBETYEM He WCMO/b30BaTb COXpaHeHWe naposiel W aBTo3anosiHeHWe Beb-chopM,
NPUYEM 3TO OCOBEHHO BaXKHO NpH paboTe Ha KOMMbIOTEPE, K KOTOPOMY WMMeeTcs MyGanuHbIM
poctyn. OKHO HacTpOWKM aBTOMATMUYECKOro 3ano/iHEHWS (POPM, MOKa3aHHOE Ha PUCYHKE,
NO3BONAET BbINOJIHUTL OBa BUOaA onepaunﬁ: HaCTPOUTb aBTO3anoOJIHEHUE U NMPOU3BECTU OYUCTKY
>KYpHa/IOB aBTO3aMNO0J/IHEHMUS.
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Ysa3BMMOCTH, OCHOBaHHble Ha ocobeHHocTsax peanusauuu Internet Explorer

Hactpoika astozanonHe HMA

MpH 3BTO3AN0NHEHHN HCNONB3YIOTCA COBNAASHHA € PaHee
BESAEHHEIMH A3HHEMH .

MCNonb30BATE ABTO3AN0AHEHHE ANA

[ hopm

[] umen nons3sosaTeneii n naponesi B dopmax
[¥]3anpoc Ha coxpanerie napona

OMHCTKAS MYPHANS ABTO3AN0NHEHHA

BEKNaAKE

(__owicrnrs dopres | [ owncrvms naponn_ |

Yrobbl YAANMTL M3 XypHana seb-aapec, BuibeprTe
Mm'nm!e'cmeaoﬁmpeua

Tend" Ha

Lo ] [Lomens |

Cnepyet oTMeTHTb, UTO B nociefHWx Bepcusix Internet Explorer noseunach BO3MOXXHOCTb
npocmatpueatb NOAK/OYEHHbIE HAACTPOWKM U Moaynu pacluperus (meHio Cepeuc\CeolicTBa
obospeBarens, B OKHe CBOMCTB — 3aknafka «[lporpammbl»,kHonka «Hapnctpoiku»). B naHHOM
OKHE MOXHO HEe TOJIbKO MPOCMOTPETb YCTAHOBNEHHblE HAACTPOWKM W pacluupenus |E, HO M

OTKJIIO4YHUTb 11}06)'}0 13 HaOCTPOEK.

MpocMmoTp v ynpaeneHune HaacTpoikamu Internet Explorer

Twunbi HAACTPOEK
ﬂl‘lanenu WHCTPYMEHTOB W PacLUMPEHNA

p Choyx6el noncka
@ Ycxopurenn
€8 Ownurpauma InPrivate

Orobpaxare:

(Bee maacrpoiinn

)

WUma
Adobe Systems Incorporated

Shockwave Flash Object

LLC Mail.Ru
MailRuBHO Class
Cnymuk@Mail.Ru

Microsoft Corporation
CnpasouyHbie maTepuanst

00O Russkie Internet Reshenija
QIPBHO Class

Rambler Internet Holdings, LLC

¢| m___j

Kak npoBeputb, ya3sum nu Baw Internet Explorer

Wspatens

Adobe Systems Incorg

LLC Mail.Ru
LLC Mail.Ru

Microsoft Corporatior

000 Russkie Internet

BbibepuTe HaACTPOWKY ANA U3MEHEHUA COCTOAHWUA MW NPOCMOTPa CBEAEHUIA.

poBecTH KOMNIEKCHYIO NPOBEPKY W JaTb OAHO3HAYHble OTBETbI KpavHe TPYLHO, HO NpoBepKa
Ha/MuMa  aecaTka Haubosee NOMYMSPHbIX YA3BUMOCTEW [LOCTynHa JiloGoMy nonb3osaresio.
Mpolue Bcero BbINOMHWTL NPOBEPKY NPU MOMOLLM OHNAMHOBBIX pecypcoB (Hanpumep, http://
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8. KomnblotepHas 6e3onacHocTb

bcheck.scanit.be /bcheck /). Upes nopobHbix TecToB BecbMa npocTa: Mocie Hayana Tecta
npoTue Gpay3sepa nooyepesHO MPUMEHSIETCS HECKOJIbKO 3JKCMJIOUTOB, & MOJIb30BaTesb NPH 3TOM
MOXeT Habsofarb 3a peakuued bpaysepa Ha KaxKgpld U3 HUX. 3aremM (DOPMUPYETCS OTUYET, B
KOTOPOM YKa3aHO, CKOJIbKO 3KCMJIOWTOB YCMELWHO cpaboTaso, C ONMCaHMEM COOTBETCTBYIOLUX UM
yA3BMMOCTEM U METOLOB UX YCTPAHEHMUS.

IJkcnaoim, (arnesn. exploit, skcnayamupoBams) — 3MO KOMNbIOMEPHAS NPOSPAMMA,
gpasmeHm npospamMmHo20 Koda uau nocsaedoBamesbHOCMb  KOMAHO, UCNO/b3YoUWUe
ysa3Bumocmu B npoepammHom obecneveHuu u npumeHsemoie 05 npoBedeHus amaku
Ha BeryucaumensHyro cucmemy. Llessto amaku moxcem 6eims kaxk 3axBam KOHmMPoOAs Had
cucmemoli (noBeiwerue npuBuneaul) mak u HapyweHue ee YHKUUOHUPOBAHUS.

bpanmayap (firewall) Windows 7 npepncrasnsier cobol nporpaMMHbIA UK annaparHbii
KOMMJIeKC, NPOBEPSIOWMI faHHble, BXoAsLWMe dYepe3 MHTEpHET unu cetb, U, B 3aBUCMMOCTH OT
HacTpoek BGpaHamayapa, 6OKUPYET UX UK MO3BOJISIET UM NPOWTU B KOMIbIOTEP.

BpaHamaysp nomoxeT npenoTBpaTMTb MNPOHWKHOBEHWE XaKepoB WM BPEAOHOCHOrO
nporpammHoro obecnedyeHus B Ball KomnbloTep yepes ceTb unu UntepHet. Bpanamayap Takxke
nomoraet NpefoTBPaTUTh OTNPABKY BPELOHOCHbIX MPOrpaMM Ha ApYrde KOMMbioTepsbl.

@ Baw xomnbiotep

(2) Baw 6panamaysp
@ WntepHer

Loctyn Kk HacTpoikam 6paHamayspa Windows 7 MOXHO nonyuutb npu nomoiuu Myck —
MaHenb ynpaeneHnss — Cuctema u GesonacHocTb - 6pangmaysp Windows. lMpumep okHa ¢
HacTpoiKamMu bpaHaMayapa nokasaH Ha PUCYHKe.
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MeToauka NnpoTMBOAEHCTBUA YA3BUMOCTH

i « Cucreman 6 wocts b B p Windows =

Moucx: & naresu ynpoaserius

)
-
@

@aiin  MNpaexa Bua Cepemc Cnpasxa
Manens ynpasnewus - .
mu;mm 3awwTuTe CBOM KOMNbIOTEP ¢ NOMOWbIO Bpanamayspa Windows
P Bp ysp Windows nomoraer npeaorep UHOHHP # AOCTYN 3N0y nan
el 3:::‘ BPEACHOCHBIX NPOrPAMM K 3TOMY KOMNBIOTEpY Yepes MINTepHeT unm AoKansHyro ceTe.
NpOrE
wepes Gpanamayp Windows Kax Gpanamaysp NOMOraeT 3aLMTHTS KOMNbIoTER?
%) Vowmenenue napamerpoe JONONHUTENBHBIE CEEAEHNA © CETEBLI PAIMELLIEHMAX
YBEAOMAEHHA —
% B — . @ Jomawnme nan paboune (YacTHeIe) ceTn Noakawouero (&)
Gpangmayspa Windows
Cemm 40Ma AN HA PaBOTE, KOMAS BAM MIBECTHBI MCNONLIYIOWME CETh NIOAN M YCTPOHCTB
¥ Boccranoenms ymonuakna
L P : Cocroanne Gpanamayspa Windows: Bien.
Ycrpanenne Henonaaox & cetn Bxoaawme nogmonenmns: BAOKMPOBATE NOAXNIOUEHIA K NPOTPAMMAEM,
Phie He B/ B CNMCOK pasp
NPOrpamM
A wan pab (uacmeie) cem: ) gefault
Cocroanne yseaomnenns: Yeen b, KOrAa 6p yap Wind,
GAOKMPYET HOBYIO NPOTPAMMY
. @ ObuwecTeeHHbie ceT He noakatoueto ()
Cw. Taicxe
UenTp noaaepuaxm
Lientp ynpasnesia cetamm n
oGwmm AoCTyNOM

B 3TOM OKHE MOXHO BKIOUMTb MAM BbIKNIOUMTb OpaHaMmaysp LS BCEX COEAMHEHWH C
ceTblo. HopmanbHoe coctosHue ans 6paHgmayspa — «Bknountb». He cnemyet Bbikniouatb
OpaHaMayap gaxke Ha KOpoTKoe BpeMs 6e3 cornacoBaHus C agMUHUCTPATOPOM CETH, T.K. MpH
aTom Bbl pucKkyeTe noaBeprHyTbCS CETEBOM artake.

8.4. METOAUKA NMPOTUBOAEACTBUA YA3BUMOCTAM

1. CBoeBpeMeHHas ycTaHoBKa 0bHoBNeHU. Kak HW1 BaHaneH 3TOT coBeT, CBOEBPEMEHHas
yCTaHOBKa OOHOBNEHWW SBSeTCA OOHOM W3 caMbix 3PMEKTUBHbIX Mep OGopbbbl ¢
YSA3BUMOCTSIMMU.

2. MpHUMeHeHUe aHTUBUPYCHbIX MOHUTOPOB.

Llenbio MHOTMX 3KCM/IOUTOB $SBASIETCA 3arpy3ka M 3anyck TPOSIHCKOM Nporpammbl.
MoHuTOp MOXeT O6Hapy>KuTb 3Ty NPOrpaMMy B MOMEHT €e 3arpy3kd WM 3anycka.
HekoTopble aHTUBMPYCHble MOHUTOPbI MOTYT MPOBEPSTb CKPUNTbI NEPEL WX BbINOJHEHUEM
(Takyto npoBepKy,B YACTHOCTH, BbINOSIHAET MOHUTOP aHTUMBUpYyca Kacnepckoro).

3. Pabora c Internet Explorer us-nos yyeTHOM 3anucu nonb3oBaTtens,npuyem B uaeasne
nosib3oBaresib JO/KEH ob6nagatb MUHUMaNbHbIMU npasamu. OT yA3BUMOCTH 3TO He cnacer,
HO HaHeceHHbIH cucTeMe yuwepb Gyaer HecpaBHeHHO HuxKe. Kpome Toro,MoxHO 3anyctutb
Internet Explorer c NOHWXXeHHbIMUW NpaBaM1 — MPU NOMOLLM 3anycKa OT UMEHW NO/b30BaTENSA
C OrpaHWyeHHbIMU NpaBamH.

4. MpumeHenne OGpaHgmayapos. HekoTtopbie 6paHgmayapbl MOryT obHapyXuBaTb M
6/10KMPOBaTb 3KCMIOWUTbI MO CUrHaTypam, U npakTHYecku oboi BpaHaMaysp OKaxKeTtcs
Nnone3HbIM B c/lyyae NPOHUKHOBEHWS Ha KOMMblOTep BPEAOHOCHOM MpOrpaMMbl, Tak KakK OH
3abnokupyet ee nonbiTku obmeHa ¢ MHTepHeToM.
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8. KomnblotepHasa 6esonacHocTb

5. TwarenbHas HacTpoWka 6esonacHocTi, ocobeHHo gans MHTepHet-3oHbl. HacTtpoiiku
6e3onacHoctu Internet Explorer HeoOGXOAMMO NEPUOLMUECKH MPOBEPSTb, MOCKOJIbKY OHH
MOryT ObiTb HECAHKLMOHWPOBAHHO HW3MEHEHbl BPEAOHOCHBIMM nporpaMmamMu. [loBbiweHHas
OCTOPOXKHOCTb MPH OTKPbITHH CCbISIOK, OCOBEHHO B MUCbMAX, MOJYUEHHBIX MO 3JIEKTPOHHOM MouTE.

8.4.1. OBLUME NPABUJIA BE3OMACHOW PABOTDI
B CETU INTERNET

1. He yctaHaBnu1BaiTe 1 He coxpaHsiTe NoJo3pHUTE/bHbIE haibl,NONYYEeHHbIE U3 HEHAAEXKHDBIX
WCTOYHUKOB, CKadyaHHble C HEM3BECTHbIX BEDO-CAMTOB, MPUC/IAHHBIE MO 3JIEKTPOHHOM MouTe,
nosiydeHHble B TeneKoHdepeHuusx. Takuve dpaiibl fiydwe HeMeaneHHo ygpanate. B cnyuae
HeobXOLMMOCTH 3arpy3ku haina, ybeautecb, uTo OH NPOBEPEH AHTUBUPYCOM.

2. Hukomy He nepepaBaiiTe CBOM perMcTpauroHHble JaHHble (MMeHa nosib3oBaTesier U NapoJsiv)
W XpaHWTe UX B 3aLUMLLEHHOM MecTe,fOCTyNHOM ToMbko Ans Bac.

3. Mo BO3MOXHOCTH, HE COXpaHsAWTe B CUCTeMe Napoau (O YCTAaHOBKW COEOWMHEHWH C
NHTepHeTOM, ANs 3NEKTPOHHOM NOYTbl U Ap.), NEPUOAHYECKU UX MEHsIUTe.

4. Wcnonb3syiTe aHTMBUPYCHYIO NporpamMy ANs MNPOBEPKWU >KECTKOro Aucka. B cnyuae
oBHapy>KeHUsi BUPYCOB, BbINOJIHAWTE MOJIHYIO NPOBEPKY BCEX PA3LEsIOB.

5. OueHb 4acToO 3/10YMbIWIEHHUK BblAaeT ceBs 3a agMUHWCTpaTtopa WK NpeacTaBuTesNs
perympylowero rocyaapcreeHHoro opraHa. O6bAcHAS Kakue-MBo TEXHUUECKHE AeTas, MOXKeT
yTBEPXKOaTb O TOM, 4TO, Hanpumep,basa JaHHbIX C PErUCTPALMOHHBIMU LaHHBIMW MOBPEXKAEHA,
MOXKET MbITaTbCs BbiBeAatb ¥ Bac uMsa nosnb3osatens v naponb K Bawemy nuuHomy cuety v np.

8.4.2. POAUTENIbCKUXA KOHTPOJIb B UHTEPHETE

http://www.ixbt.com /soft/parentalcontrol.shtml

MporpammMbl POAUTENBCKOrO KOHTPOJS NpefHa3HauyeHbl, B NEepPBYIO o4yepenb, AN CO3AaHHA
orpaHuuyeHui pebeHKy, OHM Mpu3BaHbl obecneunTb ero 6e3onacHoCTb, orpaguTb OT TOro, uTo,
BO3MOXHO,EMY elle paHo 3HaTb U BUAeTb. OfiHa U3 OCHOBHbIX 3a[a4 NPUIOXEHWH — co3aaHWe
chunbtpa Beb-caiToB. Bce oueHb NPOCTO: Ha OfHWM CTPaHWLbl 3aXOAWTb MOXHO, Ha Apyrve —
Henb3s. Kak ocyulectsnsetca nopobHbiti KoHTponb? O6bluHO nNpeanaraeTcs ABa BapuaHTa
OorpaHUYeHuH.

Mpunoxenue pabotaeT ¢ Ha3oi AaHHbIX, FOe copepyKatca caiTbl ans B3pocbix. Kpaiine
»KenaTtenbHo, uTobbl CMUCOK perynspHo obHoBasnca uepe3 MHTepHeT, MHaye NosiB/IeHUE HOBbIX
pecypcos 6bICTPO cAenaeT 3aliuTy HeaxkTyalbHOW. AAMWHUCTPATOP WM, B AaHHOM chyyae,
POAMTENIM MOTYT PacLIMPATb YEPHbIA CMIMCOK CAMTOB Ha CBOE YCMOTPEHHe.

[loBonbHO uacTo npuMeHseTcs Bosee KeCTKMIM Cnocod KOHTpons — cosfaHue Oenoro
cnucka. PebeHoK MOXeT noceliatb TONbKO Te Be6-CaiTbl, KOTOPble eMy paspeLlriu POAMTEM.
MuHyc nofobHOro KOHTPONA 3aKNoUaeTCs B YPE3MEPHOM CTPOroCTH, MOXKHO AaKe CKa3aTb, B
>kecTokocTu. [lycTunu foub 3a KOMMbIOTEP,a CaWT C ONMUCAHUAMU TEXHWUECKUX XapaKTepUCTUK
KYKON He BKalouunu B Genbit cnucok. [lesouka B cnesax. [Moapyskku AaBHO XBacTaloTcs
HOBMHKaMM KYKOJIbHOrO MWpa,a pebeHOK Aaxe He B Kypce,0 ueM BoODLLe CBEPCTHWUKMU BeayT
pa3srosop, UHTepHeTa-TO HOPMasIbHOro HeT. 3aTO He Hafo AaBTOMATHMUYECKHM OBHOBAATb CMUCKM,
aKTyaNbHOCTb CO BPEMEHEM MPAKTHUUYECKU HE TepseTcs.

Euwe oavH cnocob poauTenbCcKOro KOHTPONA 3aklouaeTcs B (pUAbTpauuu CalToB Mo
ux copepxumomy. Bbl 3apaete Habop KIOUEBbIX C/IOB, U €CAM UTO-IMOO M3 WX CNMCKa
obHapy»kMBaeTca Ha BeD-CTpaHWLe, TO OHa He OTKpbisaeTcsa. Pogutensm, BO3MOXHO, npuaeTtca
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Poautenbckui KOHTpPONb B MHTEpPHeETe

OT6p0CMTb npoyb CTpax U CTbih, CaMOCTOATE/IbHO BMHCbiIBad MaTt, MOLWIOCTH, YrosOBLUUHY H
npoyne Bellu, 3anpeleHHble anAa pe6eHKa.

ObecneveHre 6e3onacHOCTH pe6eHKa 3a KOMMbOTEPOM 3aK/ilo4aeTCA He TOJIbKO B
OorpaHu4eHnn [octyna K Beb-caitam. Ectb eule ogHa, €CnM TaK MOXXHO Bblpa3nTbCA, rpynna
PHUCKa — 3TO NporpamMmmbl obMeHa MrHOBEHHbIMU COO6LLI,eHHF|MI4. PebeHok HauB€H, OH MOXHO
HeéYadaHHO pacCKa3atb He3HakKoMuy BallHh JIMYHbIE [OaHHble. 3HOYMbILLIﬂeHHHKM XUTPbl, OHH
NPUKKUODbIBAIOTCA pOBeCHMKaMM,HEB3Ha‘-IaI:1 3a4aloT KaBep3Hbie BOMNPOChbI. HaI'IpaLLIMBaeTCFI 1 BTOpaA
OonacCHOCTb — CO6€C€,D,HHKI/I pe6eHKa MOryT Hay4YHTb €ro, B siydliemM ciyyae, MEJIKUM NaKOCTAM, a O
npuMepax cepbe3HbiX 6e,u, nydule gake He BCnoMUHaTtb. HeKOTOpre nporpamMmmbl poamUTESIbCKOro
KOHTPONA cnocobHbl NPOU3BOOHUTD aHa/IU3 HHCbOpMaLI,MM, OTI'IpaBﬂHeMOl:i C KOMMnbioTEpa. Ecnhu B
HeM BCTpEe4YaloTCA HEKHUE Kto4yeBbl€ CNOBa, HanpuMmep, agpec, HOMep LWKOJbl UH TeﬂerOHa, TO
nponucxoauTt 6}'IOKMpOBKa OTNpPaBKH C006LLI,EHHF|.

B Bawel cembe OA4uH p€6eHOK W/ HECKOJIbKO ,D,ETeFi, €CTb KOMNblOTEP, I'IO,D,K)'HO‘-IeHHbIlz K
MHTepHeTy. Kak obesonacutb Mnaguee noKoseHHe OT HEeraTtTuBHbIX I'IOCJ'Ie,D,CTBI/ll:i I'Ipe6bIBaHMF| B
Cetn? I'IepBoe, YTO Cpa3y HanpawuBaeTCa — KOMNbIOTEP HE AOJIXKEH CTOATb B ,D,eTCKOI:1 KOMHarte.
ﬂyl-ILI.Ie BCero, ecJin OH 6y,u,eT B 3ane, rge KTO-HM6y,D,b pop,MTeneﬁ CMOXET NOCTOAHHO CneauTb
3a TeéM, YeM 3aHUMaeTCA pe6€HOK. B NPOTUBHOM CJly4ae, OH 3anpetca B KOMHaTte, M Bbl faxKe,
BO3MO>XHO,HE AOoragaeTecCb,4To0 4YaaoM CKa4yaHO HECKOJIbKO (*)MJ'IbMOB 3POTUHECKOIo coneprKaHuA,
a B MECTHOM 4aTte eMy pacCKa3a/ii,KaKk CaMOMY pAeniatb netapnbl.

Pe66HKy Hado MNnoKa3aTb MHTepHeT, 3anHTepecoBaTb MNOJIE3HbIMH, C Balle¥ TOUKM 3P€EeHuUA,
CaleTaMl/I, O6bﬂCHMTb, 4yTO MOXHO Jeniatb, a YTO HEeJ/Ib3A4. Henb3a cornawartbca Ha BCTpEYHn C
HE3HaKOMbIMH NOObMH, HE/Tb3A COO6LLI,aTb JIMYHbI€ OaHHbl€, HEe/1b3A CaMOCTOATE/IbHO COoBepLlaTb
NOKYNKKW B CE€TEBbIX Mara3mHax. Hy a BMeCTO HpaBoyHEHMﬁ CblHY «H€ CMOTPHU Ha roibiX >X€HLHUH»,
yMeCTHeI:i BOCNOJIb30BaTbCA CneunasibHbIMU NPOrpaMMHbIMU NMPOAYKTAMH, KOTOPbIE 3aKPOKOT eMy
AOCTYyNn K B3POCJ/IbIM pecypcCaM.

Bom npumeper no0o6HeIx npozpamm:
* Crawler Parental Control 1.1

* KidsControl 2.02

* ParentalControl Bar 5.22

* Spector Pro 6.0

» KubepMama

8.4.3. OHNNAUH-UTPbI.

Mo MHeHWIo NCUXONOroB,HENPEOOIMMAn TAra K OHNIaWH-Urpam CErofiHsi CTOWT B OfHOM psfy C
TakKMMKW NaToJIOrMYECKMMU PaCCTPOMCTBAMM, KaK LLIOMUMHIOMaHUA MW Knentomanus. Kak npasuno,
MHTepHeT-3aBUCHMbIN MHOMBUG, SBNSETCS obnafjareseM Kakux-nMbo HepocTaTkoe wau npobrem,
3aTPYAHAIOLMX CoLMasbHble KOHTakTbl. Camble pacnpoCcTpaHeHHble W3 HUX: COLMOGobUs,aedeKTb
BHELWHOCTH, JIMWHUM Bec, OedeKTbl peuu, ceKcyasbHble npobniembl, TPYAHOCTH B OBLLEHWH, a
TaK)XXe HeJOCTaTOK CaMOYBa>KEHWsl, CO BCEMM HUMMU CBsi3aHHbIW. YenoBeKky MOXXeT He XxBaTaTb
BHUMaHHWA WM OQ0OPEHUS CO CTOPOHbI BIM3KMUX,CAMOCTOATENBHOCTH, Bepbl B cebs. MoTpebHocTb
B KOMMEHCALMU 3TUX HEeAOCTaTKOB TONIKAET MHAWMBUAA B BUPTYaslbHYIO peasibHOCTb, KoTopast
NPenocTaBnseT yoexuuie oT peanbHOCTH HacToswed. JIMUHOCTb nepectaeT »WTb B peasibHOM
MHpE W HauMHaeT rpe3nTb Hasey. OfHaKO BCe MOXET 3aKOHUMTbCS Tpariecku — 6espbixaHHbiM
TEe/IOM, PacnpocTepTbiM Y MOHWUTOpPA.

B3pocnbiM, npucTpacTUBLUMMCA K OHflaWH-WrpaMm, ropasgo npouwe. OHW MOryT pacctaBuTb
NPUOPHTETDI, CKa3aTb cebe B KaKOH-TO MOMEHT, UTo YOUIHCTBO HapUCOBAHHOMO [PaKOHAa He CTOMT
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8. KomnblotepHasa 6e3onacHocTb

cemenHbIx npobnemM. OHW MOryT OTAENWUTb BUPTYasibHylo 6e3HaKa3aHHOCTb OT peasvi >KU3HW. Y
HWX — ONPEeAeNIEHHOro poAa UMMYHWUTET MPOTUB BCErO TOrO,4YTO BKJ/1aAbIBAIOT B NOACO3HAHWE TaKue
OHNaWH-Urpbl. MMMyHUTET, B OCHOBE KOTOPOrO JIEXKMT XKM3HEHHDBIM onbIT. [paBaa, He Bcerpa U He
Y BCEX 3TOT UMMYHWTET cpabaTbiBaeT, HO 3TO YKe Apyras uctopus. [eTaM npuxoguTcs Tsxenee.
Y HUX HET )KU3HEHHOrO OMbITa, OHW HE CTAJIKUBAJIUCb CO MHOTMMM YKU3HEHHbIMW peaniusaMu. Y HUX
HE BO3HMKAET ceMelHbIX Npobiem M3-3a NPUCTPACTHUA K OHNaiH-urpam. Makcumym — npobnembl ¢
yyeboM, HO U TYT He BCAKMI poauTenb cnocobeH YBULOETb B3aMMOCBA3b, & CMMLLET HEYCNeBaeMoCTb
Ha C/IOXKHYIO LKO/IbHYIO NpOorpamMy, B KpaiHeM Cilyuae — Ha TynocTb COBCTBEHHOro pebeHKa.

Jetam cnoxkHee octaHoBuTbCA. U ¢ KaxkabiM AHEM OHM BCe Boblue BTAMMBAIOTCS B BUPTYasibHbIM
MHp, obpacTas Tam APYy3bsMH W 3HAKOMbIMU,OTBOPaYMBAsACh OT peanbHOM >KU3HW. Tem Bonee,uto B
BUPTYa/IbHOM MUPE TaK NPOCTO CTaTb MaepoM. M Becb Heratve OHMAWH-UIP BbINJIECKUBAETCS Ha UX
HenoAroToBneHHoe co3HaHue. N npukuBaetcs Tam. [Nocnencteus yxe usBectHbl. He oaHa u He aBe
UCTOPHK 06 YOUICTBAX U U3BUEHUSX, COBEPLLEHHDBIX AETbMH, NIOBUTENAMU Pa3/IMUHBIX OHNANH-WIP.
Uto HeyamBuTEnbHO. Y>Ke HEOQHOKPATHO ObINIO CKasaHO: TPaBMbl B Urpe He BONAT,a ecnu paske
U YOUNK, TO NErkoe HaxkaTue KJaBWWM — W WrPOK BOCKPELLEH,rOTOB K HOBbIM nogsuram. Korga
CMELLMBAIOTCA B CO3HaHWW BUPTYasl U peas, To CO CTUPaHWEM 3TOM rPaHU CTUPAETCA U MHOroe
apyroe. U BupTyanbHas 6esHakasaHHOCTb NPUBOAMT K Becnpeneny B peasbHOM XH3HM.

Tak uTo pPOAMTENAM PEKOMeHAYeTCsa BHUMaTeNbHO HabnogaTb — a UTO MMEHHO YyB/eKaeT
pebeHKa, B KaKylo WMrpy OH WrpaeT, 3aKpbIBLUMCb B CBOEW KOMHATe HaefMHE C KOMMbIOTEPOM.
XenatenbHo ele ¥ HEMHOrO MOWrpaTb CaMOMY,UTOBbI TOUHO 3HATb — KaKWe MMEHHO OMacHOCTH
noacTeperaloT HEOKPENLLYIO NCUXKMKY U HEPa3BUTYIO MOpab pebeHKa Ha BUPTYasbHbIX AOPOrax.

N ecnu BbisicHUTCH, uTO AaHHas urpa sensetcs ons pebeHka noTeHUManbHO OMacHoM, To
HY>HO... HeT, He 3anpeTuTtb. 3anpeTbl — camblii XyALUWKA BbIXOZ, U3 NOMOXEHUS. 3anpeTHbIi naog,
cnagok. Ho — npennoxuth anbTepHatuey. HacToswme npuknioueHus. Xots Obl noxop B nec
C nanatkamu — [feweBo W cepauTo. Hactoswyio pbibanky — oHa Kyaa yBnekartefbHee JIOBAM
HapucoBaHHOM pbibbl. HacToswmx apysei.

B KoHUE KOHLOB, BUPTyasibHbIM NPSIHUK COBCEM He cnagkui. [lpocto notomy, yto OH —
HapWcoBaHHbIA. M KaKk Tonbko pebeHoK 3To noiMeT — onacHOCTb MUHOBana.

8.4.4. NAPONH

K COXXaJieHUlo,4emM Bonblle Nosib3oBaTesv COO6LLI,a}OT o cebe B CeTH, TEM Bbill€ PUCK KparKH
WX JIUYHDbIX [OaHHbIX KM6epI'IpeCTyI'IHMKaMM, KOTOpbl€ B ,D,aﬂbHel:lLIJEM MOLUEHHHUYECKUM NyTeEM
ano6peTa|0T TOBapbl U yCN1yru OT UMEHHU nonb3oBarteneu U AaoKe KpaayTt oeHbrn HenocpencTtBeHHoO
¢ 6aHKOBCKMX CHETOB CBOMX JKepTB.

I'Iocr(oany napoJjin 3aluuialoT KOH(*)M,D,eHLI,MaﬂbHy}O MHq)OpMaLIMIO, MX Ba>KHOCTb TPYyAOHO
nepeoueHUTb. Bce Bawu y4y€THbl€ 3anuCu B MHTepHeTe AOJIXKHbI ObITb 3almuieHbl naposisamMu. Ho
BbI6HpaTb napoJib HY>KHO OCMOTPHUTEJIbHO.

I'Iaponb 3almulaeT Balln nepcoHasibHble AOaHHbleé OT KpaXXu, B TOM 4UC/e He NOo3BOosAeT
310yMbIlWWIEHHUKaM NMOJTY4YHUTb OOCTYyNn K 6aHKOBCKOMy CYHeTy Uan OpyruM 3N1€KTPOHHbIM YyYETHbIM
3anucam U yKpactb Ballk OEHbrU.

Bbi6op HageXxHOro napons

Bbibupaiite naposnu,KoTopbie BamM OyLeT IETKO 3arMOMHWTb U HE MPUAETCS 3anucbiBatb (B TOM
uucsie BHOCUTb B hai/l Ha BaweM KomnbioTepe). Takok tain MoxKeT BbiTb CTEPT,NOBPEXKAEH WU
yKpageH KubepnpecTynHUKamu.

1. He ucnonbayite B KauecTBe napossi peasibHble C/IOBA,KOTOPbIE KUOEPNPECTYNHUKKU MOTyT
HalTH B C/lOBape.
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Maponu

2. Ucnonbayite BykBbl KaK HUXHErO, Tak U BEPXHEro PErucTpa,a Takxe uudpbl U Opyrue
CUMBOJIbI — HanpuMep, 3HaKW MpenuHaHus (XOTA MCMONb30BaHWE NOCNELHWX He Bcerfa
paspelLLeHo).

3. He npuberaiite K «poTauuu» naponei, korga «naposbl», «naponb2», «naponb3» u T.4.
UCNOJIb3YIOTCA NONEPEMEHHO [ PA3HbIX YUYETHbIX 3anucei.

4. Ecnu BO3MOXKHO, UCNOJIb3yHTe B KQYECTBE NApOJIsi C/IOBOCOYETAHHE, @ He OTLEe/IbHOe C/I0BO.

5. He wvcnonbayiite oguH U TOT >Xe Naposib ANs pasHbiX YYeTHbiX 3anuceid. B npotueHOM
cnyyae, nofobpas TOMbKO OAMH MapOsib, 3M10YMbIWIEHHUKM NOMyyYaT AOCTYN KO BCEM BalUWM
OHJlaMH-aKKayHTaMm.

6. He ucnonbayiite ans 3alumTbl CBOMX JaHHbIX OYEBUAHbIE NAPOJU, KOTOPbIE NIETKO yrajartb:
UMs Bawero cynpyra, pebeHka, OOMAaLIHEro >XWBOTHOrO, PErMCTPAaLMOHHbIH HOMEP MallUWHbI,
NOYTOBbIN MUHIEKC U T.M.

7. He coobuwaite HWUKOMy cBoM naponb. Ecnu ¢ Bamu csizanca (Hanpumep,no TenedoHy)
NPeacTaBUTENlb HEKOW OpraHu3auuu W NonpoOCHa COOBLLMTL Bal Naposib, He PacKpbiBalTe CBOM
JIM4YHbIE JaHHbIE: Bbl HE 3HAETe, KTO Ha CaMOM [Jefieé HaXOOUTCS Ha LPYrom KOHLE NpoBoAa.

8. Ecnu oHnaWH-marasuH unu Beb-caWT npucnan BaM MO 3NEKTPOHHOW nouTe cooblueHue
C NOATBEP)KAEHUEM PErMCTPALMOHHOW MH(OPMaLMKU M HOBbIM MaposieM, KakK MOXHO cKopee
3aluTe Ha COOTBETCTBYIOLLMM CaWT U CMEHUTe Naposib.

9. Y6epnutecb B TOM, UTO YCTaHOB/IEHHOE Ha BalleM KOMMblOTEPE NporpamMMHoe obecneueHue
Ans 3awmTbl oT UHTepHET-yrpo3 6AOKUpYeT NOMbITKU Nepexsarta UK KpaH.

Hmak, Belbupas naposb:

» [lenaiite ero 3anomuHaroLUMCS;

* XpaHuTe ero B ceKperte;

* He nossonsiite ¢ BUay neranbHbiM OpraHU3aLmMsM BbIMaHWTb €ro y Bac oObMaHHbIM nyTeM;

* Ucnonbayite ogHOBPEMEHHO OYKBbl HWXKHErO W BEPXHEro perucTpa, UuMdpbl W apyrue
CHUMBO/Ib;

* He ucnonbayiTte ogMH naposib A/ HECKOJIbKMX YUETHbIX 3anucew;

* He potupy#Tte naponv mexxay pasHbiMK YUETHbIMU 3aMUCSMMU.

8.4.5. OCHOBHbBIE NPABUNA BE3ONACHOCTHU NPU PABOTE C
ANIEKTPOHHOMU NMOYTOMU

1. He 3anyckawTe nporpammbl, NoslyyeHHble MO 3/IEKTPOHHOM noute. JTO [AEeWCTBUTENIbHO
OMacHo, JaXKe €C/iM NMUCbMO MPUC/aNn XOpPoLO W3BeCTHbIM Bam uenosek. Ecnn ectb nofospetue,
UTO 3TO BMPYC WJIM, TaK HA3bIBAEMbINA «TPOSIH»,MPOCTO YAASUTE MUCbMO.

2. Hukomy He posepsiite Baw naponb! Ecnu Bam npuwno nucbMo ¢ TpebosaHueM coobuymutb
BCe JaHHble 0 cebe, BK/IIOYAs Naposib A/ BaleW NouTbl, He OTAAaBaWTe Naposib,AaXke ec/iu 31O
MMCbMO MPULLIO C agpeca webmaster unu support. He nosepsite fosogam Bpoge «ycTpaHeH!s
TeXHUUECKUX npobsiem ¢ Bawum swmkom» 1 He BoTech yrpos Baw awwmk 3akpbiThb.
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