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MHTepHeT Belller: Npo0OJieMbl IPUMEHEHUS
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HMHTepHeT Beleu:
pPOCCHUKCKast HU3KOpeCypCHasa KpUuITorpadus
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HMHTepHeT Beleu:
pPOCCHUKCKast HU3KOpeCypCHasa KpUuITorpadus
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HMHTepHeT Bellleu:
pPOCCHUKCKast HU3KOpeCypCHasa KpUuITorpadus

Camas 6onbluas npobnema: «Taxkenbiey»
Knaccmyeckmne npoTtokonbl SSL/TLS/IpSec

Paboyaa rpynna TexHM4eCKoro KOMmUTETA Mo
cTaHaapTm3aumm TK 26 no pa3paboTke
«Nerkoro» n 6es3onacHoOro NPoOToKona ANA
NHTepHeTa BeLlen

Kpuntorpadpunueckne mexaHmnsambl ana M2M u
MHAYCTPUANIbHbIX CUCTEM
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bruomMmeTpusi:pa3BUTHE METOA0B paclioO3HaBaHUS
103BOJISIET CO3/JaBaTh HOBbIe METO/bI aTaK
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KBaHTOBas Kpunrorpapus: TeOpHUs

» TonbKo B 2016 r. yaanocb COOTHECTUN YPOBHU
6e30nacHOCTM B KBAHTOBOM U KJ1aCCUYECKOM
Kpuntorpadpum

O ciaoxKHOCTH mepebopa KJo'eli B KBAaHTOBOIT Kpunrorpadun

C. H. Monorros!)

Aranemms kpantorpacgmr Pd, 121552 Mocksa, Poccrs
HucmatyT ¢husarn TBepioro renqa PAH, 142432 Heproroaoska, Poccrs
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[Moctynuna B pejaknmuio 2 Hoabpsa 20151
[ocne nepepaborkn 18 sausapa 2016 T,

JokazaTensCTBa CEKPETHOCTH KJIOUeH B KBAHTOBON KPUINTOrpadHH HCIOIL3YIOT B KadecTBe KPHTePHS
COKPeTHOCTH CllefoBoe paccrosiue. B psae paboT BLICKA3LIBAINCL COMHCHHS B TOM, UTO JAHHLIH KpHTEpHi
MO2KeT OBITH CBelleH K KPHTePHSIM, KOTOPBIE HCIIONIL3YIOTCS B KiaccHdeckoil kpuntorpadun. B pabore maercs
orBeT Ha cieayiomuii sonpoc. Ilyers B pesyibrare paboThl cHCTEMBI KBAHTOBOH KPHIITOrpaduH HOIYUeH £-

Criteria of ke}’ secu l'lty CEKPeTHBI KJII0™, KOTOPBI GyeT HeloMb30BaThCs HeOHOKPATHO B KJIACCHUECKHX AITOPHTMAX ITH(POBAHIS
H IIPO KOTOPHIIt TapaHTHPYeTCs, 9T %Hp xE—pr@pe||1 < . HacKolbKo £-ceKpeTHBI K104 YMEeHBITHT YHEI0
I. M. Arbekov HIAroB (TPYI0eMKOCTh) nepefopa N0 CPABHEHHIO ¢ MCIOIbL30BAHHEeM HIealbHBIX Kimowuelt? [lokazana mpsmast

ADODL WO TV A TANE ITAATL TN TTA TIATA TTanafnna @ mTiamafl wamanLrl ap Taamoa AT W9 AMITADILTY FRHTAnman now_

InfoTeCS, OJSC, Moscow

Abstract. We formalize the notion of practical security of the encryption scheme
introduced by C.Shannon as “the average amount of work to determine the key. . ."
and define the corresponding practical security of key criterion. A comparison of
the proposed criterion with the entropy criterion and the total variance criterion
used in the quantum cryptography is given.

Keywords: models of key generation, key security, brute force attack optimization



KBaHTOBas Kpunrorpadus: nNpakTUKa

» BONbLIMHCTBO KBAHTOBbIX KPUATOrPadUYECKNX CUCTEM
KpanHe yA3BMMbI K aTakam B CUJTy HECOBEPLUEHCTBA

31eMmeHTHOoM 6a3bl.
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KBaHTOBas Kpunrorpadus: cepTUPUKALIMS

BpemeHHble TpeboBaHUA K
KBAHTOBbIM KPUNTOTrPapmUyecKkmm
CUCTEMAM BbIPabOTKU U
pacnpeaeneHns Knto4ven ana cpeacTs

Kpmnntorpapuyeckon 3aluTol
MHPOPMaLIMKN, HE CoAep KaLLen
cBeeHNIN, COCTABAAIOLLUNX
rocygapCTBEHHYO TaUHY
(yTBEprKAeHbI B utone 2017 r.)




BMecTo annusiora

3ddeKTUBHAA uMdpoBmM3aumna
BO3MOXHa NMPW HaIN4Ynm
TBEepAoro 6asmca
MHOOPMaLMOHHOM
be3onacHocTH

B undppoBom mmnpe HeaooLEHKA
yrpo3 MnHGopMaLMOHHOM
6e30nNacHOCTM MOXKET pa3pyLmnTb
AaXKe CaMbl NPUBAEKATE/IbHbIN
NPOEeKT

Bonpocbl nHPOpPMALMOHHOWN

6e3onacHOCTM HEObXxoAMMO

PACCMATPUBATD YrKe Ha 3Tane
NPOEKTUPOBaAHMUA

HeobxoammocTb BHEAPEHMUS
HOBbIX TEXHO/IOTUIN, B TOM YUCNE
b, non*KHa oueHnBaTbCA
NCXOA51 N3 SKOHOMMUYECKOM
uenecoobpasHoOCTH




