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BeAOMCTBEHHbIM/KOPMNOPATUBHbIM
LeHTp NocCOIMNKA

CERT MDR
CSIRT MSSP

SIEM S§SOC /

CERT - Computer Emergency Response Team SOC - Security Operations Center
CSIRT - Computer Security Incident Response Team MSSP - Managed Security Services Providers
SIEM - Security Information and Event Management MDR - Managed Detection and Response



BeAOMCTBEHHbIM/KOPMNOPATUBHbIM
LeHTp NocCOIMNKA

CERT MDR
CSIRT MSSP

SIEM SOC /

CERT - Computer Emergency Response Team SOC - Security Operations Zenter
CSIRT - Computer Security Incident Response Team MSSP - Managed Security Services Providers
SIEM - Security Information and Event Management MDR - Managed Detection and Response



“NMopTtdhenb’ kKanaccuvyeckoro SOC

* LLeHTPAAU3OBAHHbIM C60p U YNpaBA€HME COOLITUAMU HHCPOPMALLUOHHOMN 6€30NACHOCTH

*  MOHMUTOPUHI/BbISBAEHUE MACCOBBbIX KOMMbIOTEPHbIX aTak Ha 3awmuLaemble
UHPOPMALLUOHHDbIE peCypPCbl (KOPPEASLLUOHHbIE MPABUAQ, CUTHATYPbI)

*  BbISSBAEHME KOMMbIOTEPHbIX UHLLUAEHTOB

* YNpPABA€HUE U AOATOCPOYHOE XpaHeHue uHbopmauum 06 UHLLMAEHTAX

* COAENCTBME B pPEArMpoBAHMM HA TUMNOBbI® MWHUMUAEHTbI, BbI3BAHHbIE MACCOBbIMMU
KOMMbIOTEPHbIMU ATAKAMMU

*  OAMMUHUCTPUPOBAHUE CPEACTB 3ALLMUTbI MHDOPpMALUU

*  MHBEHTAapU3AUUSA AKTUBOB, NACNOPTMU3IALUA MHCPOPMALLMOHHbIX CUCTEM

*  MNOMUCK YA3BUMOCTEU B ceTeBbiXx cepBucax u MO, BbiIsBA€HME OLIMOGOK B KOHOUTypaALUAX U
apxXuTeKType

*  AOKYMEHTUPOBOHUE MNPOLLEAYP M PE3YAbTATOB MOHUTOPUHIA, O TAKXKE pPe3yAbTATOB

pearMpoBaHus //

SOC - Security Operations Center
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*  AOKYMEHTUPOBOHUE MNPOLLEAYP M PE3YAbTATOB MOHUTOPUHIA, O TAKXKE pPe3yAbTATOB
pearupoBaHuUs

*  YrAYOA€HHASS GAHAAMTMKA NO pPEe3yAbTATAOM MOHUTOPMHIA, HANMUCAHUME CUTHATYP
KOPPEASALUOHHBIX MPABUA

* paboTa c AONOAHUTEAbHbIMU UCTOYHMKAMMU MHDOPMALLMU OO Yrpo3ax No NoAnNUcke

* AOKAAbHOE pearupoBaHUE HA KOMMbIOTEPHbIE UHLUMUAEHTHI, paboTa ¢ apTtedakTam
NetFlow u 1.n.

*  AOKOAM3AUMUSA NOCAEACTBUUA KOMMbIOTEPHOIO UHUUAEHTA

*  3awmuTa 6peHaa

*  npodHAMPOBAHME CUCTEMbI 06ecnevYeHns MHPOPMALMOHHOMU B6e3onacHocC
opraHusauuu, BHepApeHue best practice

NOA NOAUTUKY

SOC - Security Operations Center
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Side note: Outsource Selectively?

SOC/MSSP hybrid models:

1.
2.

3.

o

MSSP for Level 1/in-house for triage.

MSSP at night, SOC for
daytime/workdays.

MSSP for basic monitoring, advanced
— in-house.

MSSP for DMZ alerts, SOC for inside
MSSP helps manage SIEM
Partner helps with serious incident IR

business,
not your security”

/

"MSSP's business is ...

Gartner

AR\
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